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Master Integrity Principle for Effective Management of Role Hierarchy
Se-Jong Oh'

ABSTRACT

Administrative Role-Based Access Control{ ARBAC) is a typical model for decentralized authority management by plural security
administrators. They have their work range on the role hierarchy. A problem is that legal modification of role hierarch may induce
unexpected side effect. Role-Role Assignment 97(RRA97) model introduced some complex integrity principles to prevent the unexpected
side effect based on geometric approach. We introduce simple and new one integrity principle based on simple set theory. It is simple and
intuitive, It can substitute for all integrity principles of RRA97 model.

Key Words : Security, Access Control, Role Hierarchy, ARBAC
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ARBAC R d-2 URAY7, PRA97, RRAJTZ UH oA &=d

AGA S WA hI ALtxAL RRAIT] =AM ot
F3 90tk dEAFE AL 7bA] AN I, 9
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(e 1] 9 99 (range)
(x,y) = {z€role | x<z<y} where y>x. o

(A9 2] can-modify Blo]|Eol A 71&8 ALeE dde] Ay
2

A% % (authority range)elgtz 3t} o

%
(49 31 4899 xy)7t tbg 218 45 o PH&3s
2 tHencapsulated) 8t 2 @t}
-Vrlexy) A VR2e€xy)¥ o 2>r] © 2>y and
r2<rl © r2<x. o

(3] 4] 9% ro] &3 9 (immediate authority range)
ARimmediate1)E THE 7o) Aot

ARimmediate(r) = (x,y) If rE(XY) A €X' y") for all x'y’)
C(xy) o

(49 5] 98 49 )& v 22 2AL H=g o 4
A A (create range)o| ki B3t}
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OASIS E"&[11] oA+ RBAC EHdlAe] @A 2] @
ANANAE F&3HA F7] wEel HBAZTSAHEIA &

=t} OASIS A 98 948 AA FHoH I
A8} 73 (role activation rule)ol] 98 &S 3 A2 &
Aol st glrk. OASISE HAool e e 2de]7] B

ﬂl

e A2 HIAo Rl [14]9 2ol 98 2 &
7123 HIZAE At olv] WEe] Mg FH o
& FA4E AAR AR} 3t FEE 1 Yk
SARBAC 24[9, 12]2 %3] Crampton ARBAC E 40|
oy "HA Aol FETS AHIPAL FE ofR7t
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gd9e oujsin] ARBACAAME & ¢ (authority range)
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A& HE4e <dx Yo WA ARBACY FA|= 2eta
A7t Folzl AF I Wl AFEA AFE PAbsHA
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BE& adHeom WAsE Aot olHd B¥E G
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JdE B9 (3¥ 39 daAzH (23 29 an-modiy
glo] & A PSOl°] PE1%} QEL Atolol] #AME AAsT)
H PSOL9] A9 #ejxkel DSOS #E 9l e I X
o) A W3y}t HAR wekA PSOle WAWAE &
Holt} [H9 6] ARBAC B9 AkzAQ [IP1]~[1P4]
of EH A U&-& FAHoZ FHE Aolth & =7
e [ 6]& 718 FZ24 772 (master integrity princi-
pleelgtz A3tk 2 o]fe ITAZ WAA EYUA o
F Q7] wiEolt} 314 A 7] &

E (=) o =
712 724 73 Aol @A 2o Bx HYE WA
Zledtt

(49 71 DAR(M: 9% roll A3 sFd FdeHdirect ac-
cess right)8] H&
IAR(r): 9& ro] &4 52 ¢ 982RH As @2
H2H8E (indirect access right)e] A%t
TAR(): 9% ro] 71 & BE HZAEHtotal access
right)®] g TAR() = DAR(r) U [AR(r)e]t}. o

(28 DX TAR@QElD) = DAR(QE1D) U IAR(QED) =
DAR(QE]) UTAR(ED) = DAR(QED) U DAR(EL) U IAR
(E1) = . = DAR(QE1}) U DAR(El) U DAR(ED) U
DAR(E)°]t},

(o 8] & 2d& w&EE o I3 28 9 r19 2HE
(senior parent)2ti &9 SP(r1)o= #7|%r}
-1 € (ab) A (1213} € (cd) A (@b C (cd) = r19
FE EE Z4oAA 129 A4l 9% r3v EX8HA
¥t o

(19 3l SPQED) = {PL1, X}, SP(PED) = {PL1}).

[Ae 9] AddH(ab)ol e 222 9T SAR(@b)E &
em ged 2L 2A¢ BEEE 4% re) Aoln:
- € (¢,d)
-(ab) C (c,d)

-3Ar2:12 € (ab) A (r = SP(2)) o

(218 3)°1A SAR(E1PLL) = {PL1, X}, SAR(E2PL2) =
{PL2}l .

(B 10] Bt BeArt d8ASE WA Ade 4%
A% 7&£E BRHE R7|stn ARAZTE WA o F 44

He TZ2E ARH= 7|8t} o

(39 111 &< isValid()= BRH9 ARHE vagozs &

boolean isValid{(x,y), BRH, ARH) {
/7 Gey)E I FET AT 9
while (SAR(x,y) is not empty) {
select r from SAR(x,y);
a = TAR(r) of BRH ;
b = TAR(r) of ARH ;
if (a=b) //FFeE A% 1AR ()9 WS LY
return false ;
remove r from SAR(x,y);

}

return true ;

&4 isValid()N A GaAZR Y 2 A3 ro g3l
DAR() =@ & A7 3t} 1 o= 4 ro AY %
| d%e] Qe A isValid)7t 3oz AgEA £a
= Ae WAy 9jatelnh

(A9 12] 712 FHA #2499 @be o
isValid((a,b), BRH, ARH)7} trued w &3 Aot} o

32 7|2 224 7o Hg

2 BN FHe BHoZ ARBACH dge] A4/
AR, BARY AA/AA G U LE ReFED [P1~[IP4)
gAE 4+ AT &, [P1~[P4o] #4aT 3l B8

T A

3.2.1 7 % Alo]d BAMY A

Skell A AHE wle} o] (1y 3)9] A F A PSOL
7} PE13} QE1 Atolofl #AAME AAF(QEL] PE1e] #®)3}
A o) RAL BYH Aot} B mEoA AAE K FAA
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Ao meW 9% Xo A4 F2AF TARCOS) ¥5o]
A7lR BYEA WAl e TARX)Y WE A% E

Felshs Agolut,
a= TARX) of BRH  // #7149 444 o4& X9
Heded 4%
= DARX) U IARX)
DAR(X) U TAR(QEL)

= DAR(X) U DAR(QE1) U DAR(E1) U DAR(ED) U
DAR(E).
b = TAR(X) of ARH /) BARY BT HF X9
Hodwe 4%
= DARX) U IAR(X)
= DAR(X) U TAR(QED
= DAR(X) U DAR(QE1) U TAR(E1) U TAR(PED)

DAR(X) U DAR(QEL) U DAR(PE!) U DAR(Y) U
DAR(E1) U DAR(ED) U DAR(E).

b - a = DAR(PE1) U DAR(Y)

“b#a

§l

TR BHET.

3.2.2 7 48 Atole] BAHY AHA|

PSO17} PL13} QEL Alo}2] #AXE atAlsle A¢E A
Zhs) ®Bah o] B¢ PLIS AT RS AN AL
A 4 Qlrk 712 FZ2A FE we o) 7 #AAMe
2t Byeln)

a = TAR(PL1) of BRH /) BAAY AR 9 PLL
o] Hodge A

DAR(PL1) U TAR(PL1)

1

DAR(PL1) U DAR(PEI) U DAR(QE1) U DAR(EL)
U DAR(Y) U DAR(ED)
U DARC(E).

[ #ARL
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b = TAR(PL1) of ARH A% 93 PLI
o AeRB 4G

DAR(PL1) U IAR(PL1)

i

= DAR(PL1) U DAR(PEL) U DAR(E1) U DAR(Y) U
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a-b = DAR(QED)
b #oa
~ PSO17F PL1t QE1 Atele] #AME 2hAs)
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// Sge HAF 4% X9l 4
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