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An Architecture for Securing Digital Documents Using Radio Frequency
Identification(RFID)
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ABSTRACT

Digital documents have become the mainstay of the paperless office. This is due to the increased usage of computer networks and the

widespread digital culture. Along with the increased usage of digital documents comes the problem of securing them. The documents may

have very important information such as confidential business policies and intellectual property statements. Generally, most of users protect

them by using a password or secured flash memory or security software, but it has several weaknesses. Accordingly, we propose a new

architecture for securing digital documents. The proposed architecture bases on RFID and several encrypting techniques. It makes up for

the weakness of traditional securing architectures, and supports various policies for digital documents of users.
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byte packedByte[];
int index=0;
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1. Get 1 bit from byte.

2. Change the bit of the byte. (0to1,1t00)

3. Save the bit to packedByte.

4. if 8-bits are packed in packedByte[index], increse index.
next
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void Encrypt(byte[] bytes, string pwd) {

1. Extend the length of the pwd by two times of the length.
( ex. 110111000011101001011100 >
110111000011101001011100110001011010001111000100 )

2. Generate the random bit string with length of the pwd.
( ex. 010110110101001101001101100110010110010110101101 )

3. Generate the key
( ex. 100001110110100100010001010111001100011001101001 )

4. Encrypt the bytes
( bytes XOR the key )
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