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Enhanced ID-based Authentication Scheme using Smartcards and
Fingerprints

II-Soo Jeon" - Hyun-Sung Kim™

ABSTRACT

Recently, Kim et al. proposed ID-based authentication schemes using smartcards and fingerprints. However, Scott showed that they
were vulnerable to the passive eavesdropping attack. Thereby, this paper proposes an enhanced ID-based authentication scheme to solve
the problems in Kim et al. scheme. Especially, the proposed scheme solves the ID repairability problem commonly shared in the previous
ID-based cryptosystems. The proposed ID-based authentication scheme supports the advantages in the previous ID-based cryptosystems
and solves the problems in them effectively.
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