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(Temporal Associative Classification based on Calendar Patterns)
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Abstract Temporal data mining, the incorporation of temporal semantics to existing data mining
techniques, refers to a set of techniques for discovering implicit and useful temporal knowledge from
temporal data. Association rules and classification are applied to various applications which are the
typical data mining problems. However, these approaches do not consider temporal attribute and have
been pursued for discovering knowledge from static data although a large proportion of data contains
temporal dimension. Also, data mining researches from temporal data treat problems for discovering
knowledge from data stamped with time point and adding time constraint. Therefore, these do not
consider temporal semantics and temporal relationships containing data. This paper suggests that
temporal associative classification technique based on temporal class association rules. This temporal
classification applies rules discovered by temporal class association rules which extends existing
associative classification by containing temporal dimension for generating temporal classification rules.
Therefore, this technique can discover more useful knowledge in compared with typical classification
techniques.
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AAE7} 3, 3 WA Rulehems] AAZE 2, T WA
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< ABCG—dass: Y>> [sup=0.2,conf = 0.67%| o] =t}
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________ <> Pt <> <f> <3
A ] N\
& {2 5% 4 B
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(¢c) CalTrees
1% 4 AUy SAEGAAM) A A

1 input CARx(CPy},CPy, minFre

2 output CARy(CP;),CP; satisfy minimum frequency

3 if CAR,{CP;) is first time updated then

4 CARy (CP;) = CARk{CPo);

5 updateCnt = 1;

6 else

7 for each CAR & CARyx(CPy}- CARx(CP:)

8 CAR.updateCnt = 1;

9 end

10 for each CAR & CARy(CPy} MCAR,(CP:)

11 CAR.updateCnt++;

12 end

13 CARy (CPy) = { CAR.updateCnt > minFre-Ns}

14 end if
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AC ~0 updateCnt=1 AC —0 AC —0 updateCnt=2
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BD —¢§ BD — 0 updateCnt=1 X
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Classifier

Testing

Classifier
Building

-~

Classifier
Test Data Hew Data
Classification [} ACCUIacy =4 cjaggification
P I1L
Preprocessing '
TCA'Rs cp, |s_portid_port s ip d_ip class

(C"““'"t""" ] {122} 83 25 [192.168.01.05{192.168.111.11 2

{1,3,2} | 1026 23 |172.013.12.20 {135.013.121.2 ?

Rule .
Pruning

CARs (Class Assuociation Rules) i-star patterns
Rule, : 192.160.01.05, 53 — nommal 0 1025
Rule, : 192.168.01.15, 135.013.121.2, 53 — attack |{*"23 "2} ...
Rule, : 172.013.412.20, 192.168.11.1 > attack | {2,4,} ...
Default Rides
cpy | s_post | d_port s_ip d_ip class
112} &3 25 192.168.01.05 | 192.168.111.1 | Normal
{1,1.3}| 1026 23 172.013.12.20 | 135.013.121.2 | Attack
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2-star pattern : {*,2,+}
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CARycp,) 1 : A1 B2 C3—1
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(1) D(CP)el =E Hole}t d(CR)e] FH&E(dbCover)
& 022 273 0H3~5820).

(2) 7+ 2™ HE o, M9 FAE U, FHY
AAY Helo] d(Ch)e] 7\RAZIGHS ¥Fsin
TH CAR(CP,)o] d(CPy)& AZsIA &5 4
Aok, AL ERpHez ANYgdd. a8x
A CAR(CP)Y =¥He dCR)Y  FHeH,
d(CP,).cover Cnt-& 12 Z7}A70th

o71x FolA QAG dbCovers d(CF,).cover Chto)

D glojetdlel 2~ A 32 E A 6 3(2A006.12)

1 input A set of CARx(cpi), coverage threshold dbCover
2 output A subset of CARx(cpi) for classifier

3 for all d{cpe) ED(cps} do

4 d(cps) -coverCnt=0;

5 end

6 for the training data set and rule set=g% do

7 for each CARy(cpi) €rule set do

8 for each d{cpe) ED(cpo) do

9 if {d(cpe) .CPeECARk(cp:) .ops) &8
(CARx (cps) =d(epo)) then

10 d{cpg) .coverCnt++;

11 select CAR.(cpi);

12 if d(cpo) .coverCnt>dbCover then
13 delete d(cpo) in D(cpo);

14 end

15 end

16 end

9 9 dbCoverell 71%Hek 73 A9 ¢3nF

grEg T (d(CPR, ) cover Oht =dbCover), d(CF))2 &3
vlolelell A AtAFTHE~16E2D).
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Rules h €0,
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A B, C,—1

NN

Covering Dicpy) : {1, 2} | coverCnt
Rules
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A, B, C D E 1

B, ¢, D,—2

A233 cZ DZ E1 0

CAR,(cp,) : {2, *)
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LE"

Database Coverage Threshold
= dbCover=2

A, B, C,—2
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(RID, week, work_day, group_hour,
s_port, d_port, s_ip, d_ip, intrusion)

RIDE= ®lolZel Zt #HZ=o] g Adiseln,
week, work_day, group_houre QX tolEle] E}Ql
g9y zhe APE A BdEoz A AT Aotk
s_ip, d_ipe 77t T9AY FAHA Faold s port,
d_porte T9A % B FENS oL, upAH &4
9 intrusiona Blolg} AgY] Fd~ FEE normal¥h
attack0.2 FAEY. ALY FmYEdME ATAY
9 gdloz AAY AF\vt 27 AlZE HEAE AL
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O B3E l )!M EHD il : *
LINCOLN LABORATORY
bl MASSACHUSETTS INSTITUTE OF TECHNOLOGY
|- Data Sets > N .
ocunetaton Overview
Evahabionr wr o mwe evadoattn ond 3 Ratime ssation,
-. Pebiaans Ntrueriom Gatactier 1ystarve s ivetod o e oBiow walion
-4 Sofware Toomk m”&“.‘,r‘m“.«”:&’ﬁ‘&‘&m&
m««m«-xn«uwnmmaw
|- ® Cvainaton Resuts
avaboaton. Thess sysinms wavs wcsaried it iha AR, nitwodh
Harng -
el tistors, i spaliirey
RS, o ARARITSE Wb ¥ BER
003,005, i
005 008 L 112
08009 L 318.
. 00, 008 2.
03.008. 2.
009,608 {80
251081 o
25108 -0t
| 251 (g1 0
281,081 4 o
001 028
B o0
3. 00 <oet
401,00t et
KiiNe] il
,l.\ Vi
Preprocessing
Raw Data
st start . . Src | Dest Sm Dest Atach
* | Date Time | Duration | Serdiee | port | port | 1P address P address | ScoreMame
1 | 07M03H199 | 030061 | 00:00:01 ecofi | - 192163001003 | 192.165.001.001 0-
2 | 07TA3N99S | 05:00:02 | 00:00:01 | donaink i3 13 172106112020 | 192.163.112.020 8-
42 | 07N3N9SS | 050106 | 00:00:02 ftp 02 | 25 | 1206113084 | 135.106.113.191 8-
43 | 07M3M993 | 08:01:50 | 00:00:29 hitp M06 | 80 172016112149 | 167003.112.015 0 -
9966 | 07N03M995 | 114939 | 00:00:01 | tepoux 1724 1 203160205190 | 172016 113.030 |1 porisweep
[
1
P i Class _l
pre-Processing Label
Work Group S Dest Src Dest .
# Vheeh Day Hour | Port | Port IP address IP addrmess Itrusion
1 1 2 1 k4] - 192.163.001.005 | 192.163.001.001 Momal
2 1 2 1 33 33 2106112020 | 192163112020 Nommal
42 1 2 1 027 25 172106113034 | 13510611310 Homal
43 1 2 1 1106 30 172016112148 | 167.008.112.015 Nomnal
9966 1 2 3 1234 1 203.160.205190 | 172016.113.050 Attach

2% 12 TCP dump ®lojete] X 23
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