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Flexible Database security System using Improved Role Hierarchy
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ABSTRACT

Database security is essential to protect their data in most organizations such as hospitals, central or local governments, banks
which manage the private, sensitive and important data. Because the duty of the department recently became more various and
complicated, the changes of security requirement are needed more frequently. Therefore, easily changeable, flexible security policy
and efficient security management with preserving the integrity of security policy are very important. In this paper, we
implemented a flexible database security system in the specimen and clinical information management system of leukemic research
center using IRH(Improved Role Hierarchy). Data is protected by MAC and we propose a flexible access control and effective
administration by using the IRH that is an improved role hierarchy of RBAC. If security policy is needed for changes, this system
can do it easily by simply modifying the IRH with the decentralized administration. The modified security policy can be applied
flexibly after alteration because the security level of the subject is not fixed but can be derived automatically from the IRH when
a user connects the system.
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2.1 ARBAC

RBACY ®eol A% #elE #s] RBACE dshe
Administrative RBAC(ARBAC) #| ¢+ t}[9]. ARBAC
€ URA(User-Role Assignment), PRA(Permission-Role
Assignment), RRA(Role-Role Assignment) HIYUEZ
vdoHl, 6]. URAE AHEALE H&o] Edstes Het
Ao sl HAstaL, PRAT #ATS 98 g3
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2.2 eMEDAC

eMEDAC2 7|Fo] 7-8%¥ MEDAC(Medical Database
Access Control)olg} £2l= 98 AKX dolHuo]x
Wi Aol A28 S8 A2 Ho|th7]. MEDACE
DAC? MACS &4&3te Bl a7A S W&t
dFEAHK ol uo] 2 eMEDAC2
RBACS| 9% 54& &3j}ste] MEDACE #7333
t}. o] A]A#lS HNH(Hyper Node Hierarchy) Z9@-&
A-g3t] AbgR 9 7S (URH: User Role Hierarchy)
7 djole] 3 AZ(DSH: Data Set Hierarchy)g 74 3
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3.2. IRH(Improved Role Hierarchy)
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Fig. 1 Improved Role Hierarchy
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Start:

level=1

UR=User Role

while Connection(UR) = ‘Al Users’
it Connection_Typa(UR) == ‘branch’
then level = jevel + 1
un{ | = Connection{LR}
UR = UR[Q]

endwhile

Og 2. ALK} HEEE 2 €12|E
Fig. 2 User role level determination algorithm
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Start:
UR = User Role
CS=fos{ UR)D
eiumn CS

End:

Funclion fos{A)
while Connection{A} = "All Users’
it Node _Type{UR)=="hyper
then cs = Categary(A)
UR[ ] = Connection{a)
for{ k=10:% < sizent( L\H{ [ 2o
cs = cs U fos( UR[K])
endwhile
return cs
EndFunclion

T8 3 A HEHFE Y YDEE
Fig. 3 User role category determination algorithm
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Fig. 4 Database security system architecture
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Table. 1 Role definition
awy | wx | NY | wew | 4w | O
Empl 2
Employee E 2R Ozn; og:ne E2 A9
2 A%

Employee 1 Servant of =

of 1 Part El AF-A 4| 2 Paart SVI2 f_{“r%

Servant of 1 Kt"i Reseacher RSCH? 2 A

| Paart | SVTY AF 1 of 2 Pant A
FEL)

Reseacher 1 M¥ | Leader of AR

of 1 Pa | BSCHU | szg | 2par | P2 | mox

Leader of |y py | L 4% | Director | DIR | 2394
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AP RTANNI=EA A9 A’S

19 5% "Employee” ¥&3 “Employee of 1 Part”
Aol FAFH HolBol] thslA Zzh select, insert,

update B9 AdEo] RdH AL HAdFm gt
"Employeel” "Employee” S-S A&goz Pig
ZE Bd3lx ¢ % "Employeel“s] A & F Q=
AEE 7YY F AUt

Emplovee : Inherit -» Employee

select case_irfo (num, code, narme, hosgital, exam_date, pro, pro_tel, medical, reg.nser, reg.date, edit_date)
[where code Eke '1%];

insert case_info (num, code, name, hospital, exam date, pro, pro.tel, medical, reg.user, reg_date, edit_date):
update case_info (num, code, name, hospital, exam date, pro, pro_tel, medical, reg.user, reg_date, edit_date)
[where code ke 1%1:

Emplovee? : Inferit - Employee

select case.info {sec_mm, phone, add_no, address1, address2)

{where code ke 1%

insert case_info (sec_num, phone, add_no, addressl, address?):

update case_info (sec_mum, phone, add_no, address], address)

|where code ke '1%1;

Og 5 HEo st 2o
Fig. 5 Role-Authority assignment
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Fig. 6 Improved Role Hierarchy
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Fig. 7 Role level and category of "Servant of 1 Part”
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Fig. 8 Role hierarchy and authority range of
administrator
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