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ABSTRACT

The IEEE 802.1x standard provides an architectural framework which can be used various authentication methods. But, [EEE
802.1x also has vulnerabilities about the DoS, the session hijacking and the Man in the Middle attack due to the absence of AP
authentication.

In this paper, we propose a WLAN secure system which can offer a robust secure communication and a user authentications
with the IEEE 802.1x framework. The user authentication on the WLAN secure system accomplishes mutual authentications
between authentication servers, clients and the AP using PKI and prevents an illegal user from intervening in communication to
disguise oneself as a client, the AP or authentication servers. Also, we guarantee the safety of the communication by doing secure
communication between clients and the AP by the Dynamic WEP key distribution.
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