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Implement of XML-Based Authorization Policy Module
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ABSTRACT

PKI provides good resolutions for the authentication of user in the- situation not to meet each other, but it is not enough to
provide the resolution of authorization in distributed computing environments. Especially, we offer a variety forms of the user
Authentication, the Integrity and a security service of the Non-Repudiation, but an authorization policy, because of the complexity
with a lot of information, using an understandable XML, makes a simple and easy certificate to read, and we get the information
from DOM tree and do a XML analysis and stardardized-method usage easily. In this paper, we provide the AAS model being
able to use with the solution of the distributed users’ authorization, and we implement an authorization policy module, using XML,
in the Linux-based Apache Web server.
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<AttributeInfo Type="AAS">
<AttrName>group</AttrName>
<AtrVahe>disinb<fAttrValue>
<Principal>
<UserDN>/C=C8/O=System Software Laboratory
{OU=ICSD/CN=sms
<{UserDN>
<CADN>{C=CS/O=System Software Laboratory
JOU=ICSD/CN=IDCG- CA
</CADN>
</Principal>
</AttributeInfo>
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Fig.3-4 Use-condition certificate

A% AW ZE mod_AASE A 7l ZEAAZ T
A ed FUdA FAE dRZE A HYE
3t7) A% AFAM-7IE A, H2E A Asy) f3
ZA-718 g Rl
mod_AASE o}lftx REZA ¢ A A AF

Zo] AFHY, olix ¢ MuojA T3 Ak =F
EH0g T4Y QEAE BER THHA 2gEY
oju} Azt Azkel AWz Z=doh a3 HAE)
A gow g Muize RE 23 digto] 2 Ao
HAUZeZ ofd oo dErx HostA| Yeth
A FANA T 2 A} AA HE 2
& RYsted), A% BE A€ olaE dEL it}
T4, ANE "olE, AA HZT Fho] g T
3 552 F#A49

mod_AASE ?}{L 4 MHE 2789, & AWe
mod_AASE 3%3l7] Ao Zato|dEL] X509 UF
Mg AFe £ QoA 2 Aol mod_AASE
E3ld AHEA 18T F+ Ak

o]9} o] mod_AASE 252 7Nk ofutA] ] A

1766

HE Agatgen, ¢ folugas SSLE AHge
Ak
B s=FdAe g #7344 AAS 288 %

£

g 9 M¥ A 299 non-AAS A|2€9 Ao
i, §1 A8 F2o) oA 1KBS FUF FA |
st AAS BEo] Z3d 9 A A= g A
2 BANAE BEERQ A AUAT HAA F
g Ao A2t BeFE AT Aojdg Bl
t}h ¥ 12 shte] AR AFA, FY ARz <
A, FA9 £4 934, 282 ol A9 X509 AT
Mz FAE Qubze ARG olgstd, FetolUE,
g A 23 924 AW EL 100 Mbjs LANAol| A
IKB $9% A7j9 £ME 55U A2 A5E T
o] AAS/non-AAS AH4-9] HZ Aol we X HF
AZHE BlZE Fojk. B RN E AF #7d o
2 Aoz B2 B4 B AR FTY HA
qF A ERA BRo, f9 A BA
& o] 48 ZAolA ] W on] UAFAE] 2=E
ool A B AR FTol HE2 fEdt.

¢

1. AAS 2 non-AAS AlE mx] HT AlZt
Table.1 Average Time to Document Fetch with and

without AAS
Access
Times 5 10 is 20
Fetch
AAS 0.471 0468 | 049 | 0463
non-AAS 0.00385 | 0.00397 | 0.00413 | 0.00432

N.Z2 E

kst Fejo ALga 9%, FEA, 9 #A
Bl AU AE AT PKIE H A E oA A}
47 9%S A3 L HAAE AN F2 AA
ot AgH oz dold gt ARY FAAA Al
N HA2AE ANSIE Fd A EF A

had

ot

o oleia £AY 2 oD B BHAN 4
a3 A4 A& AHeRe VS AFHE XML 7]
W A8 AY BE mod AASE  FE2 TN ojghA)

& Mg AHg3te FE3ST.

E xRoHE o= 9 Ad AP ZEF mod_AASE



XML 7]% @& 34 25 73

A &k BANA HIA ol N AR AT

T} g 2A 9] %m"%%& g o] AR ALS-

AolEdeldA 944 2AHE FHAU *Eﬂcﬂii

el A2 A4 *éﬂé% %010}741 6}914

AA =2

s 3“474011*1 A}%XM x} J Aol ] 0% B Ay
T35 9o, AAS BE A0 2 B 27

E} UL A3kl A g AAER g5 a3 3

ogx= AEd AAS RE9 A&AQ Helo] B

o
r

=t

[1] Kenneth G. Paterson, Geraint Price, “A comparison
between traditional public key infrastructures and
identity-based cryptography”, Information Security
Technical Report, Vol.8, No.3, pp. 57-72, 2003.

[2] Timothy G. Shoriak, “SSL TLS Protocol Enablement
for key Recovery”, Computer & Security, pp.
100-104, 2000.

[3] TM. E AG.AJ. Loeffen, “Succession in standardization:
grafting XML onto SGML”, Computer Standards &
Interfaces, Vol.24, pp. 279-290, 2002.

[4] J. Fong, HK. Wong and Z. Cheng, “Converting
relational database into XML documents with DOM”,
Information and Software Technology, Vol.45, pp.
335-355, 2003.

[5] Chris Lesniewski-Lass, M. Frans Kaashoek, “SSL
splitting: Securely serving data from untrusted caches”,
Computer Networks, Vol.48, pp. 763-779, 2005.

"Access control framework for
distributed application”, IETF, 2000.

[6] Ryutov, Neuman,

ISP End] |

Al % (Myeong-Sook Shin)

199249 2¢ BFUEtn AxAA
EETCRR)

19969 29 FFudn Y
HAA AL SEH(F 3D

20053 129 =AY R sty HAFE A 2L

FHA(H)

KPAROE ¢ A2
AHEG

ol Z=(Joon Lee)

19793 29 A0 gw A=
FEIH(FTEAD

19813 29 ZAdigta gy
AR THF A A

19973 29 SAagEw gy AR A A8} (B3P

1982'd 39 zAGER ANARITHUET AFHAE
3y W)

MPA RO - FFAA,

ARET, FEAHLHFE

1767



