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ABSTRACT

In this paper, we describe VLSI design and performance evaluation of OCB-AES cryptographic algorithm that simultaneously
provides privacy and authenticity. The OCB-AES cryptographic algorithm solves the problems such as long operation time and
large hardware of conventional cryptographic system, because the conventional system must implement the privacy and authenticity
sequentially with separated algorithms and hardware. The OCB-AES processor with area-efficient modular offset generator and tag
generator is designed using IDEC Samsung 0.35um standard cell tibrary and consists of about 55,700 gates. Its cipher rate is about
930 Mbps and the number of clock cycles needed to generate the 128-bit tags for authenticity and integrity is (m+3) x (Nr+1),
where m and Nr represent the number of block for message and number of rounds for AES encryption, rtespectively. The
OCB-AES processor can be applicable to soft cryptographic IP of IEEE 802.11i wireless LAN and Mobile SoC.
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Algorithm 1: OCB-E algorithm

Algorithm OCB-E (N, M)

Partition M into M[1] ---M[m]
L < Eg(0"
R« E(N © L)
for i<1 to m do
21l < v -L&R

for ¢<—1 to (m-1) do
Cli] < EkM[4] @ Z[i]) & Z[4]
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C « C[1] - C[m]

Checksum < M[1] @---& M[m-1]
®Cm0"* " ®Y[m]
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reurn C <~ C || T
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