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Abstract

Recently, the damages occurring from the malware are increasing rapidly, regardless of
continuous development of commercial vaccines. Generally, the vaccine detects well-known
malware effectively, but it becomes helpless without any information against the unknown
ones. Also, the malware generates its variations fast enough, so that the vaccine always
gets behind in its updates. In this paper, we are describing a design and development of
malware detection tool, which can detect such malware effectively. We first analyze the
general functionality of the malware, and then extracts specific signatures. Such that, we
can actively cope with a malware, which may come in previous type, a new type, and any
of its mutations also.

» Keyword : 2td3=(Malware), 2M3= EMETI(Malware Detection Tool), AIA ;HE
(Signature Patterns)
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RVA(Relative Virtural Address) =
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(3™ 5)elMe AP AlavAE g5shs H8E Bd
o ARl 35 wpe 3=9 ¥ME PE 72
AM83l] API] e AlIHA S P53ka, Holelmlo)xd)
A pda=e J15E sk 53 APl dig FrE
wolel B4 APIE F&3 €t

T &,
LwH &)

N 1A

+ S8 FIFEFFFF TLER EAR,!

1) 1y

- en 1 DL P 5 UL
+ &8 OFOFFFF sCopy, 9941

] 5,

R} F]

(6B 1

. ]

+ FFIS S6R1400 W0 PTR

4}

e L L P L R PP PR LE]

3

+ B 7ROFF <lexy, B4110E

« B L,EP

5.1.] []

+ 63 oot %

N1 2

Nl ]

AR 3

- 63 0o 40000000

06 E 1LBN ERX, NCRD PTR S5:[£86-16)

N PUSH ERR

+ FFIS MM (0L DMORD PR OS:(CUBMELSR. Cremeef i

¥ iP ESLEP g

+ E3 SFYTRF {ORL sCopy. NI ITE

+ 365 FIFEFFFF 1100 ONORD FTR SS:CEP-118), %%

. B i 51,69

1) e X)

1] 1LER ERY, NORD PTR S5 (EEP-18]

N PUSH B

. g]l\ RERFF P%I %(m PR SSs[£86-104]

+ FFIS S 1CELL OWORD FTR 06: COUKERIEL, CopyFifoh

) 0P BLEP

« £8 3R {O0LL <Copy, 841 1TE

N ) B1,E®

1) e . s
1L FFIS vt {0RLL (WOFDPTR 050 (CUERIEL2Z, ExitPrones Ui afnceess

5. ujolLfz) 0| FRSHE AP Al
Fig 5. APl signature residing in binary code

(2% 6)& Alaux F&FoA API AvAE 85
she B3 S RojFE wohdz] =9 $MdE PE 7£%5
AHg3le] APT i@ AWM E g53)a, wo]es o2
A sz 7158 pAske §4 APIY U@ INE
wo}l E4 APIE $&30).

API Signature

O 6. A1 FEKoiM AT #S 2
Fig 6. Signature Extraction in Signature Extracting Phase

B =3dME £ 15 /9] APIY] Oig AliAE B3t
o ZZde 7lsEes BEE ¢ s FEIPL. =P
APIL A2 ojle] “ rdata” HAolA E53 HolHES
B7ld oz FRsled API Signatured A48 €,

35 £4%(Analysis Phase)

e volveE] =g gddla JEF AP Al
HE AHgSl dTee] ssA R BMske e
FPgct, EAR9 AL Rule Engine, T HolElso]
2, I8]3 Functionality List$} ResultREEZ 48
ot (28 7). dielefwol2olE “Domain Knowledge &
"Procedural Knowledge 7t AA=el gled], “Domain
Knowledge= AlzMA e} Wi sl H2E0l™, “Procedural
Knowledge™s 8 380l T3 13 Eolt},

PR 28 71%e APl AUAE 53l dMac
o] 7Fs4 & Ejzlshe AolAg ol2d £4 AHAE AN
oA ZIHoz A AgAE oEE F& AAHYA
HET 9% 488 g9t ¥4 2E sl A4
¥ Functionality List®fResult® AHEAWIAl i o]
g 3=r) Mzcg Ady 993 27E 93] s
g 7 URE = TTEH ANGE & U



AlZUA e ste] R gaeTe A 133

Analysis

AP! Signature

Analysis

g 7. 24579 24 o
Fig 7. Process of Analysis in Analysis Phase

A8 MAA9 25 Rule Engineolth. WA API
AIUAE P wol Ao H4E Flags A3t
Flage HelA A58 7% dial 242 ZA4819, Flagdl
o we RMS e gy 2ol dRyw
Analysis 58 o3} d=€ FE o3 F71E 53
& ¥AEe ==l JlEd) W 7beAd dRE B
ok T A A%l ol gE BNE 9= Ve
A oRE s B

36 B BE
By RES ¥4 REdA $4E HolEE A8
AR AR o2 ARE A

3.6.1 dM3= Jisy¥ alAE(Functionality List)

Mgze 7% PiEE AP AU gid By 2
B2 Alske Flsg S AIE 7)5E TrEY
Fo3 A8 MI= 7% gk Hre AP 7%
& 7P A= vl Aot % s J)%
o tig dee F3sin Slol AMEAbE Adazd diE
HA ofE 4 U=F 3t a2la olE FRE sWle
ze] 7hsE BEke 988 £390.

M3 7158 FABEs A 78 )5 e
oo g ARE T o) o] FRE BTN Ex
9 foldz Fele FaiM EHEW, 2 7158 7154 3
9 To] e A4 FEE RESA "rt. IE 7%
W JPsAdal ey Ade 1 Fwd) ulel 24t “High &
A "Medium-F3H48, "Low-=gH"S Uehlo] AlztA e
2 ARG &4 FeA S 9aE £ UEE EFEn

3.6.2 <4zc AL ZIHResuit)

eyzc gt A RS 75 gAEY] JEE
AMgEl et dYES B9 A M= U
YAEI AR FYRE 1A Axg o) ®E 4
A4 ARE ARsta et o] ARe dARs J%d Ea
E9 3 e told2a P2 FHEct

V. AlIAH 7E

B £7E C++ 9018 ARSI, QUL S 98
A MFCE ARS3I). U=$= ZRES o83t olf+=
REel IS Eo| HESR AES EXE AFHn
71 W&o},

e

.
e -

% 8. Al A
Fig 8. Display of System Construction

(2% 8)2 F= Bx) =7 7% 3 PP B
AFE oot FPve A PE PRE T
JA ez @z PE F2E A8¥e2A PE 729 4
REES 3d & gk AR HE@ w2 O 55
o] e 3e wale] £y AT L] I P
o} oshge] Aelle A F= B2 Y AR 2aE
2asla, API AZWX Bl Y He H33E 280t

ofre] P4 7] wlield “Function”, "PE “View
¢ 3 7Kg st A, Function #lFE “File
Scan’, “Analysis PE’, "Get Signature’. "Match MW’



134  ®E AFOEREE #2005 12)

4 72 =0 don, 47 3 Exg A% 5
A3 B4 e AR A% “ﬂ*‘Fr°]‘;]' % Wi, PEd)
e BNEPE 72& 298k 71%% £330 A% o
W& PE 729 A% 722 PE YL isked §0)
3o} Al AA, View vlfre = 2XE 4@ 449
£3 IRl g 2 U sk 7152 IR

41 PE utd 24

AA AFsHelM W sdE A9E ¥ “Scan File'
< ¢¥Ysln, BYg 2= ¥ “Analysis PES 354
Hd, 9 280 98 vlolvig] 2=l $45n, 1 A
¥ PE Structurec] AZgch mde] £Mo] 4RHA
(2 9)9} Zo] A3} 3w S| 3¢t A7 3}
He] R PE 91 Xofe] AAFHQ ulgo] ohiel API
AZAE F23] A8 U8 @ ARET 28

nloluiz] z=e] o] haE F, “Get Signature” v
& Aestd 329 APl AvA e} dlolgjulolxol] A
g APIsle] ¥las %sﬂ 53 API A2AE AdsiA
g} Aaovdd 22 RES B8 84 7%, dRAxER £
A 7%, WY Ast 715, P2P At sk YiF APIS

PE 7% %3] 28 APIE vlwsld Z 7l%5d uig
ATIANE G584 9} (T¥ 10)2 dlolelujo) A9} v

aF F 54 APl AlTUA S “rdata” Ml 5% &
3 o8 g 453 ¥ 23 ol

a8l 9. PEﬂ% E‘}EE& ]
Fig 9. Display of PE File Format Analysis

a7 10. MM SEs
Fig 10. Display of Signature Extraction

VL& &

Pgs=e] A3l HT AH Antzes AP A3
€ F2 ok a2y ddFeze s o uF
@ dgdez <3 Het AAS oz FAEEm givh
2 d7dME M= g 71 gt 71%sEel sl
E4sta, olg 7lites 3l AP AN 2 #43ke o
A3= 9A =78 44 ¢ 78 7189 Hdonv
718 HRe FA] RIER TE AaYA HaE B
Pda= AT FFedr] wEe] AF gR=U 8T
g A7} o ESATE, £ =RelA At = 4F
Pdz=rt B e $FHoln ASsiA A <+ 3l
€ 3ol ot £, B9 Hda=e 7% b A4
H3ln, £4€ W8-S AgARlA Bag £ 911:}

£ =52 VI@ felzg i gxeTe] 4%E ¥
& ALF Qe Ube A . 2 A2 A
=9 Y JIPEL FE5E2 YA glen, E3 1
71BE BPSHA TR e Pt 53] HAUYH
7ot ¢33t Fol 2 dEAY ot & 4 4. wet
A dz=e AAE BAE] oA d3dSE SiA)
U 38} #A) 2] Fol Adasojol & AR o). ¥ ¥
F AT FAdME olgd diF A7} 27



AavA AEde] das dHeT7e A 135

- o=
él'-:ﬂ?:g

(1) Aad, AWM 388 AYA 434 Aa=] 4
A B9 A7 AT AFEF R =8x Agd
33 (2003) p34-39

(2) B, ¥ A, "ol EololAEE o]8F JUYA &=
do] ALY IF AFEREGY =24 A9PALE
(2003) p55-62

(3] ASEC: ASEC Annual Report 2003. Available at
http//b2b.ahnlab.com/securityinfo/annual_repo
rt /2003/2003_01.html (2003)

{4) Wells, J. "Virus Timeline’, Available at
http://www.research.ibm.co
timeline.htm (1996)

(5] Bontchev, V. “Marco Virus Identification Problems,”
Proceedings of the T7th international Virus
Bulletin Conference, pl175-196, (1997)

(6) Kennedy, M. “Script-Based Mobile Threats’,
Symantec Antivirus Research Center (2000)

(7] Charlier, B., Swimmer M., and Mounji A.
‘Dynamic

antivirus/

detection and classification of
computer viruses using general behavior patterns’,
5th International Virus Bulletin Conference,
(1995)

(8] Fernandez, F. “Heuristic Engines’, 11th Internation
Virus Bulletin Conference, p407-44, (2001)

(9] Weaver, N., Paxson, V., and Cunningham, R.
“A Taxonomy of Computer Worms', ACM CCS
Workshop on Rapid Malcode (2003)

(10] Spafford, E. "The Internet Worm Program: An
Analysis’. Tech. Report CSD-TR-823 (1988)

(11) West, C. “Advanced communication techniques
of remote access Trojan horses on windows
operation systems . SANS GSEC Practical Vol.
1.4, Available at http://www.giac.org/practical/
GSEC/ Candid_Wueest_ GSEC.pdf (2004)

(12) Skoudis, E., and Zeltser, L. “Malware: Fighting
Malicious Cod’, Prentice Hall PTR (2003)

(13) Grimes, R. "Malicious Mobile Code: Virus Protection
for Windows’, O'Reilly (2001)

(14] Visual C++ Business Unit. Microsoft Portable
Executable and Common Object File Format
Specification. Available at http://download.
microsoft.com/download/e/b/a/ebal050f-a31d
-436b-9281-92cdfeaedb45/pecoff.doc (1999)

=
&7

19789 ALt 538

1983 wluiAeh 390 (et
)

19014 YelwolBh (Waket
R

19944~ Zalg
AR 55

(@geh AT, AfoRE,
Anus

s 4 3

20034 ihekm AFEEY 29

20054 2Rcjekn el A
A




