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Design of Modified MDS Block for Performance
Improvement of Twofish Cryptographic Algorithm
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Abstract

Twofish cryptographic algorithm is concise algorithm itself than Rijndael cryptographic
algorithm as AES, and easy of implementation is good, but the processing speed has slow
shortcoming. Therefore this paper designed improved MDS block to improve Twofish
cryptographic algorithm’s speed. Problem of speed decline by a bottle-neck phenomenon of
the processing speed existed as block that existing MDS block occupies Twofish
cryptosystem’s critical path. To reduce multiplication that is used by operator in MDS
block this paper removed a bottle-neck phenomenon and low-speed about MDS itself using
LUT operation and modulo-2 operation. Twofish cryptosystem including medified MDS
block designed by these result confirmed that bring elevation of the processing speed about
10% than existing Twofish cryptosystem.
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19773 43 F&EIe= Aol A=Y DES(Data
Encryption Standard) Y%&gme]Fo] SHRTe] wg ¢
HEZ §739] thislz el o o] 943 BEERies
9 7%l A=A mekd NISTE AES(Advanced
Encryption Standard)& F=3t] 20004=9] Rijndael
d3gnEES AF Fagtoz ARk 22y Rijndael
o] A gzYdneFoR AFE olfe vhE FE du
e vzl Aelgerl $<pdithe A w0l
20004 )% A9E Rijndael $3g¢n2EFS ¢33l ¢
338 Ao 348 4 glon FHde] ool B
W&ol ol27A Rijndael F3Lne|Fe Sl AMes
A Z3ta k. (13(3)

oA Jle] F8 gdmelE(Twofish, Rijndael, MARS,
RC6, Serpent) ¥ ¢3¢ kAT Asdld A e B
Aol Twofish ¢3 ZaelFolct. Twofish ¢3¢z E
< Riindael ¢3gxe|3d vl Aeldee BAg 7
@39 8014 9 /53 BAY 4R F ldke A
7 "&ol Rijndael ¢ELTE|E) Hlsle] ZYA AHeH
2 gt aeE E =RdME o8 Twofish ¢3¢
2E]Ee A2&EEE PYAA Rijndael Y3 ZuEel A
A&Ed H&F $28 /F & YRS S9n(2](4)

29 o8 FWlee] AT A AR S
9 MYolu AT L2t AMgEE AdA Ho}
AAIANE V2T IS 990 &85z Yok o]d)
w2}t Al &8 A2 A} ditesiEn BEAa
er, ojd ugl el BelE GA] el Byl
FYE HolsAY, B4 W8-S BEshe 7158 oha),
AR 1, dHolH 224 2, 54 B ¥4 T B
o tksia B33 71 Ads ada glgdl wel o
€ FoEdx HE 435/8353) A2lst 84 Ha Yok
old] wal TEs] Soldh ¢5/BE3} M|t FAl A
2] 7% Twofish g% &S Ayl B 7l&o] A
$3luz} gt ey A2l&EdolA Rijndael $3gw
259l vlgle] Aol H2l&& 7B Twofish $E%x
gFoA s ARl Bl 428E MDS(Maximum

Distance Separable) ¥ FAZIE FHAL] o
LUTS F&% MDSE W#3te 24 Rijndael ¢ ¢z
Fo| Ze & JEE JHAZY. (4)

Il. Twofish 2tz etnelE

W37l £E d5 dneEd Twofish €43 gnejEe
EE 7] 128 H|ES tidld 7] del& 128, 192, 256
HEZ tedt Aol /M # e I 2 oiAd 43
dug}Folct, (2F 1)& Twofish U4Z gae|Ee] 718
F2& el Twofish ¢& ¥¢nalEe 4/2d9
whitening H8& T3, F el £ @ H|EH
&gdoke 3¢ AYslH 168H+E Feistel VIEYA 72
< AR (1)(2)

128 H|E HEL little-endian conventiong A3}
o 47}9] 328 E Y= WroAln, 47 =g 324
E X 2J)(subkey) 47§18} XOR =°] 18 whitening 3}
32 AR 7 gedie A2 2le Y=t P35
9] ¥ g-g<ro] gz AMET ol 1749 ¢ Sl=
t SHE FZ €82 AR d"gEd - 9
8-by-8HIE AZo] E4¥ S-hoxEX MDS #¥ F47]
2 749t F %49 292 Pseudo-Hadamard
Transform(PHT) & ©|&3ld] F}¥sx, 2719 FE7174
modulo 2 BAldl oJ8) wsjRct, F-3<re ¥ &L oS
g fsle] AulE ¢t 168k ol wAY
gere] A#7} o] vk =Ha, €% whiteningS A
* 128Y|E HE<| H8% little-endian convention® 2
<oz 128 HES dTES I} B33 e
Adz3l TPl HER 40709 REA ¢4 E P-4
9] &¥o] 2= 27]9} 9=9 XOR % & ¥E He I3
£ doz g3l o|Foi}.(5)
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Fig. 1 Block diagram of Twofish cryptographic algorithm
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Prz'mitive POlynomlal .................... (1)

=8+ +5++x+1

Galois Field(28)73°)42] MDS 33 T4 o 4
(2)8} Zo] T

Y, |0l EF5B X,
Y|_|sB EFEF 0| X
Yé H;‘SBO]_ ){2 ............................ (2)
Y| \EFo B d

EF 9% 128H|E 72 gjgoz wo} 40719 32ME
271 2 SboxdM AESE §, S FEIIE s
£ 7 2AFE FEe 43/85 ¥E9 F g
PHT 2 3714 238 &8, RS-FA7] 522 49
©}.(3)(4)

Twofish ¢EAe|EE FAY A5 AHAde] V%
Ho] 2a¥= 850 MDS E50|th. MDS €52 F &
& ulol EAls 4] (2)9) 2ol FAAE ol @
o} FAQE Yoz U3l Twofish FIA2Ee] 713
Z83 E£E9 MDS EEdA HEHY0] s o2
HEs! ﬂﬂ»\m«l #4&E 7L (5)(6)

E =RdMe ol#d FHaddd] o MgAzte 24
Z 94AslaA LUT2(Look-Up Table and modulo-2)&
A1g3le] dolg Az EoluA it

2] (2)s} & MDS Ak 2] (3)3 2ol WPt

Y,=01 - X,+EF- X;+5BX,+5B%; " (3)
Y,=5B- X,+EF - X, +EFX;+01X;
Y,=FF - X,+5B- X, +01X,+ EFX,
Yy=FEF - X,+01 - X, +EFX;+5BX;

ol (] - X G Aghe A7) Ao| Heg 4 (3)
N (O -32 TS Al B 4 (49 2
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| Y;=EF- X, +5BX, 58X,
Y;=5B- X,+EF- X,+ ¥,
Y;=EF- X,+5B- X, +EFX,
Y =EF- X+ B, +5BY,

4] (4)o1- MDS+¥ 0x5B¢} OxEF) s|gahs das
TP HEe MDSS 0x5BY OxEFel sl
modulo-2& o]g3ld A 4 (5)9 4(6)F Zo] B
ag 5 o

¥, = x%,Dx, (5)
¥5= %Dxy
¥5=x,Dx;Dx,
y4 = x6®x4®x1®xo
- ¥3=x:Dx3Dx,
¥y =x,Dx,Dx,
¥1=x3Dx,Dx,
Yo=2,D%

Vo= x,,@ X e 6)
- ¥e=x,Dx

V5= x,Dx;Dx;Dx,
¥4=%Dx;Dx,Ox,
y3= x:Dx,Dx;Dx,
Vo= x4®x3®x2@x1®x0
¥1=x3Dx,Dx,Px,
Y™ xz@xl®x0

4 (B)% 4 )3 2ol FAAAE T modulo-2 9
242 ol838 A ek ol 4 (B)% 4 ©)% o
el #4082 i 4 (D3 ek oW ge 0x5BE,
b= OXEFSS silaint, .

Y1a = Yo = 7Pz,

Yoa = TeD Ty, Yoo = 7D
Ysa = YraD s, Yss = YDz DT,
Yia = YD L4 By, Ysp = Yo D5

Ysa = 25D 23D Ty, Ysp = Y3,D x4y

Y2, = 2, Dz, By, Yo = Z4DY1p
Ve = 2302, O, Y1 = 23D Yoy

Yoo = 2Dy, Yoo = Yoa DT
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A (D3 ol Ve A2 Aol Hagl Ageke
Hoz A 4 (8)3 2o,

MDS%;, ¥ ¥ )

4 @M 7=(...79 BAE Zert. o9 4 (8)
MDSel tig $48 $3E 4% AF o)y o1F LUT
23E A¥, 71& MDSEL} stage H4te] 7HaEo] AA)
Al 4 MR eA gt ‘

IV. LUT2-MDSE A28t Twofish
ASA|AE MAH

A (D3 4 (8)% ol43kd MDSE 4AsH (29 2)
sh 2.

(29 2)& LUT €57 modulo-2 @Atete s 349
B0z FAANTS $357) €ol.

4 (A% 4 (D o] S8} I 0x5B9 OxEFo]
UE P2y (DY 4 Froz oy,

43 8 HIEA 482 MDSS A4y FAINE 4
Pal =l olo) P 2L 8 HEN 4889 oz
el- 8



Twofish ¢3¥¢3F 4¥¢E AWMLY € MDS £5 44 113

n 1
Y3[7:E’D__ﬁ—

g _4xB_

D 2217:8)

y8(7:810

y217:81D

-
..j or_4xB_

[—D 23(7:8)

r_4xB_

—{>2117:83}

yl1i7:210>

r_4xB_
L_ > 281(7:8]

a3 2. LUT2-MDS &5
Fig. 2 LUT2-MDS block
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(2% 3)& Twofish Y3 |2=lolA 7] violElE AAdeh=
7] 2A41&8 B30It} S-boxEel 2% S e} g W 12
3 q X 715S FY8le E5024 RS(Reed-Solomon)
FAel| o3 Aars SR

(¥ 4)= LUT2-MDSE &3l AdAF Twofish
d3AzEle] AA 4 s|eolch dHdolH 128 H|E,
48 7l 128 HlEo|n] &Y== U3 EL 128 H|Eojth

(E 1)& LUT2-MDSE °]43t Twofish®} 712 Twofish
A3A|2elET)e] vlmEo|t},

(B 1A Benis}d o] Aokd LUT2-MDS +Z2&
e Twofish YZAIAE] 712 GIA|AEle] b3
10% A= &7t IS EAsch

E 1. LUT2-MDSS} 71 MDSOl CHEfTwofish SEAIRE 8[a

Throughput 68Mbps 61Mbps
Cell counter
(MDS) 112 101
Total counter 3,623 3,215

8] 4. Twofish SHEAIAH|
Fig. 4 Twofish cryptosystem
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