BH AFHERRE FGE

£10% £5%, 2005. 11. 2005-10-5-1-4

gAE ojold 714E olgd AFH UEYIS A Bl

(== — B =]

25z, duar

Using Text Mining Techniques for Intrusion Detection
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Abstract

Recently there has been much interest in applying data mining to computer network
intrusion detection. A new approach, based on the k-Nearest Neighbour(kNN) classifier, is
used to classify program behaviour as normal or intrusive. Each system call is treated as
a word and the collection of system calls over each program execution as a document.
These documents are then classified using kNN classifier, a popular method in text
mining. A simple example illustrates the proposed procedure.

» Keyword : 9] EX|(Intrusion Detection), HIAE Blo|=l(Text Mining), &(Classification)

CHIAR  28F
- M4 : 2005.08.29, AAREY © 2005.09.12
‘A7 BN WA 2R B, AT AD G e 2Y 2T mS



28  wH AFEFRBE wmOCEE(2005. 11)

.M B

Hot B 3] iAY, AFE FAE ARIAL,
3l] K3 ATESOIE AN ¢ AFE Hde
e 3¢ AT A B9A A2Ee oG HeRt
£% ol &3k THES ¥X sy $a 98-S I

ol 38l Y BR Al2EL F4 ¥R ulgo] 100%0
I false positive Vl[&(F3HQ 5-& 2F EHske vlg)
o] 0% < Alzglel}, eyt HAle] Mg BA Alzsle
¥ false alarm &3 W& 33 9= W]&Z AVl §
o gt

A BA A2dd) gside F A9 dogel Ut &
4 24 (misuse detection)$} ¥18438¢] ©=| (anomaly
detection)elt}.

MY AF5E 53 oF 2Rl AR 99 Al2H
< FAdsleie FAAEY ofb gEiF AMEE vy
2.8 FRE oju] gEldl gA] JIUES Fol Uesde #
LA Y=g FHES Y 5= ok

289A9 ] uFFEN B MRl Alad Ee
HIEHZ] Uift 543 AHEEYE ol PSR
Foldck. 714 g JEEC] AAEA AL HUES F
ohllZ AZ& P Eo] FAUA vAIRIXE B-Fele
AHgEo] gt deiAA] g FHES FohE A=
Bt ulAd 39 @R AlAe =& false alarm M)
22 EAZL 9ot F4EQA ARl Z2uda) Al xedo]
U HEQI] P07t FEsA B o vgd 39
HdAe M AF FARA FHES B 2gFe= F
ohfied AMS- E 4= Sirt

£ =RdAMe Y 84 71 glo} A2 o1 At
. oriMe 92E npold 7Po2 §HE k-Nearest
Neighbour(kNN} #77|1& ©]83ld M2 Z=slo
PFES AR R EEAA PR, A2" 32
& ‘gz, Zzte TAAEe BNEZ HFHEch A
5 9994 3oz AEHo2 kNN e 39
226l 4A A8 4 gid

£ =59 4L o 2d. 23-ME & a7E
oo, 3FeMe ARiske Wydl el dEdch 43

e 3 AT WHE ol8F Y dAE BAF
B, sR%eg 53X AES 7ledtl

. 71

i

ol

UC Davis¥ Ko et al. (1) o] Ago= 2 54
7 Z2aPES olfsl] :AFHY FPFEE Foh
AE At T2 A3 Fo] BT YT v
& ‘ooz FE. o 2de Fg wHE oA
Pois} 2E x2aUgq) dF H ARIE Zleshed
ojgige] slths Zojth, ae= E7etn of 7= 3
4 #x18 293 3= 28 QU

¥ @A thgte] Forest 215-E A5 2130
o3 Ashe AlaE 329 F AMAES IY B¥XE
A3 V1R o]k oleldelE =YsigicH2). 333
o YEEL FYA TEA| 20N APFA 9F oy
#Fe AA2sd o8 Ao FAEQ PFE9 volH
vlol27} Ztzte] A e TaAAd) thejA hEojAr)
o] AL A¥ WY Al2%I(3), 73 &<#(4), Hidden
Markov Model(5)¢} 22 tiefdt £/719E2 g€t

Ztztel Z2 Y ERIUES gosd JAFE dEE
o] 473 22 Asaka et al. (6] d B4 /NS
T e =8t BE A" 325 49X o
2, X 1149 A28 $2& $49351 Mahalanobis 4
g

dr e

af

€ Axsle 3 € AFo] olFo|Rt 42719] 4AF
£ F o] 2EF =YD AT 4F dHolge] e
7] v o] 7I¥e 44 7S Yt

kNN % o] &3l A B2EL 2HT A7E
Deshpande et al.(7)3 Juan et al. {8)°] =, IYF
A AzElo] o4 A2 HAF A(9) AR A(10)
5ol gieh.



92E sloly e o148 AFY MEADY AY B 29

. ®etsh= W

(o]

3.1 kNN o|8% Hetst= g

Zzte] A2g] 328 $A9] 'dof'2 Fdta, TeA
20| o3 2gE Ax" $2EQ AL ‘BMEZ 15
ok ol2@ WHELS 7129 Be B4 A WRES IY
22 A2l o] 88 £ =S & Frh B4 A2 ¥l
E FoME kNN £5F 39E ol8sin], Ztzte] ZaAx
& AU2ER B¥E

kKNNE ©| 83 &7 713 dxelgel dedst ving
H QEFEE 18 HE wlold Foldld ) AMgs
3 3lE 71HFY sheld

H2E RV AMEE 809 & =Bl AN
e 40188 vlaskd (& DI 2o

rir
i)
oin

~

1. £501n 2 Ex| 20is Alole} RARE
Table 1. Analogy between text categorization and intrusion
detection
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build the training normal data set D:
for each process Dj in training data
calculate sim(X, Dj):
if sim(X, Di) equals 1.0 then
X is normal; exit:
find k biggest scores of sim(X, Dj):
calculate sim_avg for k-nearest neighbours:
if sim_avg is greater than thershold then
X is normal;
else
X is abnormal:
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Fig. 1. The proposed algorithm
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access audit audition chdir chmod
close execve exit fchdir fentl

1 fork getmsg kill link login logout
mkdir mmap nice open pipe
readlink rename rmdir setaudit
seteuid setgroups setuid stat
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Fig. 2. Example of system calls
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IV. Case Study
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D1 = mmap setuid nice audition
= setuid audition chdir access
mkdir
D3 = ‘audit chdir access mmap
= setuid audition access chmod
= mkdir setuid audit chdir
access
= audition chmod nice setuid

= audit chdir access mmap
X2 = setuid chdir audition access
X3 = chdir.access mkdir nice
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Fig. 2. Training data set and test processes
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D1=(RPSC)
D2=(PCDAQ)>
D3=(BDAR)
D4=(PCAE)
D5=(QPBDA>»
D6=(CESP
X1=(BDAR)
X2=(PDCA)>
X3=(DAQS)>
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Fig. 3. Training data set and test processes (after
transformation)
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