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Abstract E-BLP security model considers the reliability of the processes that are real subjects in
systems. This paper deals with the implementation of the E-BLP model for secure embedded systems.
Implemented EBSM(E-BLP Based Security Module) consists of three components: identification and
authentication, access control and DRC(Dynamic Reliability Check) that checks the process behavior
dynamically. Access Control of EBSM ensures unreliable processes not to access the sensitive objects
and the DRC detects the buffer overflow attack by normal user. Besides, the performance overhead
of the embedded systern applying the EBSM is introduced.
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*User Levels = {Top Secret, Secret, Confidential,
Classified, Unclassified, Anonymous}
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* Object Labels = Object Levels x P(Categories)

» Object Levels = {Top Secret, Secret, Confidential,

Classified, Unclassified, Shared)
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*System = (V, R, T, vo)
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* ss—property

if Mlu, o] = r, then f.(u) > fo(0)

* k—-property
if My, o] =
* ds—property

if (s, 0, a) € B, then a € Mlu, ol
* path—-property

A9 p € PGeoll 3l

- if fp(p) = common, then (fo(u) # Anonymous)

A (folo) # Shared) A (f(p) = Trust)

- if fy(p) = public, then f,(0) = Shared A (f(p)

= Trust)
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HAosAEe Ad¥9% A4F & EBSM_Taskol #A5
I Je FA B AR} EBSM_Objol #@=o ¢
© 3 A He ARE vl@wPoEH o]FoFk
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EBSM_AUTH_ADF( ) {

U_Level = User Input;

S_Level = Level in EBSM_SKDB
U_Cat = User Input;

S_Cat = Category in EBSM_SKDB

if (U_Cat != S _cat && U_Level > S_Level)
Authentication Fail;

else
Authentication Success;

=, Write AlEe 4, AA Ht S30]
ARk Ay sbsd ANE AP de

2 e
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EBSM_AC_ADF( ) {

S_Level = EBSM_Task;
S_Cat = EBSM_Task;
S_Trust = EBSM_Task;
O_Level = EBSM_Obj;
O_Cat = EBSM_Obj;
O_Trust = EBSM_Obj;

if (read) {
if (S_Cat != O_cat || S_Level < O_Level)
Access Deny;
} else if (execute) {
if (S_Cat != O_cat || S_Level < O_Level ||
((S_Trust == Public) && (O_Trust == Common)))
Access Deny;
} else if (write) {
if (S_Cat !'= O_cat || S_Level != O_Level)
Access Deny;
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® 4 DRC: HHHERS FZHA
EBSM_DRC( ) {

Get EIP of current process
if (EIP in Stack Segment)
Stack Overflow Attack Occur;

4.3 AE

431 A8, HIFA A

¥ oe S HIEA H2HE 9% H2E
AolAE HoFth B #HolEel (2, A)Y AHEAE
@ EBSM ¥z AxE F3) @((2, A), OF 3E
Sty 5), cat((2, A), OOFHS T3] atxt(2, A) ¥
o A o] ¥ @ Readst bxt(l, A) U Aol o]
g @ Write® Al=sich ojdf A9 F5 U<l bixt
o 3 Write Al=e AHFHIH 7).

E 5 HXE Ao~ 1

o] & EBSM A%, F254
£3 AHdE, HTEA 715 HZE

at [ @@wm o | [ @ao e

48 dolE] |AHEA BdEolE %
O zad "‘%?_%5 %"
@ atxt W& 7] AF
@ b.txt 27 ’éﬁﬁ
@ Test_ C143 A&, /bin/bashd s AF
®‘Test_Pl"a'3§ A&, /bin/bashd 8 43

o372 =

[PXA255-Proroot J$EBSM_login testuser
password:
Input clearance ?
clearance categury
2 R

[P¥A255-ProBroot]$

2% 5 testuser (2A) A¥eIE AlF-O

[PXA255-ProBroot JSEBSH_1s

~ruxruxrux 2 A C root root 19 Jan 1 04:18 a.txt
~puxruxrwx 1 A C root root 39 Jan 1 04:23 b.txt
-PUXPUXrUX 2 A C root root 11905 Jan 1 02:47 test_cl
-ruxruxrux 2 A P root root 11505 Jan 1 02:17 test_pl

[PxA255-ProBroot]$
% 6 FIAA HOHR 29

[PXA255-ProBroot 1$cat a.txt
This file is (2,A)
[PXA255-Proroot]$cat a.txt > b.txt
sh: b.txt: Permission denied
[PXA255-ProBroot 1§
oy 7 H25A AYE-0, @
@01]/\1 @ Test_C1((2, A), CO)F 5 /bin/bash((2
) Ao AFsm G Test_PL((2, A), P)& %‘
FP /bm/bash (2, A), O)9] A& Asfgich(2g Q).
o] AL-E A5 S MHYsd Test_Plo] httpd(pub ic
zZ2A2) 2L anonymous AHERIE HE) EAEe =
2a#e]a BOF #Hgel e A, o8 &3t
FE Y(common)g FFE= AEE ALY F 3
o £9 1 5E9 AAY BAHE 1Y B o
314 Clcommon ZEZAM2)E T|EEHA Fe Z2AA
£ 4% ¥ Agole 2% Ao 2o A
[PxA255-ProBroot 1$/usr/src/test_cl
test_cl
bash$ exit
exit
[PXA253-Pro@root 1$/usr/src/test_pl
test_pl
sh: /bin/bash: Bad file descriptor
[PXA255-Proraot}$
2% 8 43 Jbs A A AP-@, ©
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X 69 H2E Ao|2AFH uif AREA7E AR o
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o3 @ FE AL g35k= T2 EBSM_DRCY ¢
&) AdEc (g 9).

X 6 H&E FAolx 2

°l & EBSM DRC
=4 HEoHERoTA BA7]s HAE
2./
%@EBSM Login
HAE «zA, ;: oh
Execute
Z2AA

2,83, C) Vil Stack
@ Execute
@x ¢ JRoot Sheti

4 dolE | AEA HAdolE FH (2, A)
© 229 HEdE 4%

@ wvul.stack 28 AF

@ = 4 49 A4

o 44 2t
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[PXA255-Pro@root ] $id
uid=504{testuser) gid=504 groups=504
[PXA255-ProBroot]$. /vul ,stack
Segmentation fault
[PXA255-ProBroot1$

a9 9 HEHERS T4 ¥4

4.4 85 AIE
E AdMe YUtz BEo] EBSME gAlstd 4
g: 9¢ & EBSM gARe Aex vlmsio

EBSMo 2 <% e LHI=F AMsEcth & 72
EBSMe| ®©A # dut= Fulo d=do] FRE B
qFn, Beo AAdE 0S5+ 52 AY 2419 vlAo]
. A% FAE)aE dAv)E 9438 =7e 3
A|2® read/write Z#E Aitel] UiFt AxE #F By
£ tiobench =F{13]1E AM&&HT)

E 7 RE 3l=9o] AR
g 5 R
ZZAHA Intel Xscale PXA255-400MHz
RAM 128MByte
Flash 32MByte
Ethernet | 10BaseT External Ethernet Controller(CS8900A)

441 Tiobenchg ol &3 4% Alg

2% 102 Tiobench =T7& o] &3l ztz} o4l ¥
o] gl2Ed] g Base?t EBSME] read/write X2
£ BoFET} Base(EBSM)d oigh ti4l el read X
el WS 3.5696(3.4544)°|9, Base(EBSM)el Ul
g oAl MO write A EFe] B2 1.3174(1.293) ]t}
a9 118 EBSME R=o gA9S of Arle 2Hs)
=g A7l 98 F40lth readd] Wg LW ==
< 3%7F HAEPes, writed] WF ewsl=E of
1.5%7F st act. Aol died 87AE $8AHA)
o} a7Atg) olglARE wiwA 3%uielel A% HhE
g ¢ e e Algdn)
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AT = AxEE A3 E-
£5 tFEUY 8 A
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= FFo Ud dASe 2z, vl AH Z2A
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{ Read Read
BASE | EBSM
1 | 3994 [ 4047
2 | 3664 [ 3568 3
3 | 3602 34 | &
5 | 347 3185 &
10 | 3248 | 3102] @
W3 | 35656 | 5.4 R
] T I
L Write Write
BASE | EBSM
1 1359 | 1.351
2 131 [ 1313 ] 3
3 | 1307 | 1293 2 SasE
5 T 1% | 127 ] &
10 | 1297 | 127 | &t
EzZ{ 3174 {12051 ®
:@ 10 Read/Write =)
Read 245l = = ((BASE — EBSM) = 100) / BASE
= ((357-3.46)+100)/357=3.084%
Write 283 = = ((BASE ~ EBSM) » 100) / BASE
= ((1.32-130)+100)/132=152%
3% 11 Read/Write 2¥d=
t= Het Hopo g2 Ex9 4 vl Mg MF
Evhd FAAHcE R FHI) V&Y $98 HE 5+ A
S Zolth
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