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Design and Implementation of ACM-based Web Security Access Control

System for Intranet Security
Nam-Deok Cho' - Hyun-Gun Park™

ABSTRACT

Intranet system for use within an organization, usually a corporation, is to basically pass through user authentication, but information
can be leaked, modified, and deleted by malevolent users who disguise an authorized user or due to user’'s mistakes in using various
functions of web browser. Thus, there is a need for measures to protect the information from illegal use, transformation through partial
modification, and illegal leakage such as fraudulent use. This paper presents a flexible Web Security Access Control system hased ACM
which provide efficient security policy to protect information in intranet. This Web Security Access Control system not only enhances
security by performing encryption/decryption of information in intranet but also, for sharing confidential information among departments,
performs effective and useful access control by assigning different authority to the secured web page. And, by controlling the functions of
client PC in various ways, information leakage on malicious purpose or by mistake can be prevented.

Key Words : ACM(Access Control Matrix)Web Based Security Access Control System, Intranet, Seculntranet
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