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A Quantitative Assessment Modeling Technique for Survivality
Improvement of Ubiquitous Computing System

Changyeol Choi' - Sungsoo Kim'™

ABSTRACT

Ubiquitous computing system is about networked processors, which is constructed with one or more computers interconnected by the
networks. However, traditional security solution lacks a proactive maintenance technique because of its focusing on developing the
qualitative detection and countermeasure after attack. Thus, in this paper, we propose a quantitative assessment modeling technique, by
which the general infrastructure can be improved and the attacks on a specific infrastructure be detected and protected. First of all, we
develop the definition of survivality and modeling technique for quantitative assessment modeling with the static information on the
system, random information, and attack-type modeling. In addition, the survivality analysis on TCP-SYN attack and Code-Red worm
attack is performed for validating the proposed technique.

Key Words : Ubiquitous Computing, Survivality, Quantitative Security Policy, Attack-type Modeling
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