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H/W 1 mat ojzepelaa

- Firewall/VPN (3l= 0] 7]}

+ SCM (Security Contents Monitoring)

-IDS & IPS(FE YEND 7]uke] &24)

+ UTM (Unified Threats Managerrent)

- PKI (Public Key Infrastructure)

+ IAM (ldentity and Access Management)

AR Q1T R A B

- S50 (Web & Host 7]4H

- SIM/SEM (H.9F H/ART #)

- Hoky 2a/7)

B o )

- ok HA Alxd - TERAB A 2" (BSM)
- QHE] mlojg A s
@S%fvi Bt Adz A - 29 Apgk - Malware & Crimeware ¢
- A% 13 (YEl91) & DRM)
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Bt [ Bu | ao e/ A
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o] QIFoly WEy 9 IPS 58 E3 He A
Sola, SIWE AR F 2 HZ B, Adx
2 oMIE e, YA B2, FA/Ead B 5
ojth. wAIRo g MulA= HoF #A), AME, Bt
S Fofo|r} [6].

AA AERIAZL 2003\ 2289 g8 FEZ
setE, T AT 18%=2 Gste] 20089
= 5219 2o o] Aoz HAwHch REWZ
B ARBIAMEA AAo] BT 19.8% AASE2
2008dolE 2609 Dz AA O 49.8%F AL
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(£ 3) MANE Fo HoHE S8 (The:wiatEzy)
2003~2008
2003 2004 2005 2006 2007 2008 CAGR(%)
Software
Hel, HH #e) 1,210 1,488 1,808 2175 2,592 3,043 2030
9] BA/9A (S/W) 365 373 380 391 402 415 260
s /VPN 911 982 1,041 1,098 1,152 1,203 570
Hardware
A A/ EA () 22 356 499 624 717 825 29.90
w3l /VPN 1,479 1,667 1,791 1804 1,623 1,462 0.20
(Z 4) IAIE £ HoHIE & (Thy: sHok)
2004~2009
2004 2005 2006 2007 2008 2009 CAGR(%)
Software
weolde] /W 63,547 77,763 89,630 98,905 105,622 110,220 1171
2QekA] S/W 27,369 28,474 29,257 29,759 30,077 30,275 210
Hardware
Q)2pgr 69,534 75,032 77,99 79,366 79,990 80,271 291
9] &R/ ()| 43238 54,125 61,515 66,345 69,502 71,565 10.60
VPN 82,201 97,500 111,977 124,968 136,627 147,089 12.34
3.2 3EHS J|& AR, st AU A(WWW, Email, P2P, X~

HA H3lgonRE AL UEYND HHES
Zlezo] gy KBS &FMeEE HE ke
thekek BAAe] ti33ly] otk 3] ¢ YE
AZNA FA- S UEdlo] §3H] e A
zo} AMHIAE ATE F AT TR Wl
AN 1 E 291e U gL HAHE
EoRIths A& A olop] ok

o7)4= BeN QlzatoA Bad 7|eo] 7l
7HE €7] S8 HZ JEYZ HgM 8FFH+=
WskE gotra, MAER P A% A 7184 7}
EY agox EEg HA ZiesdH mpA e
BeN AlSEz 278 E 7eS 24HE

) HEYA BT gk W3lE HY 2
Al Contents Security, No Signature IPS, Internal
Network Security o]E74] 37[X2 U= 4 ATHS].

HE wAlA] F) FE fral ¥ By ARE oF
X35 ¥4 ¥e)(Phishing & Pharming, Spam, Mali-
cious codes, Social Engineering Attacks 5)71 &
7kstar Stk ol tig38ly] Hsixe A= 7)
Roto]l a3 HM. & HEduz} e T ofF
Aoldel =24 ez Adz FHY /%S
7¥ete] 25 daglEo| Fasith
T WA, 20049 T FRES AF Ho
AlAl= IPS(Intrusion Prevention System)o]itch
&9} IDS(Intrusion Detection System)& 43| 3
dol HUsr 2ol gt diteE IPSY} ZgE
3 gtk ey IPSe 7|1€9 IDSYE AYar 9
<]

e o

Signature 7|9l #3) EIE st 75S
7Vt AES Ywo] AT HIAYEH ol F&3}
Z7kste 9 Edge] 3 Signature FAle] 2
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.
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Positive £AIE 7HAITL 3k wetA old] oS- & &
9J= No Signature IPS9] d77} ©]L Fasich

oAl Al A, dA7HAe MEAS 242 W
Rtnp oR QeI AZE Aloldl EAsH
WA IT A4E BEsy] 99 Ads gx7p F5
Aok 2 UiB LANS] F3E dsle 99
HAo g old] WY & I x7| FAsL
i 4 gle W] a7 a22d 7leo] Int-
emnal Network Security(Incident Response System)
ojtk. INS 7]&2 ¥ LAN Z2EFo] x|}
Hopy 44 % Feholde A slse TP

tgogr 19 33 Zo] 20053 79 JIEY
JFA BRS AEEE #AE s FIHE Lo}
BRI

A HIZ PR e VIES BHY, A
PC7re) d4< 93] SSL(Secure Sockets Layer)S
ol-g3te] P2P AL AV 2HpE glol= VPN
(Virtual Private Network)2 emulate & 4 &=
SSL PeertoPeer, SitetoSite VPN 7]%. ew|dg
B3l & 9 F8 ARIEE ZPEE A AR
& f&3h= 9’J(Phishing) A &3] 93
el YEjH, URL kst 2 AH|AE IPS, e

Data-at-Rest
Encryption Appliances

visibitity

; Anﬂ'Phlllhlng :[
¢4 Database Securty’

Vi i

E SSL Poor-to-Paer, Sita-to-Site
Virtual Private Networks

E #e)9} sl e

Péxblk: Key Operations i
Digitad Rights Menagomant (Entarpriao)
i

WY Provider, -23j¢]] A|-&3l= Anti-Phishing 7|&
o] gt} 1Elm oA H=E RUEE 31 sig-
natureE A A 3}= HIPS(Hostbased Intrusion Prev-
ention System) on PCs 7|&o| glth o]9jdx ol
2HE wAA Bl FHeFj #e], NAC(Network
Access Control)=o] ]t}

aela E7hgelu ol 2, FA 2, 7|HE
B, oA Q1 FIF 22 A HRE |83t
214810} AFE 3l Biometrics, AAIZE o]l
EAE f3l tdst 2225
Hol HHE MWolfo] mow Egsks SIM/SEM
(Security Information Management & Security
Event Management) 7%, 7}Q19] ZajojwAjel =
83 ARE BF3}l7] Y3 PersontoPerson #|A]A]
A%o] +58= A= EMail EncryptionZo]
83 7l&o] gich A9 o] gUg ARET 7]
&Eo] 87HT 19 e ug 7]&Ee] dastth

upREto 2 BeN 70 yiAste e AZE
AE 825 Ut Ved AuRd A4 A

2 AzME Tdd AgA B2 A8 953

BgE Mu]lA A A FS= Secure Open API
(Application Programming Interface) 7|, Service

—a Rerm
Wab Sarvicas Security Standard
Servico

Enterprise Faderated Identity

As of July 2008

Ponk of
Tachnolog: Trough of
Triggor” infiatod Distliusionmoent

Platoau of

Stope of

maturity

Plateau will be reached in:
Oless than 2 years © 2105 years

Acronym key:

HIPS host-based intrusion pr

NAC network accaess comrol

SEM security @vent management

Sim
Source: Gartner (July 2005)

® 5 to 10 years

ol

obsolete
£ more than 10 years & before plateau

SSL Secure Sockets Layer
VPR
WPA

virtual private network
Wi-Fi Protected Access

(aJ% 3) Hype cycle Security Information 2005
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(Z 5) FG NGN Working Groups

WG Area Deliverables
. . NGN Scope, Release 1/ General Requirements, Service and Capability,
wet SR(Service Requirement) | 1 )ity Services and Capabilities
FAM (Functional Architecture, and| Req. and Architecture, Functional Req. for NGN Mobility, Functional Req.
WG2 L
Mobility) for Soft Router
W3 Qs TR 123.q0s, TR msnnigos, TR NGN.qos, TR NGNNHNperf, TR
e2eqos.l, TR enet, TR atmipa, TR racs, TR ipaqos
W CSC(Control & Signaling) TRQIP.QOSSIG.CS1
WG5 SeC(Security Capability) NGN Security Framework
WG6 Evol (Evolution) Evolution of Networks to NGN, PSTN evolution to NGN
WG7 FPBN(Future Packet Bearer Future Packet Network Requirements
Network)

Security7} $11, #/AAAZAME TF AT
9] QoS(Quality of Service) EAI} VPN 7|& &
e 93 QSS(Quality Security Service)/ VPN =
BeN Ht#e] 7|&o] g7 283 HE AS
M= IPv4/IPv67} EABHE Q1zE 72§ HQt
71€3 IPv6 1Z2} 758 FRESS 7)&c) dQ
3tk %3 H4: ASdMe 24T UEHI B
Aol Best, viAen Fuw AzoNE
Privacy 2% 7]& 59 7|&°] 8790

3.3 BcN EEs}

#A] BeNZ #AEHo A T3Pt AdH=
¥ A F3Fo| ITU-TY FGNGN(Focus Group-

(Z 6) ITU T SG17 Working Party 2

Working Party | Questions Title
Communications Systems
417 Security Project
Security Architecture and
5/17 3 K
WP 2/17 Tamewor’
Telecommunicatio|  6/17 Cyber Security
n Security 7/17 Security Management
8/17 Telebiometrics
Secure Communication
917 Services

Next Generation Network)e]th. FG-NGN & 2004
9 64 A1&E NGN Focus Group 2 24 200537}
g gAHoz ek

FG-NGNoj A= SR(Service Requirement), FAM
(Functional Architecture and Mobility), QoS, CSC
(Control and Signaling), Evolution, PBN(Future
Packet-based Bearer Network) 53 zZ-& RHofz
e 778 Working Groupl 2 FA1E0] gled, &
50|42} o] “NGN Security Framework” F &3}
= WGs9A Al 9Tk [10].

20059 69 F= HoAAM EY A 7X FG-
NGN 7|8l A= “Guidelines for NGN Security” <}
“NGN security requirements for release 170] A&
Hdeh o el 20059 89 292 AUHlA
A}

ITU-T SG13& NGNoj| gt #xkaQl Alglol
gt ¥Fs2 sl Study Groupo|th SG13&
% 4701¢] Working Party”’} 13, Z} WGuith “3
¥ Question”d] w3 EF3E APl “NGN
Security” BZ3E s Q15139 F8 IF
£ NGN H¢t =Zgld9]la, NGN RHeb 3z, 7l
Hol o]#ES =2/9} NGN 704 X.805 AL
ts HE3] A% dFE 8, 283 NGN @
AoA Q7%= AAA(Authentication, Authorizat-
ion, and Accounting) 7|& 78 3ok

a8 ITUT SGLT9ME “Bel, o}, AZE

3= QIE|U HEatE] (M6 H33)
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4] “Security Architecture and Framework”<]] tjgt
w23k A%H Yk [10]
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(NGN) 20| lovt FAF =9of IPLS o F
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20059 6¢¥ BeN ®EHH o3yt FA=HILH,
ol F4oE dd NGNZ #d I BFE 4
EZ Aot} [11].

4. ETRI AXE S 7l €3}
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S5t ARBS A Rop= YEYI HE, &
HIFE 2~ Boly|E, nlo]Q HRM)%, 4IRS A
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3y Folal, 4] GbpsE H:E, BeN Bt
g, IPv6 AUzt 75 714, Dol (Denial of
Information) ZZAHR] AMu)A HOW|E 5& B3
2 sm ok AR F7 4Fo2E 20GF HeH
olEdle] YAV1% BN U 483 7, 106F o
THE BVl AL 3 ARRE F3, 245 Je)
BAE Hetde] Al=F HA7E FE 5 7)Eo
d A Fol A [12].

uKorea $4S F4olgte & 4 3= RFID/USN
(Radio Frequency Identification & Ubiquitous
Sensor Network) 3H4o| = 7|2 ATE AREA
w ohlet A AHY B R ABE FAYY
o] @t} @l RFID/USN AdA RE A}Eo)
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PDAE %3 4itE 4 e 7HsA4E 7R
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structure) 7]9+e] AT EE AAl AHIEE AT B
¢t SoC(System on Chip) 7|&o] HL3th F,
DMB, WiBro £¢] E3dhir]8 a4 Het IP/SoC
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FAoR Y Folm, A &5/AF HA, A
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form Module) 7]& 7§12 Atge] A Foltt
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g 97)% WAV Fog otk olF sj4sv]
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