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A Novel Volume Hologram Encryption Using
Complementary Data and Binary Amplitude Mask
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ABSTRACT

In this paper we propose a novel volume hologram encryption system with binary amplitude masks rather than
phase masks, in which volume holograms can be securely recorded against the attacks by a third party. In our system,
the encryption is done by multiplexing two volume holograms in such a way that an original binary data page is first
stored as a volume hologram by interference with a binary amplitude mask and then the complementary data page is
stored as another volume hologram by interference with the complementary binary amplitude mask over the first
hologram. The operation principle of our system is explained with the well-known theory of recording and reading a
volume hologram in a photorefractive material and the experimental results are presented. Experimental data show
that our encryption system is protected from blind decryptions by randomly-generated incorrect amplitude masks.
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Fig. 1 Schematic diagram of holographic recording and
reading in the conventional method. (a) Record
of a binary data using a binary amplitude mask.
Reads by the correct amplitude mask (b), plane
wave (c), and randomly-generated amplitude
mask (d). The original binary data is restored by
any reference beam in the conventional method.
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Fig. 2 Schematic diagram of our encryption system.
(a) Solid lines, hologram of the original data;
dotted lines, hologram of the reversed data.
Reads by the correct amplitude mask (b) and the
reversed mask (c). Plane wave (d) and randomly-
generated incorrect mask (e) produce white-
noise-like patterns.
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Fig.3 Experimental setup. SLM’s, Spatial Light Modulators;
CCD, Charge-Coupled Device; BE, Beam expander;
BS, Beam splitter; L’s, Lenses; M’s, Mirrors; SH’s,
Shutters.
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Fig.4 Experimental results in the conventional method.
Hologram read by the correct amplitude mask (), plane
wave (b), and randomly-generated incorrect mask (C).

Fig.5 Experimental results in our system. Hologram read
by the correct amplitude mask (a), the reversed mask
(), plane wave (c), and randomly-generated incorrect
mask (d).
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Fig. 6 (a) Horizontal scans of the images restored by
partial use of the correct amplitude mask: (b)
100%, (c) 85%, (d) 25%, (e) 2%.
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Fig. 7 Measured bit error rates of the images restored
by partial use of the correct amplitude mask.
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mask: (b) 0%, (c) 15%, (d) 30%, (e) 50%.

L= ojxl= dolHE I8 8(b)-8(d)ell A Eojx|w
o] Wl §A4d vlE d&L I 8@el4 R4
Ax}, o] 3¢ 5P AL (reversed Mol #2)
o} v go) F7124E B4 dolg = AA white-
noise W 7SI A0 wetA] FAH iR &= v
E 2] F/13E & 5 U

4. 2 2

2 =FoA AR dolegel AN ojx AX v}
23% o438 H2& A4 F2I9 433} A
9L A At 433 AxdleA 729
AA F2IPL Hdy) 2L 94 248 AF
a2 E A4 P& A= blind decryption
2RE AsA Bisejzlche Fo] Ao
RogRA, =3 B ulia AR F AT AR
Eohg A E2I9E dAY FL AA v
AgA ER AEQ &S EUEAM FRIOYE
e A4 Bd5oz & dolEe) HE oo
ZA= iR}, AA 2400 A& AER FAHY o]
A AF vp2ag o] 43 £ AYHeA P& npx
A AR F 2%vluke] Jduts A o] LAY
AN vlxz F Y AEY v Eo] 30%E 39
Ad E4 HolA dHole: gof ¥ 47 gAY
Aol A BolRx}. AZo] AIH A2ge
A vixanc Aze] Fd Solstx Folstk 7
T o]lA AE vpAaE AL R Ak AL

YEXPA LSS =ET/M 1A H2E. 20064 128



A& dloje{et o|F ZE ojA3E o|8F MER MY E2IY 3

A% sh2ag o4 A2AE M A 59
A AR 9 ¢ Ak

% 7|
This work was supported by the Advanced Materials and

Process Research Center at Sungkyunkwan University
(grant R12-2002-057-02002-0).

1%}

AR

[1] P. Refregier and B. Javidi, 1995, “Optical image
encryption based on input plane and Fourier plane
random encoding ,” Opt. Lett. Vol.20, No.7, pp.767-
769.

[2] G. Unnikrishnan, J. Joseph, and K. Singh, 1998,
“Optical encryption system that uses phase
conjugation in a photorefractive crystal ,” Appl. Opt.
Vol .37, No.35, pp.8181-8186.

[3] T. Nomura, S. Mikan, Y. Morimoto, and B. Javidi,
2003, “Secure optical data storage with random phase
key codes by use of a configuration of a joint
transform correlator ,” Appl. Opt. Vol42, No.8,
pp-1508-1514.

[4] L. G Neto and Y. Sheng, 1996, “Optical
implementation of image encryption using random
phase encoding ,” Opt. Eng. Vol.35, No.9, pp.2459-
2463.

[51 L. G Neto, 1998, “Implementation of Image
Encryption using the Phase-Contrast Technique,” Proc.
SPIE 3386 pp.284-290.

[6] P. C. Mogensen and J. Gluckstad, 2000, “Phase-only
optical encryption ,” Opt. Lett. Vol.25, No.8, pp.566-
568.

{71 X. Tan, O. Matoba, T. Shimura, K. Kuroda, and B.
Javidi, 2000, “Secure optical storage that uses fully
phase encryption ,” Appl. Opt. Vol39, No.35,
pp.6689-6694.

[8] S. Fukushima, T. Kurokawa, and Y. Sakai, 1991,
“Image Encipherment Based on Optical Parallel
Processing Using Spatial Light Modulators,” IEEE
Photon. Tech. Lett. Vol.3, No.12, pp.1133-1135.

[9] X. Tan, O. Matoba, Y. Okada-Shudo, M. Ide, T.
Shimura, and K. Kuroda, 2001, “Secure optical
memory system with polarization encryption,” Appl.
Opt. Vol.40, No.14, pp.2310-2315.

[10] E. Tajahuerce and B. Javidi, 2000, “Encrypting
three-dimensional information with digital
holography,” Appl. Opt. Vol.39, No.35, pp.6595-6601.

[11] T. F. Krile, M. O. Hagler, W. D. Redus, and J. F.
Walkup, 1979, “Multiplex holography with chirp-
modulated binary phase-coded reference-beam
masks,” Appl. Opt. Vol.18, No.1, pp.52-56.

[12] J. E. Ford, Y. Fainman, and S. H. Lee, 1990, “Array
interconnection by phase-coded optical correlation,”
Opt. Lett. Vol.15, No.19, pp.1088-1090.

[13] C. Denz, G. Pauliat, G. Roosen, and T. Tschudi, 1991,

HEXN YN LSS =S F/AH 1A H25.2005 128

“Volume hologram multiplexing using a deterministic
phase encoding method,” Opt. Commun. Vol.85, No. 2,
pp.171-176.

[14] H. Lee and S. K. Jin, 1993, “Experimental study of
volume holographic interconnects using random
patterns,” Appl. Phys. Lett. Vol.62, No.18, pp.2191-
2193.

[15] J. F. Heanue, M. C. Bashaw, and L. Hesselink, 1995,
“Encrypted holographic data storage based on
orthogonal-phase-code multiplexing,” Appl. Opt.
Vol.34, No.26, pp.6012-6015.

[16] S. Lai, 1996, “Security holograms using an encoded
reference wave,” Opt. Eng. Vol.35, No.9, pp.2470-
2472.

[17] B. Wang, J.-Y. Chang, W.-C. Su, and C.-C. Sun,
2004, “Optical security using a random binary phase
code in volume holograms,” Opt. Eng. Vol.43, No.9

pp.2048-2052.
[18] Hyun Kim, 2004, Storage and Encryption of Multiple
Volume Holograms, PhD Thesis, Sungkyunkwan

University, pp.68-107.
[19] H. J. Coufal, D. Psaltis, and G. T. Sincerbox, 2000,
Holographic Data Storage, Springer-Verlag, pp.30-35.

149



