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Design and Performance Analysis of Security Network
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ABSTRACT

This paper proposes the architecture and the methods of security network management for auto-configuration
of security systems by extending the existing policy-based network management architecture. The architecture and
the methods proposed in this paper enable a security management server to automatically decide the best-suited
security policy to apply to a security system and the most effective and efficient security system to perform
security policy rule, based on the role and capability information of security systems and the role and time
information of security p_qlcicy. For integrated control of network system and security system, this paper also
proposes SNMP protocol based security network topology map generator. To show the excellence of the

proposed architecture and methods, we simulate and evaluate the automatic response against attacks.
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Fig. 1. Policy-based network management architecture.
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Fig. 2. Security network management architecture.
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Fig. 3. Representation and translation of security policy rule.
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28 4. PCIMIA A9J= PolicyRule F2~
Fig. 4. PolicyRule class defined in PCIM.
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Fig. 5. Rule state transition algorithm in security policy
management module.
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Procedure is-ss-target ( ss, rule)
/ss PPt AAEO M PEHE JlE)FIE B
// ss.addr : 22t A|AE S IP F2
// ss.pdAddr: 2 2F A/AE0f H oA A UE BEYYE LIELEIP T2
Nrule :HE8Y F9 FE PTHE fe/7|T0 AUs B
/rule.role: E2f o & 5%
Hrule.src . £9 T Hof FAS ELA P F2
Hrule.dst : B X7 Hof GAIE S Ip F2
case
: rule.role includes “ingress” :
if ( rule.src = ss.addr or rule.src in ss.pdAddr or rule.src = null )
then return (TRUE)
end
: rule.role includes “egress” :
if ( rule.dst = ss.addr or rule.dst in ss.pdAddr or rule.dst = null )
then return (TRUE)
end
: rule.role includes “both” :
if ( rule.src = ss.addr or rule.src in ss.pdAddr or rule.src = null ||
rule.dst = ss.addr or rule.dst in ss.pdAddr or rule.dst = null )

then return (TRUE)
end
: rule.role includes “all” : return (TRUE)
: rule.role includes ss.addr . return (TRUE)
relse: return (FALSE)
end

end is-ss-target

28 7. A4 Tl et wIAag Ageld A4 daelE
Fig. 7. Algorithm for checking whether or not this is the
right security system to apply a security policy rule.
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Fig. 8. Reaction scenario of security policy server.
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Procedure policy-decision-triggered-by-policy-request ( ss )

/ss: BN E @751 B OFAIAE

// ss.severityRequest: BZ &0l Z2 EfX](gk=2), B£ FZ EX|g=])
// ss.detectionType: EAEZ[BFSHEX] Ei L EQ T8 S2EIX

if ( ss.IntrusionDetectionCapability = TRUE ) then
LDAP A{t{0fjA] &/ EIXIE &< 74
2 B BBl rulePir O] 712/,
while ( rulePtr = null ) do
if ( ss.severityRequest > rulePtr.severity and
ss.detectionType in rulePtr.role and
[call is-ss-target(ss, rulePtr)] = TRUE )  then
call translate-rule-into-pib (rulePtr, piblnstance)
COPS Z2EZ LS AIE5/0] 2550 HEE!
end
rulePtr «rulePtr.next
end
end

if ( ss has IntrusionResponseCapability ) then
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Fig. 9. Role & capability-based security policy decision
algorithm.
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management architecture.
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