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A Combination of Signature-based IDS and Machine Learning-based
IDS using Alpha-cut and Beta pick

Il Young Weon' - Doo Heon Song™ - Chang Hoon Lee™

ABSTRACT

Signature-based Intrusion Detection has many false positive and many difficulties to detect new and changed attacks. Alpha-cut is
introduced which reduces false positive with a combination of signature-based IDS and machine learning-based IDS in prior paper [1].
This research is a study of a succession of Alpha-cut, and we introduce Beta-pick in which attacks can be detected but cannot be
detected in single signature-based detection. Alpha—cut is a way of increasing detection accuracy for the signature based IDS, Beta—pick is
a way which decreases the case of treating attack as normality. For Alpha-cut and Beta-pick we use XIBL as a learning algorithm and
also show the difference of result of C45 To describe the value of proposed method we apply Alpha-cut and Beta—pick to
signature-based IDS and show the decrease of false alarms.

Key Words : False Negative, False Positive, Combined Model, Intrusion Detection System

LM & gl &F " olo] WA AASE 1 Y BA A=
9 /e AR el Ad gk BWE XD AT,

MEAD AYYA Lokl ATUA Fw AYBA AW 2 Aol ATUA sl A FA Sl Hlael we W
S A uREY A48 AxdY By $ES olFT A ol Tt ATUA Jlw AY A s1Hol ARHA 23}

Ay vdel Frkstke Ogd 34 {3 dAslde
BE o Eol itk olAF ofHE F MY E EAE MF
Avd H¥E 4 AavAe] A AU dETte g2

Aﬂi° T, HEd 4L AN F Qe 72
HH—Er of @?ﬂ =l 6@ =of fH2, 3, 6, 14]. TepA o]y
AEEE 45 HAHQA AAC Utk nejEE F 7|

o

rulo o o g e
_l

o RHE A7 B A8 WA AYGA A5
¥ O dTE ANEAY % AusNdTIEUe et ITAFAE 4 - FE AL T A
T EE e h a5 W % A9 2R FE AT P A2dH e 3
338 sdeeas aredeg ar Y B3 SHE F2 ool AuE ) Aol o §
EEHS2004d 112 259, AASF 2006 59 64 A 7ot ZASE 7]k A B4 71HE ol gt A



610 FEXMe|stal=EX C M12-CT M4z=(2005.8)

B A& A gte] T JHY =& F8 Aotk oA
AladA 71k AYEA 7ol AAEA Fokilld 2 A
88 A5 dol &3, VIASE 7w 7Pl vlE A
2 52 %1]%3 Beol7] wjFot}. ol2ld v]Ee]
1“4-4 A%E Tt AlouvH 7k
Fole AoltH], 4, 5, 151
Rl %\_[1]01]/\1 AR B8R NHE F2
1A%tE 82 7|HE REFHoz *P%E}N Agrds
Fa <17lelA Alpha-cute o] &3t 97R F ¥
29 F LS 29k g JAYEA o‘l."c’ﬂ"i 2
HEA T 9= Aol ol v|eA|(false negative)®=
A2 g Fole 7I1E I7E 3
4 A 7Y 95oE gxEA &
2 4 e P (Betapick)E F7H2 AA
pha-cut¥ Beta—pick®] 84 ZHE Agye= d
WEE BT AL A2ge) 458 Yolhe
A8t o ASE ¥4 gk A8S 93l $2
DARPA 1998, 19994 Data Set o} 315tH10, 13].
Alpha-cut# Beta-pick®] 7HdellA AL 714G &2
P&, $YE ol v =F3lA oleld 7As 7
g AgeA] Alxde] dg dudEHs ¢, BLE IS
XIBL(Extended Instance-based Learner)2 AlA] stEcoH7,
11, 12]. & =%9A $ee 7IAgse 38 QudEe=
XIBLS AMHE3I%T, vlag A% gazEeze C45§ /\}
& SATHSL AEE A AyA sk AYE=
Z SnortE AHE dtHom, Z1AEE 7IEE AYEx
AANHoR FE3 ALE AT

B =R 742 023 2o 2344 E 712 AgE
% 2dg a9k 4y3ln 53] BetapickE AlAE 1
AL HE 39 3FeA+ Alpha-cut®} Beta-pickE

g3 T8 A °9A A2"Y AeHtl st Al
SHAl thERATh viA e 4goM s B =39 A8 ¢ &% F
Ag =9 stk

N4 o rlo
rE it 2 o

o 1o fo

= o|m

>EI;I~NQ§U§%FJ
= 2 o
i ot TN ﬁ
> R fir

rhe

iy

A

rlo

&

ﬁ

o o
o & ol
Y,
o
o
D)

m*LmJ

o xR o fo
~lﬂP_>

o
o

\> \\r
o g
o fo

| Al
] Al

-iﬂ 0-21
Hﬂ Ruigyin)

p

2. Zg 2y

21 XIBL

+27t gF duEFOR A4de XBL2 92 BLS
Zlgko = ool o] 37k EAo] FHE Fu Y 3
TH3L

A, A2V 2(instance) Atole] Az AdteA HEF =
5 7S IBLE 1 A7t 0 BE 12 BAEY) gE, 4

T8 & (attribute)o] A ttell 23 07} 1 Akel9) e 7
= A Hs AAA MFAE 2o olHd RAE sy
H3l XIBLoAM = ojatd dlolElel A&E 07 1 Abold] ¢
% gtog Uetd 4 ¥ Value Difference Metric(VDM)
(16 A& 3tAoh

Ex, IBL2 F2(noise)ol W73zl o] EAE a4 3]
& 84 A 2AE T2 95 Leave-one—out(17] &

< ¥HE A4 sdch

AR, &4 AEA e AAsE o
g 9 reward-penalty Hoy il EAHoE 7HEE
backward stepwise regression®ll 2% &4 713 s 74
S &3k}

XIBLY A Fdoly AT AP B =F9 HAES
ol EZ o7)AE A3 GAT AAG W& oy
Hxd =EE, e dF sk

XIBLY st AL 948 199893 1FoM 75 Aold) 74
89ttt g FAE g JHZ\T';Z‘% 3l 44 (session)
g2 Eddta, 54% AR A &2 Z AANEL &
& itk olgA 3t F 7 HHA BHlgo] YT P&
AA data® 74 31, o] AEE 30 W 0 ¥EE YET
ojwf, Ztzte) R Axw WHe] HA F wAAge v E&E 50
0 502 FYsitt AA 28 F 0% AsE XIBLY 54
2 AEE 2338y Y3 &xo)lm vz 70%E XIBLY
g5S A8 ALE HTh & Betapick® §84 HAFEL ¢
M =l A8 I ARE A B¥Th

TRel A B47h e

il

22 2% ndl
AIZUAZIY AdEA Al2de HE A 2T o
AL 44 Z2EZ A9 wa AR A WA
Al #Fsle 4 AIUMES vlEste LAsdE
BE SHCHIL old ulg) 71AEE 718k AYEA A2
YEY oA T3 Z+ gizleict & sjo] o|HERZ UE
, OJFA 50l oHEES o]gste A g BN o
—°~ et goh BA AE olFA g ¥ NS
o|g3le Zt HAnitt AN = wAYer BF A "o
[1].

AlZUA7IE AR Alzde

), tﬂ-xgsl A—?JQ] FFol wek nfe HA
5} :

‘“Hrlooﬁ-ﬁ

fo.
o
jiaca
ox

o
A

z

oZ
=3

lo

Alpha- Cut°]\’4 A9 sHek. 714 n9 F
& 47 FHd A AZste o3 FA dle|Huo)x
(attack DB)d) 7139, ‘?—;}342121 g FTAHAL Y EV‘ “—3
o] HFHE AHE I Alpha-cutd) FE E
718k AYEA Axge H&AE Zo|E et Alpha—cut
o] #8A4 ¢ A e o] =1 7

i o[~J
o

o

flo m

II

L o

R

ES
o
pats
=

AZAA7RE AAEA A2go] A4eletn wdstn 7]
AgE 7 AQER] AAE ZTo] v]ANoE HFE AL

A2 A¢E Beta-pickZ B9 ¥tk ZF Beta-pick?} 300]
g Ay R 7dE AYEAZE Aozt Bt FFlE A
1AEE 719 AJEA Alxdo] H|A golgta BHFE 7
o d&H A 5 2 FHdglo] 3043 Yo ot} BE A1
U7 AYgEA] A2de Ay olgkes ARE 24 A
717 Feh gebAd FEE AaUA 7w JYea Alag
o] FA AHE dAATE &S HE AN A¥ AHoew



Alpha-cuttt Beta-pickE Ol88t AIZIHA 718 AYERX ALY 7IASE 7/8 AT AIL-Eel 28 611

B} & Alpha—cutg £33 &
Beta-pick® A& Azit} o]y3

AladA 7e AGER 7 2R A % %"7—*‘.%% 71 A8}
719k A|2"o] 742 ZRAEHA e A

Alpha-cut¥= t2A ugAE Fole Aol Fd EHou.

(28 12 °]835t Alpha-cut 2 Beta—pick® 7Nd-S ®o &t}
Signature IDS Alert (Attack 1)
<
o
Packet Stream Size:n
QOO0O0O00000BOOOOOOO >
p—
USSR D ——
FFTFT

Abnormal Rate = 3/2 = alpha-cut

‘ '

FIFFF If Alpha-cut > THRESHOLD then

i Attack else Normal
Contiguons Max Abnormal Count= 3 = Beta-pick

1f Beta-pick > THRESHOLD then

Attack else Normal

(ag ) g =24

2.3 Beta-pick FE4 &4

<HE 1> 19843 32 AB8AM Snort7t AXEA] B3 F
Zo| gt Betapick #& ZA3 Aotk <F DA D=
Ade] Hes A FTH FAFg aHHIol, Attack.
Name $5& ¥4 ol§olth <& 1>o d3ta tfE9
AEL 4A @ o)A Betapick’} 4TS & F Yok
Beta-pickE ZA3td 4@ 3 ool FFHolgtn ud
oH, Snort7t AAEA] B FARE A se Ao shest
= A& 9ug. 53 59 FZo] tldle Beta—pick?
el d2A vee 4L 389 A& ARkl EaAY, ¥
A Atolo] EFHO de AN HHY AFrt HEHZ
el w2 7] dgEelvh

Snort7t Aelzta Iast Aee A 2 delgrt vA
A AL ARl AR Uro Ak wEx oldt
Beta-pick#tel 9ulE 7HA7] HEiAe 28 EdA
Snort7} 24X A Kale FAE dl$ Beta-pickd T4
o A4 HAEY Beta—pick Alolo] TEE= HEo] &
A ok gt

(2" 2= fE7t 484 AMRE 199849 B AsE
th3 Beta—pickEXE EA|S Aotk Beta—pick’l 5 o]z 3
" 7HEE(count)?t 1301 9m|= 19989 A4 AR Aol
Al Beta-pickE® SAAS o A% 53 ¥AAY ol &7
A A$7F 55 1338 EA4 dhe 9 ol

-E ok AN oi

{E 1) 19984 At& & Snort/7b ZXISHK| 25t S| Cist
Beta-pick £X

D Attack_Name Beta—pick
5 Dict 90
12 Eject 364
16 Fib 65
20 Fib 17
24 Format 117
28 Guest 3
37 Loadmodule 88
44 Neptune 138
45 Neptune 160
46 Neptune 119
51 Perlmagic . 49
59 Portsweep 216
71 Rootkit 228
72 Rootkit 200
76 Spy 1

3

e

- 88888

Pattern count

00000900094

12345678 931011121314151617181920
Beta—pick

(T8 2) 1998 A4t Xt=0l| CHEH Beta-pickE Z

<& >3 (2" 2& ®lus 29 19989 DARPA Data
Setdl A& PEAE SolHA HAEAE A F7F AFIA &
E AA¥ Betapickd dAHCl EAYS ¢ F Ak F
<& D# (ad 22 1338 JAF 7159 Betapick@ &
A& Snort7h ZAGA| o= 34 AFE Aade] 7
Agte Aol 7Hestth. 22 Beta-pick® 2459 Snort7}
950z AAEA] XY RE TAL AF A2 A
3= Aol 7Fs dtthe £ okt FFo] A F9 A
2 7459 Sle R E Betapick7t olF¥ ouE

& 499 48 Y EoplN A 2] A1
o)
=



612 HEXE|SR=EX C H12-C H4=(2005.8)

31 87 o AL 9y

AY DataZ 935t %)= DARPA Data Set & 19983
3} 19993 AFE AR 3 19982 As = 71 AEE 7
AQeA MR e g A4S A7) AT =2 AL d
{3, 19999 ABE AHTE =337 Hs AHE sth
1998 28 oME [1]91A4 AEe HHe2 AEE Y43
olgdA AME BE AS5E 7IAEE AYEA AN2HY =
7} A& (training) 84S A8 AHE 3T 1999E A8
= H2AEXE(testing) 8 AHE dlged, 24 7 A5
A4 AR FRE 32 9t 74 A5 ¢ FIAY

Z &l A2 e 34 38 dAst 1373(F 127406

Ag HAo2 FA)Y FAARE FF AFoH, AN AR
13 999(F 1,369,134719 #RAez A AEE BF
AHE SETHIOL <& 2>8 $E7h AL HAA A5 B
g gRojn

C(E 2> 1999A0jM F=E3 34 7
R 347
Denial of Service arppoison (New in 1999 test)
Attacks dosnuke (New in 1999 test)
selfping (New in 1999 test)

User to Root Attacks anypw (New in 1999 test)
casesen (New in 1999 test)

ntfsdos (New in 1999 test)

Z1A s 71 YA Alzgo] YEHAY AHE 7Y
g 37 98 e dEYz #7 T SgAElevent)
S AAsE HHE A ST # A9 oIEE 74
= &4 AFS TCPAP A I F& sgod,
o71d) BEg W21, 3l =AAEA 71E Ak

AGe 98 Azd AL Og&n 2o Al2YA 7)Eke
AAEA Al2-L Snort(l.87)E AHE3IR T 42 [919A
WEshs 718 34 44 Agsh ZAES 7Y 2
8] Azl 25 Fdste AMEIA. ZIAgE 7w A
PR Az”lo A ALgsE S daEEFS BLE &3¢
XIBL& AHE8H4la, &5 duede vz 48E 913 C45
2 AbgekgTT, 8 11, 12]. (Z¥ 3)& olgd Az 74
& BHo FO .
(218 3)olA Attack Knowledge:= Ztzte] €aiz 33
& FAse AR HF Arst AFHS Uk 5%
2 e FAFY dME 7€ F2E 39 BT A
N5E AF&-3t} Packet Mangers Snorte] AR E 7|82
LA AAE FEIE 71%5S 73 39, o] ARE o &3t
Event Generator® 85 B fge] a3 A5 g JAo
N&E9 A 2 uAY A ARE o] &3t FgEFdTldN
A3 A (behavior knowledge)& 502 A gith A
o)A Alpha-cut® Beta—pickE 283l JF ZARE &
Aate FRLS <F o YArRER 71&sgth

EQ

'
)
|
)
'
1
'
'
Internet —rt
H

Attack Knowledee

..---] Training II
Lo <
Event Filt
Gener.atnr — (Albtlla g;ta)

i H

: v

H Machine Learning

i (XIBL.C4.5) -»( Behavior Knowledge

e
.
)

i
1

Key:
AC: Alpha-cut value
BP: Beta-pick value
K: number of packets of attack
AK: average number of packet of known type attack
(for unknown type attack)
LA: learning algorithm
DECISION RULE() _
IF SNORT triggers an alarm on input packet x THEN
IF the type of attack is known THEN
trace back to K packets
examine K packets by LA
ELSE
trace back to AK packets
examine AK packets by LA
ENDIF
get AC
IF AC >= Alpha-threshold THEN
send alarm
ELSE
pass that packet x
ENDIF
ELSE
examine BP with the same source IP
IF BP >= Beta-threshold THEN
send alarm
ENDIF
ENDIF
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