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Validation Testing Tool for Light-Weight Stream Ciphers
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ABSTRACT

Cryptographic algorithm testing is performed to ensure that a specific algorithm implementation is implemented correctly and functions
correctly. CMVP(Cryptographic Module Validation Program) of NIST in US is the well-known testing system that validates cryptographic
modules to Federal Information Processing Standards (FIPS). There is no FIPS-approved stream cipher, and CMVP doesn’t involve its
validation testing procedure. In this paper we provide validation systems for three currently used light-weight stream ciphers: Bluetooth
encryption algorithm EO, 3GPP encryption algorithm A5/3, and RC4 used for WEP and SSL/TLS protocols. Moreover we describe our
validation tools implemented by JAVA programing.
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