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Boundary Zone Overlapping Scheme for
Fast Handoff Based on Session Key Reuse

+

Yumi Choi" - Min Young Chung™ - Hyunseung Choo™

ABSTRACT

The Mobile IP provides an efficient and scalable mechanism for host mobility within the Internet. However, the mohility implies higher
security risks than static operations in fixed networks. In this paper, the Mobile IP has been adapted to allow AAA protocol that supports
authentication, authorization, and accounting(AAA) for security and collection for accounting information of network usage by mobile
nodes(MNs). For this goal, we propose the boundary zone overlapped network structure while solidifying the security for the authentication
of an MN. That is, the proposed scheme delivers the session keys at the wired link for MN’s security instead of the wireless one, so that
it provides a fast and seamless handoff mechanism. According to the analysis of modeling result, the proposed mechanism compared to the
existing session key reuse method is up to about 40% better in terms of normalized surcharge for the handoff failure rate that considers
handoff total time.

Key Words : Mobile [P, AAA Protocol, Security

A

qEe 74 éit} Betof] Foks}y)
3] ols3t7] +& PDA A AdlM e A diolH Bkl Fad EAZ AAFH
T4 #2L o A L= = = | ]

Sol o Ha Yt

B

at
i
i)
itiid
i
2
ro
X
=
1>
>
>
oo
o
o
3
Ol
=
N
o JIQ
_>,i
ISR
i
e

’
2e Hol I ATV, B3 2 A ARL FHa)

kaad

Gl swas 3 WEAZ AHEHE R TEHAG. d8o] W$ we
AR AUEY AREAZHE 2us =2 Ao =
MIE 2012 2E 29 s 015 AUAS

1200413 128 79, MRS 020064 49 119 &) 71YALY AL ¥IE AR HBF ARE X ok

2 0
o

i o o FiN
¥ rie o o

Al 2
=

= WS FA A AgAH FRHoz Frlsdn,
¢ 18 BIL BE TSI PAges
o,

A AR% AL SQT. L¥A ws

o
-

poe N oo Ao



432 FEXeIEE=ER C M12-CT M4=(2005.8)

ot old] wet 7N gV|E FF ARGAHI T
k1) et A7 o Eofel

% 24 UEYDL PE AT 054 449 EF
Mobile IP[1]2A4 A& olFstd UEU HE
HE el onzmu te wEsie FAL
Egolt}y, ey Mobile
m AgA QAT e B
O}B“’Vﬂ H"—FO}E}L gind d% Zt1 glth. &, Mobile IP——
]EM_Q EX}-O};{] o A

e AddA geth. AAE
VEYa FAAEY 43 AF3 AF BAE FXF7) H
gl 9, AFRFS 2 AFE AYstE AAA ZEEEF[2
319 Aoz BorAdo| 713 Mobile POl 243t A&

& Y=o WA ATt

];‘01] Mobile P8} AAA EZ2E o] Adsq F3tste
2 AYA 24
< l‘d/‘lﬂ% ZaA7I7] 9% A7t &, HS
AtelAe MNo| &JF JEHAZ o[FF o &vE MN
& gy A3 & UEHI e AAA M¥zFH
Aze A 718 date oHsl=g IS 07
Az M 715 AAHEEE, A3AE Fol A 715 R
A Abgste wHdle] AU E o HHes MN
ol 40}01 AL B Muj2 2 Al vAjA] Agd 2
dustet B5g FAe LaHs ADANE FaA

[e]

o wargel Ao 9= BAVS F4 ww A7)
g A9goRy dddnd vk 244 w(edsl
Sahel AASHE WAL S AL AE P4 vlwt
o

40

i
=
='

deox NS uEste A= A g oM

%ARAEY AFETYE B

B sEe vy o] FAHEY A 2 7EAHY
AAA ZSZEZ 7% Mobile IP 2% W45 olde BAd
TEL AYstan, A 3FAHE A=z AAAL d=
9 wotd ZAEE 3 WHE Ay, A 4FAE o
o dg As #H/E HASY Aoz A 5FdAM=
¥ eEe 28 91 2029 A7 WS =@k

2, A AP

21 AAA =2 EZ 7|8 Mobile IP

Mobile IPE= IETF(Internet Engineering Task Force)ell
A gF3e T2EZZ PE AMESE =27} ol w
2t 2ol H&3e] WAHGEE X&HA BAlo] 7MEslE

HAGA 2l RAoln o] wf zale] X2 Wste Fa&

Z 3= 713elth Mohile IPv6E MN, & oo A E(Home
Agent, HA) ¢ At :=Z=(Correspondent Node, CN)Z %
#o] oot} gato] F YEJARZ o]F Al ALLH
£ CoA(Care of Address)E ¥7] H3lMe AFo2 T4
2 2o wA) AxE FAE A FAE 3 & glu),

MNE CoAE &3t #Apalel & vlES A Y=A
HEAZ Qe #aE F Utk MNo| CoAE ¥=3hd
o] HAd BE3T. FZold MNo] 29 dA AAE

>‘

£ CoAtz 3dth %71 53 Alo] MN2 Mobile TPv4ol 4
9} 7ro] CoAE ¥ Fd HAZ 5F 8% vAXE 2y
A =Hvl HAE MN9 52 dAAE o} MNY & F4
2 CoA #9 ¥IY ABE uidd HolEd AFdL F
Z S8 WARAE BU MNA 5 AHe &t HAY
A CoA7l & ¥ & ¥ Fo MN2 CoA F48 HA %
o] EAST JE EE CNoAl BU 9AA(Binding
Update Message)& o|&3te] &€t HAE I BU #AIA
& 2922 BA HWAA(Binding Acknowledge Message)S
A4sta veld ARE FAT CNS vijld ARE A%
i R EHE I uig ABEE ARgEted HAE AXA
orm B0 2 M trangular routing EAE AR 3
A7),

Mobile IP E.¢+& $1814 IETFE Mobile IP AAA
ZEZY L AANATS, 9. AAAZZEEA
ol & HIE FHES Aol AR AYE AF
Roli, AgEH wALgo] FHEg ARgAte o)
A3y AH2E FEE AIAE AHshe Ao, FAge
ARgAEe] AR Abgel I HEE AAE 2F5& #F
RoltH10, 11].

AAA Z2EZ 7|E Wy MNo| & ZwldlA £
Bozoeez o)Fd Fo olFF MNeo| & =vle §i
v AL Z9387] 98t AAAF(Foreign AAA Server)&
£3 AAAH(Home AAA Server)ollAl S1ZME HYLZH
Qzg wr=rl AAA TZEREEY T3 AL Ay
MNe| 2% =HQl gz oFA A AFEE &2ls)
71 938 ASME AAAFlA =2dch AAAF°1]/‘1—‘: MN¢j|
.\Jrs]- Z-IE_E 7]-11 Al;q olo ong 3>: cuﬂo]oﬂ AAAH

oA WAAE A3t 22{H AAAHOAE MN9 2
Mg wx 95S & F AM 7S A48t HAGA CoA
#3 AX 718 2ZHdh HAE CoA &g 53tz A4 7]
 AFE F A AAAE 29tk AAAHE HAZYRH
Al HAAg Fi A4 718 R oo]HE(Foreign Agent,
FA)SF MN Al Aggoay BeaAE el 131

AAA ZE2EZE ( % D3 2o} Mgk #AE 23 glrh
MN2 AAAHSH 43 B¢ FAGADE A% & 241
ol ME AAAHS HA9 Atolo] Bk BASA2)E R gl
o, MNo| 9|22 olFd ZHE o|F ¢UF3}r] Hste] AAAH
£ AAAFS Bt BA(SA3)E Ptk aga off =W
A FAS AAAF7E B¢t BA(SADE A2 3iti15, 16].

=

re

_?g

o 9
O A o G~ R

3
-~

132



AAA MIP ZHZE0M SRYYS 7|8t

FA
SK(MN-FAJ’SKWA—FA) E SK(MN—HA)’SK(HA-FA
Network BggeiA o Network A

MN
SK(MMHA) ’ SK(MN—FA)

(2% 1) Mobile IPOlIA AMA ZEEZ SA HA|[14]

22 0|He| 917 WAE

7]2&4] Mobile IP$} AAA ZSEZo] A Farehe=
Ao B AT DA} R, B8 AGA A7E A
AL BLAF] S A7 FeA, a2 o A=
o AZe] FaAvhe RN T 45E 2=
= Amem YU AR ANE BUAS Ba E
ojgol.

dA T4 AHUA ASHE Mobile PE AR THE
FA SJajd Az 5E ABd 29 P A% Ao
43g F4n 2l 28U Mobile IPE W& M99 =

d olFA e s LAHUAI] wEe] wE SFEE o
Fote dEdl i AR Aulx xﬂ%oﬂb og&el Atk
Wb MNol 9% YEYAZ o)FsteE 4% AL &

o TR AMAEE A=0E Wl (Low Latency Handoff,
LLH)S AAgith LLHE MNo] JEYAY =25 Hlol 2
AZ(dolel A=A AF) =0 $4F ol 3AZ(IP A
%) =028 FYsie PP (23 A JA=e=
AaE HejFEc

HAA 1a9 1be &7 oFAY Al nFAZ9 Route
Solicitation(RtSol), nFAlAl oFAZ.2] Route(X(2+ Agent)
Advertisement(RtAdv)E& HEIWH o] A4 Ald 55 &
Toz7t 3EY Aol ojFojXith. o7]A oFAE dA
MNe] HE27 gle 499 deo|AEo|i, nFAE A= o
T 499 ddoldEE 9T gt). oFAE °] HAA A o] %
3 nFACA 215 845 nFA FFAA A&7
CoA & AN olg 53 A4 55 g=ox A W
Adle AdE AAL F Utk WAlA] 2a= Proxy Route
Solicitation(ProxyRtSol) & Al 28 nFAdA A1&& CoAE
LA sts wA Aot old U 322 Porxy Route
Advertisement(PrRtAdv) "IAIRI(2b)oll CoAE E 35l MN
oA Ryt MNo] PrRtdvE 2oW nFAZ 52 8% 7
ARl 3(Registration Request, RegReq)S B WA ) WA
7] 49} 5% Mobile P9 E& 55 #4 S vebdtHl17] of
238 MNO #=o XAl ol vEZNA 2L HEY
A2 §F 487 A7A Adeze g A4S &
Hex] A =Hol dF E4E FHigstn QNS da
A 5 gtk =3 MNol oFAS]A nFAZ o)Al #)z

MH7| HAIEE ST 15 HERZ HAAT 483

Visited Network 4

i Network
GFA H
""" e II {Reg)RegReq ;
1& Rtsol 5 (ReMRegReply

; 2b.
% PrRtAdv
PrRtSoI
(Reg)RagReq

E2

[H

AN
=
5
>
1o
>
ra
0
Jju
re

=Xt
==

& TEAZ g Aladyg A
AT} oFAOIW nFAE MNol o]FAld
£ EAZ g Al2Ed

oA

712421 Mobile IPA AAA BA& MNo] & e
AR o]FAl Fol T AAA ABEREH FE TI A
A 718 AAEte dolMESA Hedth et MNo

A7) AsM & =uidel = AAAHZA A% &3
AR 7L desojof 3t7] wzel, old wE HZA Ad A
AAIZko] EAste] AREAFE] QoSE AFaE dEE M
ooold BHE Bgsy] A A J1E AAE e
Faol AAHAUG. A7) A AL LLHA tig A
He =98t Mobile IP 55 #HAA dojue AAAZL
< Hasgteke Yyolth 1%“—12; A 3 48 Ve

8+ GFAT FASH HtdArt dgdHo Qlvkn 7hA 3,
Aty W oA ¥dd AA JNE AAEIHH PKI
(Public Key Infrastructure) 2 dldlel #3#x GFAE %
& oFAS} nFA Alelol A A4 715 stastA m3d 5= )
55 g det, A4 719 udAds RAsr] A
oFA%} nFAAFelo| Aol g2 njdy|E Fo] g3y &
3hA] AL SR AR 7182 Al 34 GFASl =29 ® FA
o] FREgogA A E HAST wibA, o] W
12 AAA FZIA W2 I=o Iy} 7bsse F UEY
EL

Fo]

_|> i ol

A R MEYAR o)A AVle Alxdd AdA
Y oW Est ot =8 PKI H4 tiide A3zt
&37) mEo HYAE AT T[]

rulm r\i

3 AL s

3. Metste W4y

Mohile 1P} AAA FZ71 A¥sle] F&ss 718 W4

€ MNo| Af2¢ Foz o|Fd dritt AFAHS AAHoL
i & 1]‘5"4301] 5 &7 wWAAE Ao gt o]
Ekis % < MN&] °1zﬁrﬂ°ﬂ*1 AAAHO &g wHEAQ
A7) B JJr & 55 A% ¥ ¥ Nadd EgYs
APNF 2N EEed onder BT 28 71E A
7] AARE HA M E MNo] oFA G HoA nFAZ o|53}
T 3 ANEEE AR FASNA AgseR {48



484 FEMeEEl=EA C M12-CT M4=(2005.8)

MNS e $4E st FH A
& el susta, 3 me A

32 AFU,

oy

c ol HEET AAA MYE 2| B FAVT ¥ H
o gt

+ MAP(Mobility Anchor Point)2 oj2] 719 oo]HES
2 TA9 shte SeaE d94dx HAY 7lsg F
o},

+ Qverlapped Agent(OA)E T2l MAPEY} 43t Zb
MAPo] £3% d9o] o3 AAA MBls} BAFAAI} A4
ggo] Q¥ dojHEo]tt MNe| OA 9Ho 2 o] &3}
A HE 0Ax T AAA AWHA MNe B AHu

EollA Alctets ol UEHAY T
oul A g4 OAE
AgozA wE A
AAUEE AEdch APEAL FHaH 992
= &40l A&
o] TFo FRF AE FANF F glon, EF

Zola u

2o (o BN

X

LLH 718 719k 718 A7) AR O

e=ZAe Mg HAEY A7 AAHE B
AAA Ay 9 23 =9} Mobile IP 5& H3} Al A
daA7le AR Aok 53 A7 AAHE4
ohs AEA A 379 FEQ GFAE Fdtd A 7

e e
>
=
o
N

| MN l oFA

2. PrRtAdv
(Session Key X2 &)
3.CoA B 5
4. A M4

AAAH AAF
MAP1 MAP2

(238 3) HMetshs 28y HEHR 3=

oFAdIA nFACIAl A&sct et 71&9 HA7] At
Foox WA= QX 712 AAEE) 15t AlA
ARE g HARZL BAdoA AEEHE AE &
ATHLY 4:2, 58 @A), T4 AolMe] wajx] A4
A Ygesrt HY, wAAs} BEAA7R] mEdhe
AR o2 AAAZte] Aoe wAe] Ut

B =RdA Atate i dg d=oxxe e
(2% 59 2o £ oA e MNY FEAA AdAT
S Zoln HA J1& AAESHA FHZ0] ofd {4 4l
A AR 1g Adedte A4S dYoZ o A W
EoE iy v Zth

N ool

PN
T
H

« T 1:MNo| AR-19E4 AR-299 02 o]F A4
MNE AR-1% E3] AR-29 CoAZS dE=th (AR
Access Router)& #9EE gnlsin dAx) MNe| #F
231 e 999 F9HE AR, AR ol5¥ 99
9 B¢HE AR-2E ¥EY)

s 3A 2:MNZ AZE CoAst g4 9584 HAAS
A3 g,

« @A 3 4 HAL AR-1€ AAH(HA 3) MAPLelA =
I=ia=N

« @A 5: MAP1E Q54 RE &3] fd) 54 99

nFA GFA

5. )@ €
(Session|Key I &)

6.{Session Key 4 &

7 mz wa
8. Mg !
oluanm oz
10.|CoA S =
1[I &
12.8¢g

13.|Session Key & §

14. ¥ & KReply Ol Al XI)

(38! 4) 71=] MM7| JARR HEZ giAl



o
« WA 12 : AR-2= 97 A sle A4 718 A AZHE o] A8 (¥ 5) (a9 2L Iz xAe FX
« @A 13, 14: 5 & &9 AL AASA(TA 13) MN 2 mydt 2 7 dAEE JSoE £33 "ad Za
o Al Bt Al Az JAIAE f-FAdeE AHgstd Rue A1
MNE AFsh=d o3 A7He Fle & A=) A
Z1BAQ WAl AL A oA LulE MNS #eld) e =231, Y=o X A7 o2 A= AdEE ALt
7] A3 AAAHAA MNEg Q58 22 A 715 A oz A ARt B9 As& Hrtgth
RET. ool Wl AFA Adehs WAL do|WESH 7 owAe WAAE BuE AR )e BEA
AAA AHE 2t BABAE ol 83t AR-291A AR-19] (transmission time), A& A]ZH(propagation time), A& At
Al 71E %dgi Ag @t (processing time)?} ¥22 M _o, B,y 9 2ol Aitsit.
(¥ 5 (bhE MNo] MAPZ =X v AxE
- I - (18], 4714 7= Zr & l% vehd Y, Z““—/\] ai% A of
&7 s cﬂ °Je] ZEEE HFrh MNo| th2 3939 WEZ 9 Ao AsE a7e WA ALEE Ui
o= E A&3HA 3l7] 93k, MNo| OA XH2E o - == =76 R
£, HlE MNol B AuE AAAFOA AwIT F, QR g =-L g Po] AW b Ao Aol 1
[Mn] [ AR-1 ] [ mAPL | AAAH AR-2
1.CoA 8 S
20528 M MA
3. ® 2(CoA) g
5.y 6.Jorzoim met
ATERT
8 mg
(Session Key X &)
9.|CoA S E
) ER T
1. B & (Sespion Key L&) -
12.[Session Key X &
13.|Reply TH2! M A4
14, ™ g [(Reply O Al XI)
(a) MAP & otofjMe] H=ox MR}
[ oA ] [ Map1 | [ AnaH | tmapp | [ Asar |
pIEARUES
(MN B2 o
Z.K‘_-jl:l'
382 4w s
i (MN B, Hi&3| Zat
5 MY
A rsi=
7. 8¢
CINREIES
(b) MAP Zte| HEQE FH| HA}
(2% 5) Hotshs == v

AAA MIP 2HE0IM &7

o %3 Q= AAAHOIA Aerad,
WA 61 AAAHE WAL st
MNYIA el gt,

WA 7: 2HHE MNolZH 71E9 A4 718 el
BAE AR E,

@7 8: AN e MAPIO|A Aga,

2k AHgR

Wﬂ 9:MAP1S AAAHZREH #Z& wod MAPL
2 MN9 CoAS SE35H}

@A 10 : MAPI2 55 3% #71& g4k

@7 11:MAPLE A4 718 238 55 &% #A&

AR-2017] 2t

oot 7

OAE AAAHOIA MNel @8 A
fgo® AAAH+ MNY
QLA B
AQ71E 858 ¢

Hob #AE
AAAFE 7|8

NA AR-3A L= o]FAdE
Pz o xo} o] FAF((2d 3)

MEZ| THALS

S OI'O:]

4. 45 87t
41 EME™ oozl

84st1(1,2,3), o
9} AZE AAAFAA
FoH456,7). o1 2A
(8). MN©o] OAAY
g8 99

ARE

o

=2
LY =
)

Q)
=
S




486 FEXZIETI=IX C M12-CH M4=(20058)

o

8 2712 ARE. B A4S HHY ASE Bus
g, RHY A BYE AgET

ALAL g A vAd wety ngd FE 7o,
frat p7 e A A e 47 Yehdth & A Al
Zroz 7} oo]HES}t AAA Al FolA FUE o b
F3ch fAAs dLdEHE BH] AU B W
P Ho|ng HAX| 7} £4E gFo| 73] Aoy B #
AAAAM dANAE AGse FLde AAEA Fhd &4

(=MHE EH3}

9+ Uk BAEQ ASAT(T)E M=
4 237 918 Z2el WA A

Ave M'B MY FRET. FA 874 WAA

Aol WA 2ol £48 Aol MNo| ol§ #

bl A g Bk 24 aFAAE 93 A9 2

F NSt o) mE Y3 ANge 3

e mAH AN AYALE T2 AAHA f4 el

He T=M=z 294, 74 4

Yoot R
ol ﬂm‘

(Nf) X Prob(fo_ E].“"H ‘—?; g

ANAZF EAHAFE Qe AR
R NEE R F WA]7 |
3z 4% MN2 HAjA7
Atk g3 A7 VY2
AHAE typd AR FAlol N AR wEbA
T,(N))E (NADM™(N)to=M "+ NA(t,+ M3 2ol
T8 5 Jen, AdEE 2 WA AfNE o
o 2

T,= Zw (M"+ Nft,+ M) x Prob
=0
(NE A T ABsE 49

=M"+(t,+ M") x I;:ON, x Prob

(N A & gFee 33)

Hru
o =
o e
>
)
Yot
_i
i
o
b
gij
4
30
0
@
ol
1y
Lo,

FeaET 3}
A% A ﬁ%a qa]' 3, Ho A Hee Ti—;i
g9 g7t 059 B¢ 1F MW+(tw+MW)><%‘g=
oMY+ t, S 2o

Z J=o X RS o) el A== FEA Fe
3 ZaAA A7 HARE f-FAew Addte Ak

MNE <dFshed daod Ate oz FHHAW, Id
5@)e Azl mE F I=ex AME TG Z2AA
Algrel Med AeE 1,2, 7,9 10, 12, 13 @At} w4
Ag BAskE AL, cdolAET}F WAIAE d4stE AZE

a0 w2 APANE SE g, 4 gAY Z=2A4
A Fdada JHAEEE W, 3 =
<3 Zo] x¥A

S totar= 28 unT S a24ut2S yap+2S 4p-2 =178

44 Ao AN AEHE Aee
2 WA AdEEY AaE Az L TaE o
2,

L = M ag— 1 uam+M yap, aaant M anan man+

’

MMAPI,AR—Z

4714 2 BANAY WA Al iR FAB
L py= 4" 0] AR T4 Fol N wlAAE

3}7‘:— ASE 3 14 9AZ T A3 s 1
HAA & AEAE T B3t 2o EHDT

o,
r°" o o

o

W iotar= Wun, ar—1 + War—o, uy = 2C2M"+ t,).

o0

o
it e

=
o

].

I

9 2dE A% AU 6 BAGA olFeiAm,
guste 2os A4 AL (7,08 AIA
9 goz 7% 4 Utk

re
In
to

=3k A

ol
~

T reqg S total+ L total+ Wtota1+ AU total
=TS+4AM" + M "+ 1,)x2+ AU.

A AGA MNo

WE2E A7to]lm, REQTE % gated Fod Azte)

b Aol MNe} AA X9

2 Prob(T T )= ArrElw, AA A

R 17P T7]' A BXE ETR
7HEE e W =z A FE(p)2 thed 2.

Pi=1—exp(—AxT ,)-

=)

A7), A9 e MNo| AA A Ade] £ALL 9
ok MNol g3ele ¥FE [0,20°1M TLE 2E
ety HREES W, MNo &%y, A 9| Zo]
AA Ael Ao| g AA A} 4 gol o3 A_J’”—XR 7}
ATH19].

it

2

42 A3 2o 9 dHlm
2 HoMe AFAA F2F A& o&std 72
Mob1le P9} AAA =2 EZQ Al 71& A4 7] AA)



P v - T@E %s}oa e e2A N9
2“7}

(¥ 6)2 MNY o]F SE(YE HWIAIEA J=L
CE 1) A28 metole 2k I A9&S BAEY v @ol Ik AW A==
P 2 ak gl o Aol Fropdo Wl MNo| UA@ &k
5 [y A= —_
S Z2 A Az 0.5 msec O]}i*o‘i ‘EZ'°17'“ E]Qi ﬂET——E 6}' E” %»9- b ]
L o s = O X Aly HFAN S
BL %ﬁoﬂ}\«]g] AEE 155 Mbps Z_].'a CZ] X }0:] 1H~—-—l—— 2’417]' =2 ‘H?—_E}' oloﬂ HJFE]' 7]
& A7) AAE HHES A AAZEe] FbEA Hol =9
BY FAM ] A58 144 Kbps -

A go] F7HTh A B 0melA 080%, 3.68%,

b Aol WAz ol 50 byte

6.55%, 1041% A2 £E7t S7EFE HA o & A%
gt FA A AR Aga)zt 05 msec & pozA Aokste wrAlo] 71& Ay AL LA
gY | M wAA ddAz 2 msec B Ratd SRS Helth
b | A 3T B AT 2 msec Ugel Ee AM7 AE BB A T A
4 HAA A Az 0.5 msec ELZ dogel oA Heol +Edivte RS Bol7] H
AU | 93 AR 6 msec 8 5 58 e ol Aojsidas),

P - P

Pf proposed

%

Vv=50kmh

A7) QAR A vaste] A
?HE = A g AAA 40%7

— Reused
- - Proposed

Probability of Handoff Failure
Probability of Handoff Failure
=

0 20 40 60 80 100 0 20 40 60 80 100 :
Cel Radius(m) Cell Radius(m) (2"9 D& A48 717t

BRAAN A%
R R PR
N T 2 dkm/he} 7H3
Av)ee EAT
3l )& kA H o))

AREA WA A7} Z3be] &
B4 BN HAR £4L A
2 A@Aztel ATk whebd A

FHGOR A4 718 AEFoA V2 BAS
YA

Probability of Handoff Faiture
Probability of Handoff Failure
.
"/

d
g,
T
[*3
0,
2,
o
Aa
>
B
AN o
R
X rlr 4o

0 20 40 60 80 100 ¢ 2 4 60 80 100 A = dest gk
Cell Radius(m) Cell Radius(m)

(8 6) Mof HHd Hlo| w2 HERZ AT &HE

Lo T [ baste
— Reused
P ~ ~ Proposed

Probability of Handoff Failure

Probability of Handoff Failure

L g

0 5 10 15 20 0

Waiting time for detecting(msec) Waiting time for detecting(msec) l\f%oﬂ }\’1‘:—_; MOblle IP‘O’] E]_O‘l'% 9 ‘]’O:] AAA .&EE%‘%
4

Yol MNo| A=228 #4989 Bt AD AR

3 OMNS| QESE A% AAA AW SWALE Folar)

! % S LﬂE-ﬂi TE e A7) AL EEE AdE

: : G RN MNG w2 93 B4 AM

3 5 & $AgA AR e usa, 1o B A

) B e R 1 Aazde dmex dAUSE AT BAZ
Waiting time for detecting(msec) Wiaiting time for detecting(msec) 2}

JAdze] ostd Aetsle WAL V)& AAT] ArE
[z Wlwale] =T A7HE m#dlE WE
o dolM 40%ATe] AL Bl

(22 7) HAIR] A ZER| mE AjZE Bisto) T2
deem My &g

o o fu L
i)



488 IEXelasl=EX C M12-CH M4z=(2005.8)

= U

]

(1] CE. Perkins, “IP Mobility Support,” IETF RFC 3220

[2] IETF Authentication, Authorization, and Accounting(AAA)
Working Group, http//wwww.itef.ofg/html/charters/aaa-
charter.html ’

[3] S. Farrell, J. Vollbrecht, P. Calhoun, and L. Gommans, “AAA
Authorization Requirements,” RFC 2906, Aug., 2000.

[4] H. Kim, D. Choi, and D. Kim, “Secure Session Key Exchange
for Mobile IP Low Latency Handoffs,” Springer-Verlag
Lecture Notes in Computer Science, Vol.2668, pp.230-238,
Jan., 2003.

[5] J. Park, E. Bae, H. Pyeon, and K. Chae “A Ticket-based
AAA Security Mechanism in Mobile IPNetwork,” ICCSA
2003, Vol.2668, pp.210-219, May, 2003.

(6] D. Choi, H. Choo, “Partial Dual Unicasting Based Handoff
for Real-Time Traffic in MIPv6 Networks,” Springer-
Verlag Lecture Notes in Computer Science, Vol.2660,
pp.443-452, June, 2003.

[7] B. David, C. Perkins, and J. Arkko, “Mobility Support in
IPv6,” IETF draft, Internet Draft draft-ietf-mobileip-
ipv6-17.txt, May, 2002.

[8] J. Vollbrecht, P. Calhoun, S. Farrell, L. Gommans, G. Gross,
B. debruijn, C.de Laat, M. Holdrege. D. Spence, “AAA
Authorization Application Examples”, IETF RFC 2905

[9] Hasan, J. Jahnert, S. Zander, B. Stiller, “Authentication,
Authorization, Accounting and Charging for the Mobile
Internet,” Mobile Summit, Sep., 2001.

[10] J. Vollbrecht, P. Cahoun, S. Farrell, and L. Gommans, “AAA
Authorization Application Examples,” RFC 2104, Feb., 1997.

[11] J. Vollbrecht, P. Cahoun, S. Farrell, and L. Gommans, “AAA
Authorization Framework,” RFC 2904, 2000.

[12] S. Glass, T. Hiller, S. Jacobs, and C. Perkins, “Mobile IP
Authentication, Authorization, and Accounting Require—
ments,’t RFC 2977, 2000.

[13] M. Laurent-Maknavicius, F. Dupont, “Inter-domain security
for Mobile IPv6,” ECUMN 2002, pp.238-245, Apr., 2002.

[14} C. Perkins, “Mobile IP Joins Forces with AAA” IEEE
Personal Communications, Vol.7, No4, pp.59-61, Aug., 2000.

[15] Tewari, H, O’'Mahony, D., “Real-Time Payments for Mobile
IP,” IEEE, 2003

[16] C. Yang, M. Hwang, J. Li, and T. Chang, “A Solution to
Mobile IP Registration for AAA,” Springer-Verlag Lecture
Notes in Computer Science, Vol.2524, pp.329-337, Nov., 2002.

[17] Karim EI Marki et al, “Low latency handoffs in mobile
IPv4,” IETF draft-ietf-mobileip-lowlatency -handoffs-v4-
03.txt, Nov., 2001.

[18] J. McNair, LF. Akyildiz, and M.D Bender, “An inter-system
handoff technique for the IMT-2000 system,” INFOCOM
2000, Vol.1, pp.203-216, Mar., 2000.

[19] R. Thomas, H. Gilbert, and G. Mazziotto, “Influence of the
mobbing of the mobile stations on the performance of a radio
mobile cellular network,” in Proceedings of the 3rd Nordic

Seminar, pp.1-9, Sep., 1998.

[20] Hess, G. Schafer, “Performance Evaluation of AAA/Mobile
IP Authentication,” 2nd Polish-German Teletraffic, 2002.

[21] J. McNair, LF Akyildiz. and M.D Bender, “Handoffs for
real-time traffic in mobile IP version 6 networks,”
GLOBECOM '01.IEEE, Vol6, pp.3463-3467, Nov., 2001.

[22] Jiang Xie, and LF. Akyildiz, “An optima location manage-
ment scheme for inimizing signaling cost in mobile IP,”
Communications, 2002. ICC 2002. IEEE International
Conference on, Vol.5, pp.3313-3317, Apr., 2002.

[23] V. P. Kompella, J. C. Pasquale, and G. C. Polyzos, “Multicast
routing for multimedia communication,” IEEE/ACM Trans.
Networking, Vol. 1, No.3, pp.286-292, June, 1993.

z w 0

e-mail : yumi@ece.skku.ac.kr

20039 Mg 7AFE e
(F8Ah

20054 Aoddistn gty AFH

20050 ~EA (F)ddo)B SWIF
aT4
4] £k : Mobile Computing, Security

o d
e-mail : mychung@ece.skku.ackr
19909 KAIST AR-F&7{(E}A})
19944 KAIST Az 33(A AL
19999 KAIST Azgea(ahAL
2002 ETRI AJA74
20021 ~AA Aoaddty JREAges

Z
BYEok: § MEND T4 YEND, 999 ZRES 3

HEYa

= o &

e-mail : choo@ece.skku.ac.kr

19833 A 833

1990 University of Texas at Dallas,
AFEEHAAD

1996*3 University of Texas at Arling-

ton, #FEF3HEHAL)



