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Per Packet Authentication Scheme Using One-bit in 802.11 Wireless LAN
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ABSTRACT

IEEE 802.11 wireless LAN technology is essential for wireless internet, next generation converged network and home network. But, it
is certain that user's privacy must be provided to expand the applicable area in IEEE 802.11 WLAN. Recently, WEP and 802.11i security
scheme can be used in MAC Layer. But with VPN technology which is applied to WLAN user, it means that security mechanism is used
redundantly. One bit authentication mechanism was already proposed to solve this redundancy. In this paper, we analyze problems of 1-hit
Authentication mechanism which are failure of synchronization and waste of packet. And we propose new algorithm which synchronizes
sender with receiver, at once, using duplicated-packet-count information. We show that our algorithm improves success probability of
packet authentication up to 98% and efficiency of authentication bit stream up to 97%.
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Algorithm for AP
// AP receives data packet with Bitld]

if Bitla] == Bitlp] then
B ++
AP -) MN:Packet [ ACK-Success ]

else if Bitla] = Bit[p] then
B = pointer of to next opposite bit + 1
AP -} MN:Packet [ ACK-Failure]

Algorithm for STA
// MN receives ACK packet with success or failure from AP
If ACK == ACK-Success then
a ++
else If ACK == ACK-Failure then
a = pointer of to next opposite bit + 1
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Algorithm for AP
// AP receives data packet with Bitla]
if Bitla] == Bit[pl then
B ++
AP -) MN:Packet [ ACK-Success |
else if Bitla} = Bit[p] then
B ++
AP -) MN:Packet [ ACK-Failure]

Algorithm for STA
// MN receives ACK packet with success or failure from AP
If ACK == ACK-Success then
a ++
else If ACK == ACK-Failure then
a = pointer of to next opposite bit + 1
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3. The Proposed Scheme
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Algorithm for AP
// AP receives data packet with Bitlal, sequence number k
if == sequence number of previous received packet
Dup-Packet-Count ++
else if k +# sequence number of previous received packet
Dup-Packet-Count =1

if  Bitla] == Bitlf] then
B ++
AP -) MN:Packet [ ACK-Success, Dup-Packet-Count |
else if Bitla] # Bitlp] then
B ++
AP -) MN:Packet [ ACK-Failure, Dup-Packet-Count]
Algorithm for STA
// MN receives ACK packet with success or failure from AP
If ACK == ACK-Success then
a = a + Dup-Packet-Count
else If ACK == ACK-Failure then
a = a + Dup-Packet-Count
(J8l 8) Miokste =713t ¢n2|E
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