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A Modular On-the-fly Round Key Generator for AES Cryptographic Processor
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ABSTRACT

Generating fast round key in AES Rijndael algorithm using three key sizes, such as 128, 192, and 256-bit keys is a critical
factor to develop high throughput AES processors. In this paper, we propose on-the-fly round key generator which is' applicable to
the pipelined and non-pipelined AES processor in which cipher and decipher modes must be implemented on a chip. The proposed
round key generator has modular and area-and-time efficient structure implemented with simple connection of two key expander
modules, such as key_exp_m and key_exp_s module. The round key generator for non-pipelined AES processor with support of
three key lengths and cipher/decipher modes has about 7.8-ns delay time under 0.25;m 2.5V CMOS standard cell library and

consists of about 17,700 gates.
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1. Introduction

The advanced encryption standard (AES) algorithm is
128-bit symmetric key block cipher with non-Feistel

structure and has 10, 12, or 14 rounds, respectively
according to three key lengths, such as 128, 192, and
256-bit keys. Its round operation except final round

consists of four round transforms, such as bytesub,
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shiftrow, mixcolummn, and addroundkey, for two-
dimensional mapped state data [1], [2]. Because AES
algorithm has parallel operational structure, 1 round per
clock and pipelined schemes are appropriate to achieve
high rate cipher processor. Recently, many architectures
of AES algorithm have been proposed, but most of them
kept focus on optimized implementations of round
transform modules [3]-[5]. To apply the AES processor to
the cryptographic applications with different security
levels, three key lengths and cipher/decipher modes must
be supported. It has been known that the critical path of
AES processors which support multiple keys lies in the
round key scheduling module [6]. But systematic
researches of the round key generator for AES processor
were not known.

In this paper, we propose on-the-fly round key
generator which can be used in the pipelined and
non-pipelined AES  processor with support of
cipher/decipher modes and multiple keys.

The paper is organized as follows. In Section 2, a
standard round key generation algorithm for AES is
shown. In Section 3, round key generators for pipelined
AES processor are described for three key lengths. In
Section 4, round key generator for non-pipelined AES
processor is described. In Section 5, non-pipelined AES
processor adopting the proposed round key generator and
its performance evaluation results are given. Section 6

concludes the paper.

[I. Standard Round Key Generation Algorithm

AES
encryption/decryption core, round key generator, and
control unit as shown in figure 1. According to AES
standard specification[2], the round key generation
algorithm is as follows. The AES algorithm takes the
cipher key, K, and performs a key expansion routine to

The  general processor  consists  of

generate a key schedule. The key expansion generates a
total of Nb - (Nr+1) words: the algorithm requires an
initial set of Nb words, and each of the Nr rounds

requires Nb words of key data. The resulting key
schedule comsists of a linear array of 4-byte words,
denoted [wi], with i in the range 0 < i < Nb - (Nr+1),
where Nr represents the number of round and Nb is 4
words. The pseudo code for key expansion is shown in
figure 2. Because the figure 2 explains the offline round
key generation operation based on software-oriented
implementation, it can not be directly applied to AES
processor with 1 round / clock or pipelined AES
processor. Therefore, we propose the on-the-fly round key
generator architecture which can be applicable to AES
processor with pipelined and non-pipelined (1 round per
clock) structure.

Key(128/192/256-bit)
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plaintext/ciphertgxt

Input Interface

Encryption/ 1287bitkey
Key
Decivption  [<ep—] Scheduler
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Fig.1 The general AES processor

}éeyExpansion (byte keyl4+Nd, word wWiNe+(N+1)], N
egin
word temp

i=0

while (I < NJ]

wlll=word(keyl4+], key(d+i+1], keyl4+i+2), keyl4+i+3))

i=i+1

end while

i=Nk

while (i < Np *(Nr+1))

temp =wli-1]

if (i mod N=0)

temp=Subword(RorWord(temp)) xor Rconli/Nd
else if (N« > 6 and i mod N¢ =4)
temp =Subword(temp)

end if

wlil=w[i-Nd xor temp

i=i+1
end while
end

Fig. 2 Pseudo code for key expansion(cited from
references [2]), where N=4, 6, and 8
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II. Round Key Generator for Pipelined
AES Processor

To convert the key expansion algorithm of figure 2
into structure approprate for pipelined cipher/decipher
AES processor, the following facts are used.

(1). To generate Nk round key elements, w[i], w[i+1],
wli+2],
elements, w[i-Nk], :--, w[i-1] must be stored as state

.-, W[i+Nk-1], the previous Nk round key

variables and then used as input data. The inverse
relationships are hold in the reverse key expansion
operation.

(2). Irrespective of key length Nk, Nb words(128-bit)
are used as round key. )

(3). Because the final round key, w[Nb(Nr+1)-3], ---,
w[Nb(Nr+1)-1]
operation can’t be directly derived from cipher key K, the

used as start round key of decipher

final round key and (Nk-Nb) round key elements must be

pre-computed via forward key expansion algorithm and

saved in case of the reverse key expansion. The

additional (Nk-Nb) round key element words are required.

(4). To derive the reverse key expansion from the forward
key expansion algorithm, the commutative and associative
properties of exclusive-or(XOR) gates is used.

From the above four facts, AES round key generator
for pipelined and 1 round per clock schemes can be
derived. Figure 3 and figure 4 represent the pipelined
forward/reverse key expansion operations, respectively.

Fig.3 Round Key expansion and selection
schemes for 128-bit AES cipher
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Fig. 4 Reverse round key expansion and
selection schemes for 128-bit key AES
decipher

The EXP_128_E module
generation module for cipher mode with 128-bit key

represents round key
while EXP_128_D module represents inverse round key
generation module for decipher mode. The two modules
have a chain of XOR gates which can be speed-up using
parallel computation scheme. The critical paths for
various EXP_128_E and EXP_128_D versions are as
follows.

Critical path for EXP_128_E(normal version) = Subword + 5 xor
Critical path for EXP_128_E(speed-up version(l)) =
Subword +2 xor
Critical path for EXP_128_E(speed-up version(Il))=
Subword + xor
Critical path for EXP_128_D{normal evrsion) = Subword +2 xor
Critical path for EXP_128_D(speed-up version) = Subword + xor

RotWord has zero delay via hardwired connection.

Like the 128-bit key cipher system, forward and
inverse key expansion schemes for 192 and 256-bit AES
system can be derived. The forward and reverse round
key generation and selection scheme for 192-bit(Nk=6)
and 256-bit(Nk=8) pipelined AES algorithm are shown in
figure 5 , figure 6, figure 7, and figure 8, respectively.
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Fig. 5 Round key expansion and selection
schemes for 192-bit cipher
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Fig. 6 Reverse round key expansion and selection

schemes for 192-bit decipher

e

-l

[ C

[

i || remny

T 3% 03 H
[wswsrfwal )

Fig. 7 Round Key expansion and selection
schemes for 256-bit key cipher
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Fig. 8 Reverse round key expansion and selection
schemes for 256-bit key decipher

Because the round key element w[i] depends on
previous round key wl[i-Nk], previous Nk round key
elements are used as state information to generate the
current Nk-word round state information. Because round
key size is fixed to be 128-bit, irrespective of external
key size Nk, the left-most 4 words of current state
information are used as current round key RK[i]. In the
right-most (Nk- Nb) words of

current state information are valid round key elements of

forward key expansion,

next round and must be bypassed to the left most (Nk -
Nb) words of next state information. But in the reverse
key expansion, left-most (Nk-Nb) words of current state
variable must be bypassed to the right-most (Nk-Nb)
words of next state information. In the 192-bit key
system, three types of key expansion cells are iteratively
used while two types of cells are used in the 256-bit
system. And like 128-bit AES key algorithm, speed-up
version of the key expansion module is possible. But
Because XOR chain must be used as input data of
RotWord in EXP_192_E_2 cell, Speed-up version (II)
technique of EXP_128_E cell can’t be applied to
EXP_192 E 2 cell. Because decipher generates the
round keys in the reverse order, the EXP_192_D_1 cell
implements inverse operation of EXP_192_E_3 cell. From
the operational analysis of forward and reverse key
expansion for three keys, we developed two modular key
expansion modules, Key_Exp_M and Key_Exp_S shown
as figure 9 and figure 10 to apply both AES cipher and
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decipher algorithm with three key lengths. The
Key_Exp_M and Key_Exp_S have hardware logic which
implement the cipher and decipher operation on the same
hardware. Because speed-up technique applicable to
EXP_192_E 2 cell is limited to speed-up version (I),
speed-up version of Key_Exp_M is based on the scheme
of EXP_128_E speed-up version (I).  The fig.I1
represents the 256-bit key AES hardware which
EXP_256_E_1 and EXP_256_D_1 module are merged. In
wi_j notation, wi and wj represent round module element
for cipher and decipher operation, respectively. Except for
combination of Key_Exp_192_E2 and Key_Exp_192_D_2,
all cell combinations have order that Key Exp M is
followed by Key_Exp_S module.
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Fig. 9 Kev_Exp_M module
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Fig. 11 EXP_256_ED_1 module
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IV. Round Key Generator for non-Pipelined
AES Processor
For non-pipelined AES processor[6], rtound key
generator with iterative structure must be required as
shown in figure 12. The round key generator consists of
256-bit cipher key register, 256-bit dec_start_key register,
and key scheduler.
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Fig. 12. AES processor with non-pipelined roiund
key generator

The 128-bit or- 192-bit stored with

left-justified format in the 256-bit cipher key register. The

keys are

key scheduler of non-pipelined round shown in figure 13
key generator consists of one Key Exp M, two
key_Exp_S, multiplexer, and 256-bit round key register

and can be easily derived from the operation of pipelined

round key generator.
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Fig. 13. Key scheduler of non-pipelined round
kev generator



AES o5 Z2MAE 2Estd FEE 7] 447

Table 1 Critical path of key expansion module, Key_Exp_M and Key_Exp_S, and round datapath

cell type Critical Path
Key ExP M Normal Subword+3 - XOR+ 2 - MUX
yExE Speed-Up Subword+XOR+ 2 - MUX
Key_Exp_S Normal 2 - XOR+ MUX
{Key_Exp_S: Master : Key_Exp_S . .
Key Exp M) Siave : Key Exp.M Subword+3 - XOR+ 3 - MUX
ADD_RK+MixColumT+ 2 - MUX + Byte_Sub_T
o =~ xor + {6 - xor + mux + and_gate }+ 2 - MUX + S_BOX
Round non-pipelined ~ 73 - XOR + 2-XOR + S Box
Datapath AES (MixColumn_T = 6 - XOR + MUX + and_gate, in our design)
(and_gate = 03 - XOR)
o Key Exp_S + Key EXP_M + MUX + 2 - Mux_Array
Round-key oo Déf(e"”sed_ ~Subword + 3+ XOR + 6 - MUX
generator Key_ ExD_ M}‘ ~ S_Box + 6-MUX+ 3 - XOR
y-EXD (SubWord~ Byte_Sub_T =S_Box)

The first round key (F_RK) is derived from cipher key
register or pre-computed dec_start_key register. The
round key register (RK_R) fills the role of storing state
information and left-most 4 words are used as round key
generator. The RC_gen module generates 8-bit RC[i] and
has LFSR(linear feedback shift register) structure. Though
in figure 13 two key_Exp_S modules can be reduced to
single module, we used two modules to eliminate the

complex wiring problem.

V. Performance evaluation

To analyze the architectural characteristics of the
proposed on-the-fly round key generator, the critical paths
of round datapath, key expansion cell, and non-pipelined
round key generator are compared in table 1. But wiring
delay and loading effect are eliminated to simplify the
comparison. Though key scheduler of figure 13 consists
of 3 key expansion cells, critical path consists of
Key_Exp_S(1), Key_Exp_M module and a few number
of multiplexer, for two combinations, such as
{Key_Exp_M: Key Exp_S(2)} and {Key_Exp_S(I):
Key_Exp_MJare mutually exclusive in the operation.
Because the delay of XOR gate is comparable to or
larger than 2-to-1 MUX delay in the normal standard cell
library, the critical path of AES processor lies in the

round datapath. Therefore, it can be appraised that the
high rate AES processor can be implemented using
on-the-fly round key generator based on the proposed
round key generation scheme. The hardware design of
non-pipelined AES key scheduler was done using Verilog
HDL and synthesis was done using Synopsys Design
Compiler and 0.25um 2.5 volt standard cell library[7].
The synthesis results of non-pipelined AES round key
generator are shown in table 2.

Table 2. Electrical characteristics for non-pipelined
AES key scheduler

Critical path delay of

round key generator 7.8ns
supporting N
key length 128, 192, 256-bit

scheme of round key On-the-fly pre-computation

generation

Gate counts of round key 17700
generator
Technology 0.25um 2.5volt CMOS

VI. Conclusions

In this paper, modular and area-and-time efficient
on-the-fly round key generator which can be applied to
pipelined and non-pipelined AES processor is described.
Because round key generator has smaller delay than

1087



IAYYREN A ETA 49D ASE

round datapath of AES processor, the round key generator
is not bottleneck to slow down AES processor with
support of multiple keys and multiple operation modes.
The round key generator developed to be applied to
non-pipelined AES processor consists of about 17,700
gates under 0.25m 2.5 volt CMOS standard cell library
and has about 7.8ns delay time. Therefore, it is appraised
that the proposed round key generator and key_expansion
modules can be efficiently applied to the round key
generator of the pipelined and non-pipelined AES

processor.
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