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Password-Based Authenticated Tripartite Key Exchange Protocol

SangGon Lee*, HoondJae Leeﬂ, JongWook Parkm, JangHong Yoon ™

ABSTRACT

A password-based authenticated tripartite key exchange protocol based on A. Joux’s protocol was
proposed. By using encryption scheme with shared password, we can resolve man-in-the-middle attack
and lack of authentication problems. We also suggested a scheme to avoid the offline dictionary attack
to which symmetric encryption schemes are vulnerable. The proposed protocol does not require a trusted
party which is required in certificate or identity based authentication schemes. Therefore in a ad hoc
network which is difficult to install network infrastructure, the proposed protocol would be very useful.
The proposed protocol is more efficient in computation aspect than any existing password-based
authenticated tripartite key exchange protocols. When it is used as a base line protocol of tree based
group key exchange protocol, the computational weak points of the proposed protocol are compensated.
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A Kq — (al) — 111723
B: Ky=(ay)" = g™
C: Ko=(0oy)™ = g5
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2.X€ C o g(X)=003 (X,Y) € E,% YV
7t EARF

3Xve T & g(X/)=00]2 (X, Y) € Fyy
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Hy=r.HE AT}
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Gy (B2 Hy) 9} Gr (3& H)E 94 g1,
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ry € GF(p) g(X')is a quadratic residue,
G, «rG X, <X
(X,Y) G, G« (X,,1)
" B 1y €x GF(p)
A2) Xy <D, xlvs) P
” , 2 BH 8 Gy« 1,G
Xpe X (X Y) <G,
G, «(X,.Y,) N
Ul @Dl « b, 0xcle)
X“y <D, (Xc|ye) Xee X
X, « X : _—
c € G (X, Y0)
Ge « (X, 10) K =e(G,,G.)"
K =e(G,.G,)" i
XN«V <—Dh(X_41|y_4)
! ; : Each party computes these
g(lX) 'S‘a quadratic residue. before the protocol runs
XX . P, =H,(4,B,C, pw)
G.—l (_()(:DYA) PB =H2(A,B,C,PW)
1. €, GF(p) F.=Hy(4,B,C,pw)
Ge «1.G
(Xc.Yo) < Ge
Xy < b, (e
Xy <X
Gy (X3, Yp)
= e(GA,G,;)'C
7 1. Mokt A S Tl Q1FE 3%} 7] nE T2 MEiE EISM0| untwisted EFRISM E, Y o,

A:Ky=e (G‘g, G'C)r-‘ =e(G Q)T Bo
Ki=e (H;g, H'c)“ = (H H)"7°
B: Kz=¢(Gy, Go) = e(G.Gy* X
= (L Ho Y = (B HY
O o= (GinGu = GOV &
Ko=e(Hy, Hy)<=¢ (H H)""e
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1) €23 A4 7) A (known session key security)

T2 Hadversary)7} o149 A 71& Loduiz

T @A 3 F ZT2EZY AA JIE d& 5
olof gtk MA 718 Follle AL, A& E9
P,aP,bP,cP253E K,=e(bP,cPYE F3l= A
<, BDHPE ¥+ A FYsith. 28 A4 viot
o2 99 IS JdYsng o|Fde MM 7125H
Ao A 718 & 5 ot gdefx] B ZEEZS
ezl AH 7] kA g ATt

2) g QFA A (forward secrecy)

|&

2EZ FAga @ A ol4el F7) A4 7]
(long-term key)7} =2 H 2 o8 A4 79
ALAe A% vAA Lolol Bt FAXS} 9
292 puE AT AR, ojHe} BY A4
A HEG QAR Gy (=14G), Gol=15G), 183

Go(=1.G)2RE HA 7 SK=e(G G =

T3l A2 BDHPE ¥ 23 $dsich metA
AgdH Z2EZA A4 7]= BDHPY o 20
712380 YoBR A AR HE H2YETt e
Z Hog=E o] MM Jle =EFHA gornz
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AYG Ay Az

i

M

3) EelAA @ 7] TH E7HI(No unknown key-
share)

WA A7} 7RA B9} 718 F
Zosty 718 358 5 lod

C’t AE 2EF
< YRR ge 7] FF F4E 3etn v

FAA AR -ﬁ]"}o}&] oMol AMA wjAlA
Ep(Xsllys) 8 Z2ES 2oz B} ColA B
o1 71QEA AR B, CERE B (X ys)
Ep.(Xclye)E A2 R 2
37l EU/bseith 2dEz AgdE =
% eE 23] o= 7] F5 B

& qle

L

AW ol

i

}m i

o

)

o

e
THE3)

-'\1HU

4) 71 Ao} 714 (No key control)

ZREFE ZAR FAA EF Az} £
Z7} vlg] Aed gholy °1]’:T§z_" T e oz A
A 7E AAsles 2o 4 glojor g Xﬂ‘&ﬂ
Z2EZY AH JE SK=e(G G)C
SK=e(H H)"" 2 FdAug B3 3o}
A 9 (ra, g EL re) o 8td AA 7174 &
Hoz AoHR gowmg ] o] BEIHS
3o}

5 71 23 9% B

sonate)

okl
h)

(‘

St

e e e

11

].

Of

2

7Hd(No key-compromise imper-

ZREF 3 FAx A9 ] /i) 718 € R
2x FA27F o2 ZAoate] giste oA Az 9
Z & & glojof At H A9 Jwk % 7] wg
ZR2EZL oA A o=l AA IS
3la JAFS $she] A 39 43 7S 51 gon
2 2EHoR v g g FHdsith walA A
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P i no. of pairing, SM : no. of scalar multiplication over
elliptic curve, QR : no. of quadratic residue, E : no. of
exponentiation, Round :no. of rounds, Pass:no. of
message passes, Msg Length ! message length.
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