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Abstract

In this paper proposed automated attack reaction tool based on IPv6. Currently, much
researches are performing focused on application program and standardization for IPv6.
But, It is not enough for future IPv6 security. The proposed method detect attacks on
IPv6 and conventional IPv4, therefore it is possible to protect personal information using
automated reaction method. Usually, IDS just perform detection, therefore damages may
be repeated. However, this paper considered the problems described above, and suggested
solution for this problems. The proposed algorithm suggested in this paper is simulated on
IPv6 network based on Linux. As a simulation result, it is proved that proposed algorithm
can detect attacks efficiently.
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Fig. 1. Network based intrusion detection
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Fig. 2. Architecture of automatic attack reaction system
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Packetcapture(): // (save to ipvBsavel( })
Detectmodule();

if (ipvBsave( ) is DAD_NA)
{

Preventionmodule(na):
Save to logfile (na.txt)
)

if(ipvBsavel( ) is EXT)
{
Preventionmodule(ext):
Save to logfile (ext.txt)
}

if(ipv6savel( ) is TCP_SYN)
{
Preventionmodule(tcpsyn):
Save to logfile (tcp-syn.txt)
}

if (ipvBsave( ) is UDP_flood)
{

Preventiondoduie{udpflood):
Save to logfile (udp-flood.txt)
)

if(ipvBsave( ) is Ping):
{
Preventionmodule(ping0:
Save to logfile (icmp-flood.txt)
}
} end of DetectModule
Return to Packetcapture():
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Fig. 8. Detection moudule algorithm
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