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Abstract

Ubiquitous Sensor Network(USN) is the very core of a technology for the Ubiquitous

environments. There is the weakness from various security attacks such that tapping of
sensor informations, flowing of abnormal packets, data modification and Denial of
Service(DoS) etc. And it's required counterplan with them. Especially, it’s restricted by
the capacity of battery and computing. By reasons of theses, positively, USN security
technology needs the lightweighted design for the low electric energy and the minimum
computing. In this paper, we propose lightweight USN mutual authentication methology
based on trust model to solve above problems. The proposed authentication model can
minimize the measure of computing because it authenticates the sensor nodes based on
trust information represented by subjective logic model. So it can economize battery
consumption and resultingly increse the lifetime of sensor nodes.
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o520 YEA 8732 T4H wireless network)dl
g B4 2 BFo| Zukdog Fusw Utk 53, A2
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An AL o AFE A2"S § - Yo 5 4
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A2 48 sk 94 716 shie IRE
2 A YEYA(Ubiquitous Sensor Network:USN)elth
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el (topology) 7t 3] 7hidelt}”, YK, FAEHE A=
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Ex} 22 AlAElo] AE} 53] wiele] 4% £ AR
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ojzto} USN 71&& 7W7He Aol 3] - 2l2 o2 e
AR 7)&oln old] tiY 2F¢ AFE FE USN A
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55 dolE ¢-¥z % Aux AR FF 5% 22 o
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98 Bt J1ee A AY 2 L i dMdE x5
T &90lN Al AA} vteA] Pesi

ol tisle], B =Bojde AL2d(trust model)ol
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AXEe Ht S fASK] AsiM wRA
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A4 (integrity), 244 (freshness), 234 5o B3 &
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USNe| Hgt 71&d 93] 94 Ate 753
SPINS(Security Protocols for Sensor Networks)(4],
LEAP(Locali_zed Encryption and Authentication
Protocol) (7], Deng(8) 59 ¥/} 3ich.

2.2.1 SPINS (4)

SPINS Z2&3F2 SNEP(Secure Network Encryption
Protocol) NTESLA(The “Micro™ version of the Timed
Efficient Stream Loss-tolerant Authentication)® 74
e} ‘

SNEPL dlo|Ee] 71'd4a) x= 4371 oy A%
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LEAPE @978 AMdle 722c U% =52 7
AR e AN kA 7] Bl Fx AV Bk
& BAIE Adsl] Al Ar=H A

LEAPE= 4719 4% 719 7] 4% Z2EZ2 FAHE
o 4&7|e wolaAHolA(Base Station:BS)¥ 243}
= 7171, Bl EAldke BE w59 FHshe W], A
M AE7te] 268k Pairwise 7] 2 S8 2ElE 74
Bhe ol xE 45l FHdhe Se4H 712 FgEct
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sl & £ Sl AEE Add. ST AL "ol
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FHIole ol NERdS F2 ARIA, P2P(Peer
to Peer) % 59 Rt BAl NS 98l Ao gt
(9,10,11,12]). HIele HHI1FHE2 2 MANET(Mobile
Ad-Hoc Network) #ote] Bl 298] oo} ALo] 4]
=H 1 o} (9,13,14,15).

xE Alole] AEHAE B HHe =T Aol
AETE Bk A% 7 ko] AL RE FHF o} 5
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(Demster-Safer}®] &E=29(16), HA|=2](fuzzy logic)
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Josang®] ATE(17)eMe B4 AA didEe] 2Lz
2o A=g FoEd 7Wg Loz FHI] 9
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TF Ao gigt A% Wyo} Aose] Ut

. Josange] 2182

o] AollMe Josang® ATl At Fegll 7]
Higt Aerds A48 USNY 74 == 433le] A&
RS B AP PPS 2P

31 AIBEA

A 8A (trust relation)= MA 337e] 483 REE
Agstn fAshe ddgE vehiin #AE A 333
A4 A= vehlle A8aE 2ta 35z A8HA
£ A4l 8(direct trust)@ A E(indirect trust) &
AZ Fejdrt.
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2 F JARM T Aeje] AEHAR FHojEn AP
xE A3z A w=xo AEFEE delsh "ok
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ASAEE 2 MEE Y A43he BAE .
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(a)

(b)
a7l 1. A3
Fig. 1. Trust relation
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4 kT zo iy AEAFE(T))e (4] 1)7 Zo|
AoEH17). a71M, B(x)e =& zo thg Y& (belief)
9 A%, §(%)e x= xof g FAl(disbelie))S] FE, 1
()e = zd B2 (uncertainty)?] F=F I
aglm zb 838 FARAEe] B (1Y 2)9 2t
aglm AR FA kel /PEAQ ¢ 0.07 1.0 Alo]
o ZAs Fdad m5el FB(T)+8(z)+p(z)E 1
o] oH17).

o(T) ={B(Z),5(z) 1(z)}

@ (x)

D

3 2, Agdse] 7Y
Fig. 2. Configuration of trust
information

3.2.1 ZE &37ie| Ay N8FEe| HY

(28 1(a))% Zo] JHY o] x= A€ Bl gt A
SFEE (4 2)% Zo] FHIY. (4 2)9M B(AB)E
== A9 == B dig 29 Fx, (AB)E == A%
== Bl i@ B4le] = 221 p(AB)E k5 A8 x
= Bell tig B89 =S RHYH.

m(AB)_—_{B(AB)’ﬁ(AB)'u(AB)} ............................ (2)

Hnetwork) S Fg8he Zt =59 A A184R]
Ake BN AF WIE(S:Success) B AW H=(F:Fail)
g 2AZ 3l (4 3)3 Zo] B(A'B)= == BY B4
43 88, §(A:B)= == BY %4 45 &, wA'B)e
BoAE B 2ol MYt BE ¥52 FHYL o
714 8§ Fe FAAEY Ao ojFod Afuitt 14 S7}
o, F 3% v ZAAQ Falo] o7 Zeei} 14 &
7t

§ F a
W A StHa
................... . e (3)

Ag o], == A9} JHF == Be] BN AFNE(S)
7} 8ol1, ASHI=(F)7l 6oln BEE B Bale] Ay
(@7t 24 7A$ BAB)E 0.5, 8(A:B)& 0.375 1
(A:B)E 0.1252 Alitdr) ARHoE x& Ax == B
o thgt LR (w(A:B)Z {0.5, 0.375, 0.125}9] #&
A =Ho == A¥ Bel sl B9 Az 50%, £
AEE 37.5% 221 2849 FES 12.5%2 BHEIY.

3.2.2 ASATE S3 21 AL FH

A8A3(trust recommendation)s 2 & o4 Wold
woo gg ASFRE A o|ex=g Fald U4 k=
o g NEARS W} AARE ASshe 1Y A8
Alelct.
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A4dne e8] ZF(trust combination) 2
3l BHECH(17). 2Eln, (2¥ 3)# o] =E A, B,
Coll thal w(A:B), 0(B:C)7F AFse] gH =& AE
5C Col tig AEHRE = By AEAnE F3ld F
Zeth A8dxne (3 49 Zo] A, (4] 4)= o
Al w(C,A:B)=0(A:B)@u(B:C)2 EHELH1T). (& 4)
oA BEe FE(B(C.AB)), B A=B(C.AB), &
o] HEM(C,AB))E (4] 5)s} o] A,

©{a:8) @{B:C)
A —~(B) €D

@ CAB)

08 3. A8AD
Fig. 3. Trust recommendation

0(C,A:B) ={B(C,A:B),8(C,A:B) B(C,A:B)} weereeee (4)

B(C,A:B)= B(A: B)e B(B:C)
5(C,A:B)= B(A: B)e5(B:C)
#(C,A:B)=5(A: B)+ u(A:B)+ B(A: Byeu(B:C) """ (5)

(28 )9 2ol x5 A%} 2F oldel Adlel YA
wT Col W A8PNE APP oY offwr X=
(@1, T, oo, T ) B2 B ADDS ASe] ARY A2
wEo AEAR A IRl BolE A4HNE X
sl g8 (A 6 o el ol ez

(consensus combination)elgka AL},

o(C,A: X):(iAC,A: xi)ln,ié(C,A: x,-)ln,iu(C,A: ) n)
=1 e T

08 4. o k2o A48T
Fig. 4. Trust recommendation for
multiple nodes
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o] =R ARleks AFWE 7€ ANTFAEL vF
W 2] vjgke] CITRIS(Center for Information Technology
Research in the Interest of Society)olA Atz v}
Er]2E(Smart-Dust)®] 4% (sensor network) =4
(4,5)% (39 5)%°] H43}

(¥ 5)elM ANESE BSE 422 1§ U9z 0F
Y(grouping)3tn, & »=TEL aFUe] BSE FHo=
“w==:BS, ‘BS:xE, 'BS:IEUY EE xT'E9 54
a2lm, a8 4379 "BS:BSE B8 BN WL A
ki

B39 4L ¥ AAHe] AF ¢ ¢ B2 25U
T4 =cEfe] B4 #isS sdched 8% FE
& A9 B3 2o AMsce vre] 22E W3R
st & 8 H|EFe] nlo|azX2gNE Adeld A3
o2 B $£3 9 AR AFY(10 MIPS~50 MIPS)
< Ad 20lE MM (smart sensor)ol® "Mote 8= &
2etH4).

(zd B)lde 249 B 258 Fefdkt 1812 BS1
& FAoE w9 ARE( (N, N2, B3, -0y Tam ) )E
2 PAER 2525 BS2E ez e AxMxx=
(a1, o, Mg, ..., My, } )2 FAFCEL

ojg} o] A IFL U9 Y AMxx=
({na, ng, na, ..., g1 )2 F4Y}. M2 g 2§l
a4E AMxEe FRe e dde] He AMxsit &
&9 aF9| BSE B39 #elgd

A=) A8HA ] Ao 2 agule BSY k=
A3 (4] 2), (4 3 AL BAZ 4R8I QF
o g&3td T3 02 a0 4259 rcoo] AL
€ (4 4), (4 )¢ 3L #A= Foghd




242 & AFEFREE HGE(2005. 7))

. QT @

I8 5. USNe| 74
Fig. 5. Configuration of USN

42 M8FE9 e

USNE 48k BS 3 AMxsEe QAT ol2xt
B M43 R 3 B3] 8 (28 6)3 Lo A8H
B glojeuo]l g el LR uoEuo] 2=
AHE =9 AFxidentifier) & FAE Beldhe k=
ID, 94¥ °]% x=EN={NI1N2,.. Nn}o 41838,
54 Ag/A99) vixsE Jehlle SS9 F gt 28ia A
A7 expire time)S TRt 53], USN 74 x=&
E E¥2 0% 54 ¢ ol & o P =59 Wl A
oz 47He dFxze) A4HR FHL upst glof
A7 A}, ool WiF g wHktez A8 HolEuo|
2o AFAZFE Fo] AFHE =9 AGAHE] Holeju]
olzo] 718x|0] YHARIe] AdFel Y] EARF
g IWIF ¥ g4 w=ot AAENS AS ATen Bl
¥ ALHRE AFds] g8 AgEnt

Al
D AgHe & HIEARZE
s | F
N 8.5,
N, 8,5,

O3 6. AS™ICo|EHo |~
Fig. 6. Trust information database

43 2878k &350l

o] AollMe A 3 FollA AAE VERALE ARl
(29 5)¢t #o] 74€ USNellA AXx==E3t BS Ale]
o] ZA%sid 43A% WS A

Akshs A42d 7N 4301F HFL BS =27 &
59 AMx=ge FRE Stk AN W AYR
o] e 7] AFHMe] Y LwE Fol7] A I
3ol 7led 8RS A8l AMx=s BS 4%
e d5Fge TP

ol

Ak AA4Q AFHFL (2d N 2 (2
TyelM == EE(Registration) 2 NE2d 7]¥t 439
o TP A AX BT AT A=} Yol
F7HE AU, BS =Ed 555 U] F 2L A
EEd diale] BS & AXx= 433 ¢kEEA dae
A7) 7149 olAEl7] (master key) V5& F3lo] HH
kAL BMsin A8AR 278 HPL S o
H & Bl BE AMeEEe At 5 27l mtxH
7] A5S B 7] B RS HHF £ Sk

SR
(Registration)

ABRnUATIB S=OlE
{(authentication)

O3] 7. Mgt MEelE
Fig. 7. Mutual authentication based on trust model
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o] HeMe MZE M=t Bl FdsAY 71
A=l Frrt BSS AEHE Hojewoj2d] Exja}
A ¥E 75 AFHY S AT

SEFHFM e A x=d tid Bt ¢k S Hra)
7} $8 27195 (39 8)3 o] I} UUF
e s} BS Aoje] 435 Q15S A8 dAvE
7Me® she nkAEYE A4t 28a spaETE A
Aol AsH Euleo] AFEHASE 7@t

(28 8)9llA At AMx==st Boll FIHA] A x=e
Aol EZ4] A der] 8 UA w=ot 49 B
a5 BSelA AAMwxcs ZRde AEzKID,)% ¥
‘hello'ghe HAIRIE Al Agstn Mo WP
(R,)& A3t

o] AYWE BSt 9ZHAYE a7k AMxEs o
Ao tidle] Hob SWe)A kA wmEerlE 2™l
25 Ao WPF(R,)E APt AE AIFE AN
xegt BS Alojo)l ARdel] AAE diF7] 7we] nprg)
(MK;j)2 343343 AFMAA(Eyk, (R,) )& AM=E
oA A&t BS =52 Y 4Estd 9F5WAAE £
A A== BS7E A5 AFHAANE B53
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(Dyx, (Euxe, (R, )81 BS7H B 4o 12 dsled
R,Z Wdskn R, 9 ANwcold 44€ R, < BSe} AX
wE Aol 439 sleBrlz daskEyy (R, R,))s
T BSoIA A%t -

ANxEE 2 gEse R, R, & 548 BsE A
o) opiEi)(MK;)E AHgslel Basielel R% R, %
Zaln A2A% A=t 39 Ry ol "R, +1"¢]
19 ANx=9 BS A% B9 718 Axda Bg
tod Ao tele] QZa) " 122l3 9] BSE
el 35AZS g8l AMxcst A4e R, o 1
€ Hald R.& AR GEIHE,, (R.))d] AA
w=d) A4tk ANxEE BF $498 By (R.)
g %333 R 3 R, & A%3tn 4549 BS x=v)
B R.o] gho] “R,+1"9) gold AMx=9 BS k& 2
Az 59 718 Aygn Beele AHEE 94 BS
=] dale} AZ3A "ok oad =L 7] 9
Z RN oUR] AR P B4 EE Zoly] Y3l A
Hxer} A& 5SS AT AP gn] 520] g
g & ANxsSd] g A2 e A8vluel AUsiE 43
Q1% e Agd)

%‘,rﬂ

0

ol

[

Nl

E1 9305
Table 1. Authentication notation
s 2jo] Clin]
D, it AMz=(N,)2l 1D
ID, BS ==| ID
R, HAJ==2| 2HE2(nonce)
R, BS ==9] @E4(nonce)
i) a1l BSet 2 aEel i A
MK; tEAlole] ABOISS 93t DRAE| i
(Master Key) <
{mi oA chel
Eyk, (%) | oieepis Agsiol o & otest sicy,
Di, (z) | =18 A}%éiol m‘.}ériﬁl-'ﬂ )
my| | my 2He} BAIX|] My, My B TEs),

N, BS;

| UD, II' Hetlo™) |

| 1

{ Rus ] { RBH ]
Dy 1| Baax, (ReDY
Dyon, Bncx, (R
R =Ryl
D, || Bpex (R, R}
D, Eaax, (B BN
UD N Ban (R
Do (B (RY

a3 8. DIeE
Fig. 8. Early authentication

2719%& 5398 & BS ==€ 7R1IFY ARE 2
AZ 27] A8 (A 29 (4] 3)] A3 A &
th. Z7100%0] E3td AMxEoS=(0, F=00] Hnj *7|
ALAHHEE 0(BS:)=(0,0,1)"2 AT AMxce] F
Z 878 #Maccept) B}t 27IUF0] FTHERA ¥
Axeed W@ 7] A48k 0(BS:1)=(0.1.0% 4%
3 AMxse] 52 Q78 A¥(reject) $T}

2710138 B8 §F 34 Ee ARE 2FRF 2F
E AMxce] ALHRE ALYR doleHo]xd 7|EF
¥ 55 HXE F8P0h

Registration

19 mER WE AT(8 HAKI &
M, = (D, [ hella}

[T = T

R EESED
: 520, F=0

End Of Fegistration

I8 9. MMi-eo| EEUTZIE
Fig. 9. Redistration algorithm of sensor node
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4.3.2. NIlpt MBI

271580 B ANxSEe] delE AVD) B
Y7 Flete) slaB|E ANk AMEEe] A% Wi
o 9 342 20| A3 (2 10)3H Ro] AAE 4
B3] 28RS 722 AL Y

BS =8} 2& 250 448 A=A 2w}
A1d 2 (Data) & Aok WA WEaAY 2 A4
w7} 59 HNE BS wuol Adeld & A 9
sle] i W) AMx=(N)E BS koA Aplel A8z
(ID,)% %3€ B2(Data)Z F4E WNA(M)E BS

oA A3,

AreeghE WARE $U8 BS == A4, A
o} AL sogo] oM 18 AEAKID, )l A7
e AMxse) RN EAske 71e A &)
37 ¥ A5 & Ao 71eP TEAFE FUIT
_ AMx=e] U8RIt BSS AEFR wlojE Holzdf
EAE 73+ BSe WARE AEE A== g BF
e ASE THN] A3 AEFR dojEo) 2o £
B ALPRE Fsl APE YA (A:threshold)E 4
Asto] (B 2)9 2o AF3. (B 2)9] 2oz AFo]
e ¥ A3l S9 Fol @& a9 Axx=e Q)
TF (4 3T o] ASHE FE AN F AgHE
dHolE¥o] 28 784%.

B2 M8 5=
Table 2. Trust authentication condition

A2
dEEH
B 8 i
» CIES SiEsin MMieol HEE ML &
S9| PUE'S=S+ 12 Hasc)

oI5g AHesla diic=e| HEE [ABID F

» ol 208 F=F+1'2 ¥isict,

A Eest boola2 niaEp| AER SUEHE
oi50l 43=e MEE S48 F S9 e
‘S=S+1'2 HHAL|L, ¢iSo| AulsiH AHE
E PAIBKL F2l 2 F=F+ 12 Hasict

7 10, A7t AEQIE ey
Fig. 10. Mutual authentication algorithm based on trust
model )

(E 2)dl4 9AAE A5 USNY A ue §
Aoz MdAo] FesiA AAjit.

dlg £°], BS= 58] ks B 22 259 |
W AAEE(N)e] AR (BS:N))7H {0.53, 0.35,
0.12}2 FR= o] BS9 4841 dHolguojxd] Helsln
3, JARE 0.59€ 7133t oln), N7l BSoiA A
HNFBE A4 BSe (2% 10)3 o] N uig A
£99718 8% 25 2839 F=(B(BS: M)+ 0.53¢17]
2o el dAA(0.5)He} Ak 12ER BSE (R
28] 2ol Al wixE7] AFo] Yo gl A8
t =2 fusle] A83RE JJAlsa npAET] 95 f
o] 3 Ny} 443 ARE 41804 €}, six|9, e
AAZL 0.622 BAH] U0 BSE Nl 8%}
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