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Role based access control of healthcare information
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Abstract

The health care system revolutionized by the use of information and communication
technologies. Computer information processing and electronic communication technologies
play an increasingly important role in the area of health care. We propose a new role
based access control model for pervasive health care systems, which changed location,
time, environment information. Also our model can be solved the occurrence of an
reduction authority problem to pervasive health care system at emergency environment.
We propose a new role based'access control model for pervasive health care systems, which
combines role-to-role delegations, negative permission, context concept and dynamic
context aware access control. With out approach we aim to preserver the advantages of
RBAC and offer great flexibility and fine-grained access control in pervasive healthcare
information systems.
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Fig 1. New Role based access control model for mobile
healthcare system
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Fig 2. Role hierarchy for mobile healthcare system
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Table 1. Permission role assignment
role permission
CM(Clinical | BPD_RWM, DD_RWM, PHD_RWM, ID_RWM,
Manager) P_RWM
D(Doctor) BPD_R, DD_RWM, PHD_RWM, ID_R, P_.RWM
N(Nurse) BPD_R, DD_R, PHD_RWM, ID_R, PR
P(Patient) BPD R, DDR, PHD.R, IDR, PR

BPD: Basic Patient Data(7|=
DD: Diagnosis Data(ZIcHYH)
PHD: Patient Health Data(&x} 242t &5)
ID: Insurance Data(2#XH)

P: Prescription(x%3)

R: read(871) W: write(&7])

M: modify(=3&) D: deny(Fgh

3R )

B 2 sprofgt ggo| of

Table 2. For example permission-role assignment

PAR PATB
L {Permission fixed
(Permission regular role
) delegatable role
assignment) .
assignment)
RR Permissions FOBR Permissions
M BPD_RWM CM ID_RWM
DD_RWM, , '
D PHD_RWM o P_RWM
N PHD_RWM N’
BPD R,OD_R, PHD R ID.RPR
PATB PAD
(Permission temporal (Permission delegation role
delegatable role assigement) assignment)
TDBR Permissions DTR Permissions
M D1 P_RWM
ID_RWM
N
3 D1
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Table 3. permission role assignment of PM

role negative permission
PM BPD_RWM, DD_D, PHD_D

PAR PAFB
RR Permissions FDBR Permissions
PM BPD_RWM PM’ DD.D, PHD D
PATB PAD
TDBR Permissions DTR Permissions
D2 P_RWM
PM”
DDD
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Table 4. For example subject context information

assignment
Subject Place Time - : User Priority
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night_doctor Hel (19,9
day_nurse Hxi (9,19 High
night_nurse | Xzl (18,9) High
Tom s (9,19) okt

a2 ol A3 EsE 89 Hol 3122 day doctor
£ HdA 9ol 23 7A] Alolelgt Aade] Fixla Sl
W Z 7% 84 3RS Yu #$Xe] A FEE ¢
3 23 $3 e 59 92 & F . FAr 3EAR]
g o] Wgitid, sAle] ddd] FBsoiE #7t
Eo tAA FEE Fo 2A "oh 2 Tomol
day_nurseztn Fchd A olA 9AIRE 194] Alojel
H3A} Qo] gle] Y APE A 8 F US A9
ok 2 (F 4)dld Bl Ae el o] FARRIL &
% =0} glo] 7] W] AR HT Alo] FHd wa}

A Az Ao $AgeEZH Aol 7H 1L Sl day_nurse
o] dAge oulgo|dy Ho] Tome PHBA 9AFH 19
AR otERte] 18R, ASPE, A7 R g
g7l g /M & i (4)

olNg B HRE Falo] AMgxle] AP 8438 A
A Zoen o5 AR AzsloMe] AMgRlY F o AY
& A2A o7} Frssi).

3.3.2 AISR-AE #e Hot =7

AR 93 22 Ak 2 FA oFEe(SSD: Static
Separation of Duty)$t %3 ¢F¥2/(DSD: Dynamic
Separation of Duty)2 wdch BA o2ield 43 o
B2 F 7hel o] 43 wiEky olojo} Wk grza
o] g7l WEel & AMgANA F A olde] Yol Z
2 4 gith. 54 7R &3 48 AR} 533
o2 P v ol 5E AP gomz F A
olite] Al Hgsle AL 3go] U, T o] B4
3 He 2L A . " F o o3 4 8%
g 3 glou} § AAgel BAle) 843t 2 & ot

3.3.3 Hghdg st Mok =2

AP 7 Adzde 48 o3 H2Ao 2ds
mert (8) ol 712 ARG E FAll A43d A=
2e P-4 HAdx YyHez AHes A
A g ATz, YFR, FHA RS, FHAY
29l e FvlE 2P RdE 9ed] AR €9 A
o 24& v& g Adzdoz ALY Fe WY +
e BAlSS Hdaln A§ €] o/E 2Y + Ae
=dolt}, A% 2 A 2L o (F 5% 2o

B 5 At e ok =2
Table 5. permission assignment constraint
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Table 6. permission assignment constraint additions
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el A8, nRAcE A9 4 e 98,
JrF oz 998 ¢ gl gEe et

own d(r) : FDBR — 2DTR and A(fdbr1 fdbr2
FDBR, dtr € DTR) - (fdbr1 = fdbr2) A(
dir € own_d(fdbr1) A dtr € own_d(fdbr2)):
9o} oist=o| ZEHDTR)Ol DEXc2 s &

. QY= Y8 (FDBR)2 ofsk= &

rad(r) : TDBR — 2DTR: $i8 Sgse| HEHDTR)|
oAxoz st = e & HEH(TDBR)S ohd
Bz B

permissions_r(r) : RR — 2P, 3{7}59] T#ol by
ol HESE jZAT= B

permission_fb(r) : FDBR — 2P, &7|&<| Rl &
Hoz golE £ Ue JEUSS EATIE B

permissions_d(r) : DTR — 2P, &i715< &gl ¢
HEUSE ojEAFE B

permissions_t*(r) : TDBR — 2P: RAD2%FE A&l
e FriEo Aol rEoz 9ol = U= o
HES tfEApE B

permissions_f*(r) : FDBR — 2P: PAFB&t RADe} &
g & U s2ise| Yol HHoR o
Qg & U= AHEES ofEAFIE H(HEl AH
A uf 715)

permissions_r(r) = {p : P |13r < r-(r', p) €
PAR}

permissions_fo(r) = {p : P [3r < r- (', p) €
PAFB}

permissions_d(r) = {p : P | 3r =r-(7, p} €
PAD}

permission_t*(r) = {p : P |3r € DTR-(r", p) €
PADAr" € rad(r')} _

permissions_f*(r) = {p : P | (r, p) € PAFB} U {p
P | 3r « TDBR+p € permissions_t*(r')
Ar = own_tb(r")}

vdtr € DTR, 3fdbr € FDBR» (dir€ own_d(fdbr)
‘A(permissions_d(dtr)c
permission_f*(fdbr)): ZE| A8 2{glo] ks
uf FDBROY| 2fs 9ielel &= U= DTRol| #dE &
QI 52 PAFBQL RADOI 2lsiA o] dgol &
chEl HFHEoICh

Authorization Token(JAZFEZ : 9¥°] 7K &

87} ol 7hed sl7ieke AEd)

Authorization Token& 77//9] FE& o]FoiA glch
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Table 7. access control model compare
Model negative user-to-user { context partial role-to-role | temporal | permission-role
permission | delegation based delegation delegation | delegation constraint
A novel use of RBAC(6) o o X X X X X
A context-related access x o o x % X x
control (1)
An authorization model o o o x x x x
for e-Consent(2)
A flexible Delegation X o x o o o x
Model in RBAC(3)
Symmetric RBAC(8) X o X X X X o
proposed model o o o o] [¢] o o]
{p,obj, r, tinst, usage count, denied users, executors) Denied_Users(at) Auth_Tokens — 2U

pe 57}

objE 24|

re gy

tinsts Y QIARA

usage_counts AjZhe| £X}

denied_user= 7158 7|18 WX| g2 ABXIS 0|

executorse 7153l 3718 AIRSIZ{D 3= ARRX}

Auth_Tokens(2IE5E22| &3

AToken(t_inst) : T_INST — 2Auth_Toekns : =i
CIARIA(t inst)ollM 7hsSt S7IEE MMEIFe
olEE3o| Tt

PAuth_Token(at) : Auth_Tokens — P, QIEEZ&(at)
oM Jks8t SPIEE oA B

RAuth_Token(at) : Auth_Tokens — R, 7k58t IS
2 S8t HEES ojEAPE B

OAuth_Token(at) : Autho_Token — Obj, #So0| ¢l
S AMES TPl B

CountAuth_Token(at) : Auth_Tokens — N, 9IZER
(at)ollM AKBSID Qe 22gt2 TiZAIFIE &

Executors(at) : Auth_Tokens — 2U, AI2X}E0| o}
oz ALgt 7ts8l si7IEE uiEAIFs g

Enabled PR(r,obj) : R x Obj — 2P, X ARSH=
ogle| 715t SVIEE mjEAPIE B

PAuth_Token(at) 2l Ak2O| 22IE ABXIES of
APle &
Enabled_permission_user(r) : k58t 87} ARRA}
Vat € Auth_Tokens, Yu € Executors(at)
u € user_r(RAuth_Token(at)) Vv
ar € R : (RAuth_Token(at) = r) A u €
user_r(r)
Enabled_permission_role(r) : Q&S0 7ks3t 37}
Vr € R, Vp € PR(r), Vobj € ObP(p)
p € Enabled_PR(r, obj) =
3t € T, JateAToken(t_inst) :
p € PAuth_Token(at) A r €
RAuth_Token(at) A
obj € OAuth_Token(at) A
CountAuth_Token(at) # 0

3.4.2 A% HW FebEzie] M wA|
(Subject, Object, Authorization type, Operation,
Place, Time, Patient, System information, priority >

Subject - AFBXIE LSI0{ ZX|L} olAle} Zo| X1 Al
28 54

Object - AISAPL A%t XIS 2o

Authorization type - Type={-, +}, & £33l 3§
718 LES += SFE S7IE el
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Place - ARBXIZ} ol E4oiM xiglofl Chish Mg & U
=Xlof) CiEt B4 Al MY

Time - ARBXP} o= Alzlol| Xiloll M2 & = U&eA|
off st ARzt AEHE2 (begin, end) HERE X|
Y, (-o0,00) CIS2} Zo| LElgE uf &4 Asto|
7is8s LiEeld

Patient - FxP} S8 zlsiol siHL H2EID U=
ARBRHERD) Mg wdt

System information - AFBAIZ} Xjgol X5 A
Cist WEYT MeA CPUSE ol22) AR} 2
£ ANAH MB Alge ot

priority - 29 AMNRE HMBgoRM ABX} At
o £E WX & £ US '

o= =0
(FBoAL, R KT 7IE, +, Y7I/AT], TEAY, (-,
o), SIEHRE)

23 e FHE Az Y A] gokd, 89
e gt 2 AR 7150 digid A8 87
2] PP 243 AL F itk F, o] R s
AL wpL AN @9 AR 7)1EE Hazx) g
W o] AgoAke At AR 7159 g7l 2] ARE KA
2 gdn ks 2 ARE A3 I Bt =3
A8 At A&PL o WEYR W=x9 CPUY AHS:
o] Bow AgdAke ¢Vl 7] 71%E o /e givkn
AT 9l7] 15T B4} AN 2] N5 ® 9
o} a2y zuld A Flo] PR Al2ge Al AR
o5y W2 S5 A% 2o S59 43 A B &
A25%0E o '

EAZL 2T £ Qi b 3438 di@ e
S EA FolA ALgR AR FEo T S W &
FA5) e AE A & F UA=SE F F AUk

3.4.3 s g Motxzzdo FFH HA

DP H2tx '

q

Vssd ( N perms (srd) Ndp ) = @
d =1

CP Mtz

Y(r, cp) (counts(perms(r) Ncp) < 1)

PP |2tz

(i) Vrvpp(((tp € perms(r)) A (ao="AND")
pps < perms(r)) -

(i) Vrvpp(((tp € perms(r)) A (ao='OR"))
pps_pi < perms(r)) (1< i< w)

PASR m2tz=24
Vpasr ((pasr_ps € perms(pasr_r)) A (pasr_ps N
Uperms(cp_rk)) = @

35 ol ei7et mutl @HolMel WA FHof
A2gel HaMo RYel blm

(& De =Y U ol 32 A29e A P2
o 299 B4& eoRla B B7ET H @ Aoleh
2ol W Aol BB A2EE AR Ao mde o
A g2 Aol AR Azge) 34 slel Ad A
A o A8l 919), AE o A4 A9, B Al 7
59 BN ol £9 élY @3] 54 29
sl AR A A8 98 8% A 292 B
q¥ 9% A% neidd F o AL 759 de A
24012 ¢ 4 9o

IV. mHj2l BA FHlo] AlAEE Hxo]e of

2ulel da Ao Axele] HIAS 93 1P A4E
AL ol (¥ 4)9 o] & 5= St

02| 4 24l g Ao} HE AL Mo Heiise] of
Fig 4. For example role hierarchy of role based
access control for mobile healthcare information
system
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Table 8. For example permission-role assignment and
user-role assignment for mobile healthcare information

system
g o Permission
User . »\Role;‘ . Object Oparation
Usert | R1 | =258 P1 olZREE RWM
User2 | R2 | zi&8% P2 bl e 1] RWM
User3 | R3 | ge8d P3 H#P2He | RWM
P4 Tlekw RWM
P5 AUH RWM
Userd | R4 | wxiZert - pr——— M
P7 SFRHR RWM
P4 Fosesd RWM
Userb | RS | GiElReln} | PS5 B RWM
P6 baoNrardesLod RWM
P8 ZckxialHe RWM
User6 | R6 |xiE2tee
P9 SExEHE R
User7 | R7 |SXigzizdd| P8 Zckefye RWM
User8 | RS | &gxt [ P10 By RWM
Userd | R9 | ZBEx | P12 | 7IX8XE | RWM
P13 | Zcixzlge R
User10 | R10 | 2ke&=x P12 s RM
P14 | XssExe RWM
P21 TePyE RWM
User11|R11| Rz P18 Hicresne D
P20 Zichys D
P16 7|EEXEE R
P17 Zlckds R
User12 | R12 Ex} P11 BARiYHE R
P18 BHEg R
P19 U™ R

(R:7IW: &7 M $X)

X 9 2ol g Flo] Alagle] £o8t of
Table 9. For example sub role of mobile healthcare

system
PAFB
(Parn’u‘ssiozA?egular role - (Permission f|xed
assignment) delegﬁtable role
assignment)
RR Permissions FDBR Permissions
R1 P1 R1
R2 P2 R2'
R3 P3 R3’
R4 P4,P5,P7 R4’ P6
RS P4,P5 RS’ P6
R6 P8 R6’
R7 P8 R7’
R8 P10 R8’
R9 P12 R9’
R10 P12.P14 R10’ P13,P21
RN P15 R11 P20
R12 P16,P17 R12° P11,P18,P19
PATB PAD
(Permission temporal (Permission delegation role
delegatable role assigement) assignment)
TOBR Permissions OTR Permissions
R1" D1 P12
R2” P13
R3"” P20
R4
R5”
R6" P9
R7"
R8”’
R9"’
R10”
R11”
R12” D1

oM BAFE (R 77} 8)& Edlo] UserlREl Userl2
79} AMgARe ARE g% wgtth deu AMRRE B
TS 9 Oolokn Bl BE A& £ glE Ro| o)
(2% DN HeAFE vish o] Al ZAL VEelolo}
gt Agte] ggslsle} A & 4 gt

2 =B AR AMAl 98 B9 AY 217 A
98 I Aok 29 o (F 10), (B 13 2t}
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Table 10. For example user role assignment constraint of
mobile healthcare system

oy
HHol72|(SSD) ER= st Tz
ExiR22|(DSD) g2 S SIS

E 11 cHiQl gA 3o AlARI| Hst oigh it e} 749] o
Table 11. For example permission role assignment
constraint of mobile healthcare system

P Hes8 TR
AWM RWM
D_CP BRRZEE R BxRizds D
|.CP zche R FeRys D
DlLcP Hek® R Meye D |HemE R
DTR_CP ey R FERR D
BEARZEE R, | AH RWM, OR,
PP AND, 7|= #xpde TehYE R,
RWM xR R
PASR | S3xeys RWM | SIEMER

(B 1002 21 g2 Ao Alxkle] AMgal 98 49
Ak 29| 2 3 AEAtel ¥ A7 oAl M2 A
o2y A 24E€ /R Yot ole ¥ Azl
g7 @ Ageale] 982 & AR €9 8 4 ¢l
25 RoZrl =3 ¥ A7 3Yn ¢ Az gL
Mz 54 of¥eale] AY zAL 73 Qi) ol
Az e Gz ¢ A7 359 4L 3 Az
A &% B 5 Aot @ A Ao FAl AMSE
£ f8g BoF

(B 1102 =uil 8 Fjo] Alxkle] #3 A48 €2
At 289 A& RAFT F4EE 971 271 F3s
&7tk AR 97l 2] $3%] drle DP A=A
< 7B 3 A8l @9 =A] Rde}

D_CP A|%z:9] d2 Y47 F9Ak] 371 §x) d7%
AR HVE ols 9F Ex A 9d "ok oW 4
5 Rz Aq%e x4 AAF R F19 e R [l
o2 ol fgoz Qg FEo] Wyt €l ol
g @9 2FE FolaAl AT A o NS
AEA =] Gxsole] B4 AMgRle] Zelowia] BE
ZE 3l 3R FriRdde RRAA Frbt $AdE
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Table 12. For example context constraint

Autho S/stem
Subie | et | 1230 10RO | oy o irve| P2 |inform|priority
ct on f{ation nt ation
type
Yz | 8= + |RW |83 |(e, High/L High
ot |8 HE M| & | o) ow 9
=z i
el 2 ' R 38 | (18, High/L High
2t Hy o | 08) ow 9
ZIEkE oA
HX} 51_3 - R f fex}

o S0l ¥ Ageike $FHE AR U P 2
I $3ske A sa Aok 23y ZEd P Aol
B30 3% R 1Y Axd Fu) v e ) A
& $3A8 Huo Uid ¢yl A o 34 9 5 ¢
o SRR AL e Aole Falo] YEe pEE B
ofol7] mRo] Bah= Azt gl WA & I} malA
thedt B AR A} 20e FozA u IR i}
E SR 2407k A28 Hrs) Adaglo] Be oHE
A8 7oz A F2U) o|F0} AR gt E g
2 ¥ AR B3UL SFAUR K U 97 FAS
NEl RS} duglo] ¥ GARE ol 6AA| HE A}
SRplA 9 & 4 sk

eelA AAe A FRE 2AL AL 4 9
w1 3AE WA gk SN deReA
o gxe] Agkdnel oy ARE ¥ & 4 Y. o)
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APAE ¢y) Age A 72 zher)
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