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Abstract

This paper proposes a method to ensure security attacks caused by insertion of
malicious codes in a real-time control system that can be accessed through networks. The
proposed technique is for dynamically upgradable real-time software through networks and
based on a static program analysis technique to detect the malicious uses of memory
access statements. Validation results are shown using a remotely upgradable real-time
control system equipped with a modified compiler where the proposed security technique is
applied. ‘
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|<‘F::::,

b U x25\x00\x00\x0 0\ mcdlx 80\ x B9\ x42"

mov Sesp, Resp
mov $0x9, %ecx
mov FOxEEELELEE, Sebx
mov ¥Ox25, Seax
int $0x80
mov $edx,
sat

Sedbx

kill{-1,9) I

a8 1 i 2HEZS Ao of
Fig. 1 Buffer overflow attack example
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void (*funci();

func * {void (*))ekillcode(0];
func(};
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1 "\x2 S\ %00\ x00\x 00\ mc &\ x 8OV x8 xd3 " | g mov $0x25, $eax
: RY LT i int $0x80
- - . " } mow Sedx, $Sebx
main() tet
{

02| 2 HolE Hejolivel RE MY o
Fig. 2 Code execution from data area example
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Fig. 3 An intermediate representation using RTL

(2% 3)e ¥ 7N AMgshks 33 E¥, & RIL
9] o|& Bt W 9F AR} o Bole T2 C
dojz ANE ZzayPe] g¥oltt o TEIPL (1Y
DolM B9 wis eHERZS 34 3= dRoltt F ¥
A ARl e = RTLE AHEsle] 3 Fdoz ¥
g 3=tk F WA Rl RTL I=old MIXX)=E
EIE P XXl 94 de FA2E B3 vza] Il
olZojAthe ot olgjqt dlol FHWel glow vz
2] H20] o|FoRE o1, 2T o] $H gl
W vlza] ¢7] H2o| o|Roix Reloh. W LEX 4
o sie I=v & AAZEH(EIME 7MY HA2H
th) WEE sk vxe] HIol ojFoiRe FALE &
g ¥l dig AdAHA FAgen FHF Hielrt.
dE B9, A WA 2] R229 U4 F WA Yo o3
BAE ‘28 ¥AE-4 9o Y& e A o
gxde R WA Pod 2HE R219) @&, F, ‘29 X1
B -4 8& tg gl (28 ¥AE -4)+8'9} Flo] 2
7}, ol whdoz niX|7 o wma] 2ol dojut
= 247 FAgt) o] FAde killcode'Bhe AEE F
B9 Favt 247, or)N, wixlge] F2HE FAvt
289 A FAE yloju 20| ojFoxz UYL &
% gtk wed, vy A2 kS AdMe e
o] vime] HI2 AA 43 A TR gAY, o] =
2% A7 AP ANEHA F=F ok gt

olgj3l Whjoz B dAYdre dv RIL ¥Hog W
e T2 didle g8 2 siRele] WE-S A
3o} AA v2E] PZo| olFolRE F4AE Yoldrh T
2o wiMe olzd Wiez vRa HIY FLE
dopd & gl ASE Uk wehd, B dPoie =8

Wze H2o F45 BAE B8 W bed FaA% E
A kst 42 Ueth #48 59 2E Hrg i
Fa7t 8 7hsd FA2 99HR 3T FaE0 BF

THAQA H2 7Fed T2 wsooltt ¢y 2o
Polgtn ARt

4.3 J|=H 4% Uy

B =RAA Akke 7134 439 o9 Z2ad ¥
A 7Y 58 Aol 2AZ 44 & RTL 74 oA, 83
28 2713 @4, a2l 7154 43 2 RTL &4 <A
oz A,

AA, 55 Aol = 44 € RIL 74 2A-xe
B o 220 i@ 3§ Aol =S
$gstn BE 2239 Wo] 7EE RTL 7€
2 vipd}, RTL F8& o Aold Alg i
ol ol RN wvme] HIo] dofuhe=AE
& ¢ sl Fele] TRtk A WA DAN
Pt 8T F /A AL Z2aP uig &
PF 725 25 el gy ¥4 9 Y
W, a2a A9 99e 43 vy g R
% vkl Aok, &HE F2E gohke 53
2 c@Ee] £ AMese ol #A~E S
8 XE 2B (loop induction variable) &
melsly] SfEiMoltt. ol HA2EE sltehd,
THE Yol EAHoz LI vre] I
of W FAvt gl o3 48 Hake A
< A% § YA Bk



82

@8 AFEERES HmIEE(2005.

7)

int davalle).

-----.-........{u (B{3P-4] <= 1¥) }:
N YL

[ it (a(sp-4) > 9y |

Pl N R

:li!’\() Bit = t6 RIl = B{3P-4]
ive i, s WIIP-8] ¢BL2-H{IP-4] MSP-81=Re1
for (is0.i<i0:i44) {

it (i < 1) ¢ RE2=BIIP-$)
x = i; RI4=RL3
3 RIS2RIAr>E
else { RE16c data’
x ° - i BLYZM{IP- 4]
) MER2HR253=K27
datalx] % i BIP-4)2R{EP- 4141
)
) ‘
«{ @D )
@ b
M5 P-4): dasic loop induction vadabdle
{u (B{3P-4] <3 193] |
'y
| it @mesr-a1 >0 |
/—\E\\“
BIt * 10 RIL = H{SP-4]

B{IP-8]520-HU(3P-¢)

H{SP-$]A[IP-4]

4

4

R13=29-M[3IP-4]
R14=10-M(3P-4]
BI1S=(210-B{3P-4])>>2
Rifz data’
BL7=B(3P-4)

H{3P-4) 28 [IP-4]+1

ML Qata 't (20-MI52- 43 )>>2] =ML SP-43 ML ‘data IMISR- 471>>2FNLSP-

R12IM[SP-¢]
RE4eM(3IP-4}
BISSM[IP-4) >> &
1§ daca’
RLIH[IP-4)

HISP-4)*B{3P-4]1+1

L

©

T8 3 £8Fe] o ol Ee e B3R
Fig. 3 A case that does not need loop iteration tracking
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