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Abstract

The existing access control models have the demerits that do not provide the limit
function of using resources by time constraint, the restricted inheritance function aé a
superior role in role hierarchy, the delicate delegation policy and the limit function of
using resources by the location information about a user for the access control in
ubiquitous environment. This paper proposes an Extended-GTRBAC model is suited to the
access control in ubiquitous environment by applying to sub-role concept of GTRBAC model
that the application of resources can be restricted by the period and time and PBDM and
considering the location information about a user on temporal constraint. The proposal
model can restrict the inheritance of permission in role hierarchy by using sub-role,
provide the delicate delegation policy such as userto-user delegation, role to role
delegation, multi-level delegation, multi-step delegation, and apply diverse and delicate
access control policy which is suited the characteristic of ubiquitous environment by

considering the location information about a user on temporal constraint.
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Table 1. Sub-Role characteristics of Extended GT-RBAC Model
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Table 2. Using Symbol for Formal Definition

.upsl ot ALK, A MM, x| HE
PR | g
rFDPR A 7St DRl
rRl A5 Mgt gt
rFORI Slel 718t Al RISt g
rCC =% 38 o
rFDCC e it = 38 At
pPR DRogl giglE Ak
pFDPR el 7hstt asreitiol HiciE Ast
PRI ARLHE ofgloll SigiE A
pFDRI el Tistt A4 HiS Aol HYE WM
pCC =X BE ofioll YE AN
pFDCC Y 7kt =8 35 tioll HekE A
rTDR A H2 gt
pDTR il oidlol RIIE AE

At 24 P2 FPsHE e 2t

00 DBR = FDPR U FDRI U FDCC U TDR :
delegatable roles

OOR = PR URI UCC U DBR U DTR

00 (PR N DBR) U (RI N DBR) U (CC N DBR) =@

OO (PR N DTR) U (RI N DTR) U (CC N
DIR) = @

OO DBR N DTR = @

O30 (FDPR N TDR) U (FDRI N TDR) U
(FDCC N TDR) = @

OO0 URA € U x PR

0O PAPR € P x PR

0O PAFP < P x FDPR

OO PARI € P x RI

OO PAFR < P x FDRI

00 PACC € P x CC

00O PAFC < P x FDCC

00O PAD c P x DTR v

(00 PRA = PAPR U PAFP U PARI U PAFR U
PACC U PAFC U PAD

{001 RAD = TDR x DTR

00 user r(r) : PR — 2U : & 93 &3d€ A}
27 oA nH 9T igshe B
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& AP 4T 149 vjYste ¥
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2 25 Q8L 44 AT Qo) MY F5
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& 99 s af IS afgYel wiPshke
Ll

00 own _fdri(r) : FDRI — FDPR : 9% A3l

O ogd AY FsE A4S AR d48s 99 SR
24T vhgshe T '
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o 99 AR 23 T 9Le A9 bR
A4 A 4o vjgsle g5
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FDPR, fdri : FDRI, fdec : FDCC, tdr :
TDR + (u, rr) € URA A rr = own_dpr(r)
: FDPR — 2DTR and 3(fdprl, fdpr2 €
FDPR, dir € DTR) - (fdprl = fdpr2) A
(dtr € own_fdpr(fdprl) Adtr € own fdpr(fdpr2))
D 99 Fed 1R 9L Y dE digdte
&=

00 own_dri(r) : FDRI — 2DTR and 3(fdril,
fdri2 € FDRI, dtr € DTR) » (fdril # fdri2)
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DY PR A4 AT 4EE A9 9 W9
e @5
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3 AEE migshke
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[0 permissions_ri(r) : RI — 2P : A% IS 4
& AF A8 vjgshke

00 permissions_cc(r) : CC — 2P : AT YL
Z2 3% 4% vigske I

0O permissions_fdpr(r) : FDPR — 2P : A& 3
TS A9 7Fsd 3f G digske
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£ A9 7Hd 3% AT 98l wigsie #
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00O permissions fdce(r)
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(r', p) € PAD A 1’ € rad(r')}

p:P|l3r<r-

OO permissions_f(r) = {p : P | (r, p) € PAFP}

U :P | 3 € TDR *« p €
permissions_t(r') A r = own_td(r")} Vdtr
€ DTR, 3fdpor € FDPR -+ ((dtr €
own_dpr(fdpr)) U (dtr € own_dri(fdri)) U
(dtr € own_dcc(fdec))) A (permissions_d(dtr)
C permission_f(fdpr)) @ A" HAY ¥l
RADS} PAFP, PAFR, PAFCel 93 99 7V&

g dgEd g9E A9 b 2R (A 4
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2E r(d98), uAkA), p(AF), s(HD) € AR 35
t > 0, AR 9EE 843} she A 1o] Bt FAd
A 87dhe A4 o v dgd 2 9ulE 7R

1. assigned(p, rPR, t, 1) — can_be_acquired
({pPR, pRI, pCC, pFDPR, pFDRI, pFDCC,
pDTR}, {rPR, rRI, rCC , rFDPR, rFDRI,
rFDCC, rTDR}. t, 1)

2. assigned(u, rPR, t, 1) - can_activate(u, rPR,
t, 1)

3. can_ activate(u, rPR, t, 1) A can_be acquired
({oPR. pRI, pCC, pFDPR, pFDRI, pFDCC,
pDTR), {rPR, rRI, rCC, rFDPR. rFDRI,
rFDCC, rTDR}, t, 1} — can_acquire(u, {pPR,

pRI, pCC, pFDPR, pFDRI, pFDCC, pDTR}, t, 1)

4. active(u, rPR, s, t, ) A can_be_acquired
({pPR, pRI, pCC. pFDPR. pFDRI. pFDCC.
pDTR}, {rPR, rRI, 1CC, rFDPR, rFDRI,
rFDCC, rTDR}, t. 1) — acquires(u, {pPR,
pRI, pCC, pFDPR., pFDRI, pFDCC, pDTR},
s. t. 1)

z} e ojnle o) o)

-. assigned() @ ARSI EE= JBlol| A&l &t
-. can_be_acquired() @ 33t ES Jt5

. can_activate() : 9 B3l 75

-. can_acquire() : Hste| &S 75

. active() : Al Aol ojgto| ghast

. acquires() : Al AoilM B} &S
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ool (B9 1. 2, 31 muld 71§79 A * YRI of HEt A= HT} oY x el iy HsE XN

£ 9% ¥ GTRBAC 2o Uul dg AlZo) iz 3 SAS AP : Vp, (x =w,t y) A enabled(xPR,
oolx, (B9 4, 5, 6)2 I3 ARH 4F AF9) FHelo| t, 1) A can_be_acquired({pCC, pFDCC}, {yCC,
3, (Fe 7, 8 9)= 735 AR 9% Az Ao o]}, ., YFDCC}, t, 1) = can_be acquired(p, xPR, t, 1)

("9} 1} Unrestricted inheritance only hierarchy :
AlZH tof] gk ot AY yol Al AdAsh(x >t )
OlZ ALBAD| gl EA8l k= & 0] Hot
YoM Q7sle A of -8 AlSe ol
22 ofo}g FKEIc
+ yRI of sk & WDl o8 x E£E x Bo} A9 Q&
B XH=RIS AT 1 Vb, (x 2t y) A can be acquired
({pRI, pCC, pFDRI, pFDCC}, {yPR., yRI,
yCC, yFDPR, yFDRI, yFDCC}, t, 1) —
can_be_acquired(p, xPR, t, 1)

(He| 5) Weakly restricted activation hierarchy :
ARRE tof] S8t x7b 24t vol Alg) ABHx >ty)
Ol AP} HHE A2 Sl= F2 0| B
oF Mol Fste B4 o A48t A&
ChS 22 oojg 7imich
*VYu, (x >wt y) A enabledyPR, t, 1) A
can_activate(u, xPR, t, 1) — can_activate(u,
yPR, t, 1)

(B9l 6) Weakly restricted general inheritance

" VRIS st 4% WD g x 2ot 8ol AgE XY hierarchy @ AR} toll it x7} ot yo| 4
=S E 1 Vp, (x 2t y) A can be acquired 9 B(x 2wt y) OIT AIRAD} gl &
({pCC. pFDCC}. {yCC, yFDCC}, t, 1) — A8} sl= B4 0] 2ot MMolM sk &
can_be_acquired(p, xPR, t, 1) 29 of |A-HE ASR clgn 2 oulE

7xict,

(89| 2) Activation hierarchy : AR} toll 248 x7} o
o oyel A9 AE(x >t y) 0|1 AZXP} ot
i /ifz Z}Zj -/;If LE;:L_;%:?T EIJO;-I_':}i (&2} 7) Strongly restricted inheritance only hierarchy
;_C: A D AIZE ol HEt x7t gt yol MY HBH(x >st
y) Ol ARSAp| AHete g4e} ol Zixjol &
o Mol sk EAY o -9y A& o}
S0 L2 Yolg 7KIct

« VRI of AE A& #9| AY x E= x Hof Ag ofgt

2 XH=Ug 29 Vp, (x =5t y) A enabled
PR, t, 1) A enabledxPR, t 1) A
can_be_acquired({pRl, pCC, pFDRI, pFDCC},

cx2wty) =2 x 2wty A (x >wty)

‘Vu, (x >t y) A can_activate(u, xPR, t, 1) —
can_activate(u, yPR, t, 1)

(H9] 3) General inheritance hierarchy : Az} tof]
o5t x7t HY yo| Al A (x >t y) 0|2 A
St HEe o8 ste 2 1o 2ob XA
oM 75k H4Y o IA-SE AER o

ze o= ict {yRI, yCC, yFDRI, yFDCC}, t, 1) —
cx 2ty o &2ty Ak Sty) can_be_acquired(p, xPR, t. 1)
+ YRI o At M= M| A x 2o} 59 Adue x|y
(H9 4) Weakly restricted inheritance only hierarchy EQlg B9 1 Vp, (x 25t y) A enabled(yPR,
D AZE 1ol gt x7t odgt vol Al 2d8H(x >wit t, 1) A enabled(xPR, t, 1) A can_be_acquired
V) OIT AL} Agte 248t sie F2 lof £ (lpCC, pFDCC}, (yCC. yFDCC}, t, D —

o MEoIM 275k FAY of ot A of
23 22 ojo|g 7iic},
* YRI | st A% WO} o x EE x B}ty ofgt

can_be_acquired(p, xPR, t, 1)

(H9] 8) Strongly restricted activation hierarchy :

2 XYEAS TS vp, (x Zw,t y) A enabled AlZk toll 48 o} 48 yol Al9l oBH(x st
(xPR, t, 1) A can_be_acquired({pRI, pCC, y) 0D AIBAP| cisle BASl si= EA (0]
pFDRI, pFDCC}, {yRI. yCC. yFDRI, yFDCC}, Hot MollM 2Tste BAY m A-AE HS

t. 1) = can_be_acquired(p, xPR, t; 1) £ cj23l 22 on|E JHxg}
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sVu, (x »st y) A enabledxPR, t, 1) A
enabled(yPR, t, 1) A can_activate(u, xPR, t,
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