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Abstract Dissemination of XML data on the internet could breach the privacy of data providers
unless access to the disseminated XML data is carefully controlled. Recently, the methods using
encryption have been proposed for such access control. However, in these methods, the performance
of processing queries has not been addressed. A query processor cannot identify the contents of
encrypted XML data unless the data are decrypted. This limitation incurs overhead of decrypting the
parts of the XML data that would not contribute to the query result. In this paper, we propose the
notion of query-aware decryption for efficient processing of queries against encrypted XML data.
Query-aware decryption allows us to decrypt only those parts that would contribute to the query
result. For this purpose, we disseminate an encrypted XML index along with the encrypted XML data.
This index, when decrypted, informs us where the query results are located in the encrypted XML
data, thus preventing unnecessary decryption for other parts of the data. Since the size of this index
is much smaller than that of the encrypted XML data, the cost of decrypting this index is negligible
compared with that for unnecessary decryption of the data itself. The experimental results show that
our method improves the performance of query processing by up to 6 times compared with those of
existing methods. Finally, we formally prove that dissemination of the encrypted XML index does not
compromise security.
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Algorithm Query Aware Decryption

(3) aquery Q, (4) asetof keys K
Output: query results

Input: (1) the encrypted XML data, (2) the encrypted XML index,

1 Decrypt “Element Type” of the encrypted XML index using the set of keys K.
2 Decrypt “Occurrences” of only those entries
whose “Element Type” is the same as those of the query results.
3 Execute the query Q against the encrypted XML data.
31 Search the elements satisfying the query Q.
3.2 If an EncryptedData element is encountered, evaluate RelevantEncryption()
by checking prefixes of the dewey numbers in the encrypted XML index.
If RelevantEncryption() = true, then decrypt the EncryptedData element.
Otherwise skip the Encryptedbata element.
3.3 Repeat steps 3.1 and 3.2 until all the query results are retrieved.
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