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AZ A9le Z2EZ 2 Fateby, #4359 wbde® RR(Return Routability)€ A<stm 9l
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£ MN N
» C
/—f \—3\ (1) HoTl -
Q HA (2) HoT
e
(1) HoTl
e
Mobile Node Home Agent Correspondent Node
= RN e

home init cookie home init cookie

L »

care-of init cookie
>
>

homAe init cookie, home keygen token hoTe init cookie, home keygen token

home nonce index home nonce index

Jcare-of init cookie, care-of keygen token, care-of nonce index
<

Return Routability Procedure

MN and CN generate
Kbm = SHA1{home keygen token, care-of keygen token)

8inding Update message containing

MAC = First{96, HMAC_SHA1(Kbm, Binding Update message))

where :
home keygen token = first(64, HMAC_SHA1(Kcn, home address | nonce | 0))
care-of keygen token = first{(64, HMAC_SHA1(Kcn, home address | nonce | 1))

(23 1) RR ZEEZ S&IHH

B goie IPv6 $H7elA ko] o]5AS A4
3}7] %]ﬂ Hol 7|8 AW EEE 3] u111 2A}o]|
Al olu] 3l E® [Pvb o] Y& #3
Bal Eii%‘ﬂ RR3} IPsec 71l djs 71}‘“45] A
HE, 344 HAd [Pve F4 A7 4
B} 436k MIPv64 Bootstrapping 7]&< ol
& ARy 5AdA AES derh

Ih. IPv67|t O|F Hate] 2|x| 0l

ol
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2.1 RR (Return Routability)

RR Z2x2e ojfrrel dgigrs Aol
niely Al 9 iy S wWAXE s )
A AMEE BkAE AXEE 9 9eid
RR Z2 5 &2 o|r] RFCE E&o| §AE ZZEF
ol7]& A, F o] A HekS 9siM RRE o
A 5 gl M2E ZREZo| Qe 9=
A71E 2 9z, I[ETFE $492 RRS A7) 9
T ZT2EZ i3t Q7% Ay A Fof 9ot

g$xs2 uiqly ulo|E wWAXE A4 ad

A el o)Em

(Z 1] RR AZ'EE dIAX|

A o X% W W4
1 (HomeHTOZsIt Init) MN-?HA-)CN (?15 %—Ig]oi)
2 (Care—ocfo’i‘relst Init) MN-CN (src : Qi)
3 (HorrioFI‘est) CN-YHAMN Ml%qﬁ}
4 (Carec—:;);FTest) CN-MN 20“%£H§}
5 | Binding Update|  MNOON |4
6 (BindingB[j\cknow— CN->MN Hi;f ;‘;‘%
ledgement)

T

£ RR HAIAUEE AHE3te] oe] 739 A2y
B A& 23t RR vAUZY 72 5
a8 13} #Zew RR WAYES FRs5t7] feA A
2 AR HAA = & 15 2}

Z4zel wAIAELE 747 Mobility 89} ebsld
E2] Zto) wiebA dloje] HFxo ‘%7424 A% ¢
=9 E£F4 (HoA : Home
Address)¢} olFk=r} AR 7‘5 53 vEL =N
ANFAA% F4 (CoA : Care-of-Address)ell thsl
A 7Z+7} Reachability$} Validity® #A=3 & u}
AR o] EE AHEFo g vigly dle|lE Hdt
< 7HA olFxEE AEe] AFH & WA Ha, #

2hA ebAgh vl giule] Ev} 7158tA "t

2.2 IPsec (IP Security)

RR Z2EF3 MIPv6® BU/BAE %3l o+
=E Aggtha e, o]Fxr sl Fello]FHE Alo]d
Aol el gt et wAUZe] A4S hch
W olEx=el d$k=+ Man-in-the-Middle,
Hijacking, Confidentiality, Impersonation, DoS
Al AT Aeleh. olHF FAL sk 9,
RFC 37758} 377644 = Eollo]HEe) o]5rrE A}
olol Ao} Ex)HE B3] 918 IPsec™S A3t
AL AR}, [Psecs &8 Ri=EE= Ao Edg

Alololl w3rE = vl
7AW ] ] (IPsec transport mode)
- Folo]HEE F3l9 vig=2 HEE HoTl
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HA1x] (IPsec tunnel mode)
- FollolHEE B3l ol HIEE HoT
W AR (IPsec tunnel mode)

RS Y WA oE FoolHES Fale] A
= Hol2e EdYS BIF ¢ ot deha
E 2% 94 Alo] ZEEF 52 AhrEY F4
s AR ZREZo] sk, Hol2x dlolElY]
2357} 75}, o] Fkssl Folo]HE alole] o]
EQHL vAA] Q1F, FAX gulE £43 1w
i Replay B3& 23t o] EdHE RFs)
A8 olFmrel FeloldEr RAAAZ sixoput
gt o8], ol%F IPv6 Foo|HER NgldAE
AR A IKEE AHste A4S A3e 3971
278 SHE £/ F48¢] IKE A5L Y3l
AHg-Elofolut e}, o]78 Circular Dependency
£ A7) Y&l g<Ao|r}. Circular Dependency
€ vilg AAE ARSskE Alo] uleld Al Az}
GAH7] o]Adel] ofx 2k8E 4 ¢le IKE wdlo)
3 875 sk e 9videt

[Psec [PAIZelA] 7|hAdH Qs Mu]lag AF
37] Hsted ksl Z2RE2 A oln] LAY F
o] #A% Z2EFo|t} AlFshe Hab Mujaz:
A2A* (Access Control), 71"84 (Confidential-
ity), w23 §24 (Connectionless Integrity).
YT AR (Anti-replay Service), $AA] =
(Data Origin Authentication) 28z Agd =
#d% 3E 7]”Al(Limited Flow Confidential-
ity)el siet. 29 2914 IPsec &4 A 39 IP 3
Ao 2 & ¢ ot

m. etNs
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-

IPv6 F& MM J|s

2 Aol IPv6 49 25 A 7158 AE
3l NDP (Neighbor Discovery Protocol)™ =
ZEZ) g et mat FHFHE Fghs] Amn
i, <HAHg TPv6 F4 A4S BAsle SEND (SE-
cure Neighbor Discovery)® Z2gZe] ojsie]
Az}

3.1 NDP ZEE2EZ9| Jie ¥ 2ot FYM

NDP ZzZE2e & dzsel gl 5255 3
3259} 2ol Fasie 1 52 /5 o
&3 2,

Cripinat P Meader| Exensian Meager

PEg b
(o poliors) if Crapmn ESP %8 b

[l ]
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Dl o] cots

Original I Hoaxdes [ExtHdahon by,
fany sptinrs fast routing, fay.

"] bsr &m v

Enptyphsd
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~
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Ceiginal i roxsdar [Exiriinhop ty~hod, L. i
0y opticnsd DOiHIG, eag | i # 4:;;_@54’@] Da | AHRE U2

Fathesiticatag excops for mutahie tolds
ic) Transpart Mode AH
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Qoginal I Hoogder [EXNsien Haw!
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Sutrmativgind senspd fnr metatiy doids i tha o P heades
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(38 2) IPsec M2 MZ9| |Pv6 packet FEN

- RD (Router Discovery) : 3AE7} 14 =
THE DAtz & o A2

- F4& A5 AA(Address Auto-configuration)
D BAEA F4F AFE S of Ale-g

- Z2EF F4 HF 0 [Pv6 Fhd Wesls g
3 AZF F4E dza & o A8

- NUD (Neighbor Unreachability Detection):
AH 32E 9 HeEY 24 oRE Ay
u A5t

- DAD (Duplicate Address Detection) : &
2E7 F4 2E YA AL

- Redirection @ 297} 32EdqA o & g
$H AZV) vl S 49 E 9 A8

F4 AE A 7152 Stateful == Stateless
AAUEZLE AFE 4 ik Statefuldd A=
DHCPv6(Dynamic Host Configuration Proto-
col) ZEEZSE A3l F45 P4} State-
lessdl  Z$-el&, RDE %3] A8
Prefix 225 #5353 w3t A9 qlefsolxa 4
Hag AAgste] HEA o [Pve F45 A4S
a8 miA e 2 DAD wWAUES Agsie] 1 A
AR 20t o3 3AE o4 AMRET QR e

& g}
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ol Z2EEY A

«— NDP Message Header —»
IPv6 Header ICMPY6 | ND Message- | ND Message
NextHeader=38 | ‘b 40 | Specific Dats |  Options
(ICMPY6) ¢ plion

PRI 1 g [T - BRE——

(23 3) NDP OIA|X] =Zod

(@) 2reElE 9=

(L2 Addr. of HostAis X)

(23 4) NDP Z2EZ0|AM 2otx ety o

NDP X2 &Z& [CMPv6 wlAA] & wEc),
NDP =2EZ9 2E 7|52 RS (Router Solici-
tation), RA (Router Advertisement), NS (Ne-
ighbor Solicitation), NA (Neighbor Advertise-
ment), Redirect #lAAE F3lo AlFdct. 23
3S NDP Z2EE9 wAjx] Zofe|r}.

NDP Z2EEe 13 404 EAH ule} zto] ¢
o] gl AMeRpL UM ZAE w2 2PHE 9
Aoz Redirect A% DoS FHe] 7Fs3kw,
=& Replay 54 =4 #Aksict. 28 4-a= ¥
A7} SSEZ fAste] AEE By Prefix A
BE 3AEA AGgoss] ZAEE OE 9% &
29 BAG 4 ¢A Hoh a¥ 4-be FAAL
F~E Hoat-AZ $iAsle] 2%% Host-A9 ¥3
A% FAE AT 2N Victim TAEF Host-A
s} EAlgk 4= 1A "k 18 4-cE= Host-A9] NS
WA S 2l RouterdlAl 2 HARAE A A
3= Replay 34°It

3.2 SEND E2EZ2

SEND Z2EZS NDP Z2EZS HEs] ¢
sl AlgtsEelel. SEND Z2EEL 4 44491 F
d #HAYZ NDP dwlAx 23 wAUE, Replay

4 WA AAUSE, zelx 2heEe] AF QS WA
UEs Algdct
mA, F4 444 39 HAYUESS NDP HAA

o] A Favt viz 2 wAAE By k=e F4et
Zate WAYZo|t). o]& 913t SEND
2 CGA (Cryptographically Generat-
ed Address) ¥4& A3tz vt CGA ¥4
a8 3¢ Bejzl NDP XA §AS AMgele] A
k. CGAA <QlEldo]x Adale 37H719 RE
el & gH o sl 33 si4] g2 Al
oste] AA"} 2 QlEjsela APzl ABY
prefix® 3 F4vl ul2 CGA Faelth wehA
CCAYE 34 32E7) 71&9 & 32AE9 F42 5
zxshe A& & 5 ek

NDP #A1x B3 wl#&E NDP wWAR Y F
AR A9 AF ATE FER s qdrh o]
2 93l SEND Z2EZME F77] 7|4k o
AhAH 7l RSA Aadxd F4& Aedstx gl
o}, RSA #4& 23 39 ez NDP #HAA &
AL A3l A $4 ZAEAAE HAAH 9
%A [P, 4 IP, 18)3 NDP #HAA & sil7]&
otz slele] A AaUAE AAE, A 32
EdAe FNINE AHEste] A9 dAE AaYA
B3gogn NDP wAAY FAXFH $A19
g gt
SEND Z 2534 += Replay 54 WAE $st
o] et} ~® = (Timestamp)®} ¢ (Nonce) F4&
Aoslz 9ok elYa®l=E Redirect #AAS 2
& 13 dAR e AHEE, A 5220 dA A
Zke] NDP HAA19 §A F-ol x3hee} A€}
$A 32~EE 1w AR d £23E gdagize] A7
S A 3ZaE] A AR v EFo2H Re-
play #4482 AAE 4 Qv dat FANE
AR oy S7/59d AR AR} ¢
25 IPE 27/ AR E B IAEE W
2gke] FEIQEAS A2 24 Replay 345
Lo 1S A

opxleto g 2heEe AR AF WAUES 2HE
7} B Prefix 5 T4 ARE ZAETA 3
& Aglo] QJEAE dFse wWAUFt. eSHEE
ApAle] Ago] - FHEy] SsiAM AlE dA
(Trust Anchor)2%¥ dIS A WES 54
3= Q%A (Certificate)} 1 Al®] AAZFE
1% A Z(Certification Path) ARE FT2EE
A Aol gt TAEE 2RAle] AFEhe AlF] A
Aol el 2 RE W QAFA 2 AF HZE AL
gozm e UG gad 4 slrf

£,

o =
=
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SEND Z2EZdAE 3257} 2k$EdA o1& A

E &7sha =3 SAREIE 1 a7 JE SR
g 4 9J=Z CPS (Certification Path Solicita-
tion)?} CPA (Certification Path Advertise-
ment) & WA A S At gl

V. Mobile IPv6 Bootstrapping 7|&

-

2 AdlxEe MIPv6et AAANAES E3F <okAd)
MIPv6 z7] F% 7]&d sl A IETFE
FA o2 old wigt ZF3t Ayl ] A Ys
stow HT 9 Q E<k rlzd dEAL dF Je

of taf AHREE g}

il

4.1 Diameter Mobile IPv6 Application

Charles E. Perkins?} Al¢kt "Diameter Mo~
bile IPv6 Application™®& ¢]Fxcr} oj2 wtog
298§ Follx A aE ASH e AFE 5 9l
EE #57] 13 71e2A QA AARE o8]t 7
u} B3 Diameter Z2EZS AREST Qo)

718 2d$ A% P e 2

- MN (e]5x=) @ YA = Mobile IPv6 A
BAE A& 02 whuz) sl [Pve @

- AAA ZEo|dE | AMALE AZEA 4 AN
of Wi FHF ARE A AMA] AE
AFs7) 18 AAA A=z} F2E ASsiA 2
Ao A ID ¥ A3 HRE AT

24 MNe| MEd2 Al AZAAA S5}
2 9% eE 5 A e
- AAAv ¢ - el SR8k AAA A

- AAAh @ MN9| F el Ex3H= AAA A
- HA : o]Zicse] Felolgie

718 7ML thg3 A
- ol5x=e] ApEg 98] MN-NAI (Network
Address Identifier) & A14-%t}. (RFC 2784
£ 9
- MN3#+ AAAh+ long-term keyE
A},
~ AAAve} AAANhZES] F7E8 shAslet,
- olFxEE oY Eueloz w4
2l Fzof o3 Algxl A% ¥ i‘i??} A5E 9
& A4 F S5 94l NALE A
- o]F%xT7l MN-NAIE 7}x|32

o] A= thet 22 AVPE =yl

- MIP-Binding-Update AVP : OctetString
Hefjolz MIP wield 744l wIXA& £

- MIP-Binding-acknowledgement AVP : Oc-
tetString Feleiz HAOAM MNoz 4%
MIP w9 &5 HAA & 2§

- Mobile-Node-Address AVP :
ol MN9| ¥ F4& X3

- Home-Agent-Address AVP : IP F4 ¥
o]i MN9| Foo]HE F4E X

- MIPv6-Feature-Vector AVP : Unsigned32
Peolm F =l dld] FA Folo|dE ¥
< 94 #H4E

- Security Key AVPs : AAA AWEL 7] &
il g FRY + 9L AW S o)
cheFdh who] AHE- 7bedt

IP F4& dH

o]l 59l AAA FeElo|dE Alo]9 AHHwIS ¢
#lx+= A2 MIP Feature vector AVPUe| 87
H ARE =z MIP Feature Data, EAP, ¥
Security Data 22|32 Embedded Data® AHE-3
D} Embedded datat °lEx=r} WEHZ 23

Z3 1 A AEse A2 SAd vpeld gAE
14—‘—5}“ AL 7V 3] 9 ‘51"%—‘" ghet,
1% 5% Mobile IPv6 Au]~E $]3F AAA UF

3 9] AA Protocol flowE 5‘_°jl-‘v:‘;}.
_—lalu 5_g] o]7L z—l;‘q._‘: _9_34. 71-‘;]_

) olErxrt HEYIR For}7 v Power-on
¥g o, e Fa AR PAE o
2 ARE A,

Local challenge, ®HEwHe]
CoAT =Z37] A% AR

(2) °olFxEx CoAE A4tz &4 IPE CoA
2 3z, 5HA [PE AAA clientZ sle] o
+ ARE A$gd
o]FxE=2 NAI,

*

Identifier,

*

AAAh®} Ff3ta Sl
Long-term Security Key, ulg] 4% o]
e & Fo 3‘—01101’“5—4 Fa(%4). w
oyl AA dlolE (|4

AAA Eejo|dEE ““1 °|%
& dAA AEE sk,

Freeyy 4
DADE <3
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IPv6 7ellM olgA Het ZREEY Ax

Advertisermnent &
Challenge

G

(chon] [w] [awn]  [w]

HOR

HOA

ARA

@

(I 5] Mobile IPv6 AMH|2E {13 AAA 21E Z4H

*

4)

(5)

(6)

(ARR : AAA-Registration-Request, ARA :
AAA-Registration-Answer, HOR : Home-
Agent-MIPv6-Request, HOA : Home Agent-
MIPvBAnswer)

F. AAARZE o3 2 ARE I
Diameter ARRHIAIAE A4 3te] D3het,
AH8ake] NALE #Hksh= User Name AVP,
A5 deleE uksly] $g EAP AVP,
MIiP-Feature-Vector AVP, MIP-Binding
Update AVP(e]Ex=9] wlA]x]d] & ulald]
7§xle] ®3d 749). Home Agent® IPF
2, Security Key AVPs(¢]5x=7} 7] 83
dloel & Aj3gt A-9)

AAAvE 4418 ARRUAIAIZE §-53 AAA
Zejold EZNE £ AR HAF3A, o]k
=9l ¥ AAA MHE At

AAAhE 418 ARRYIAIAIZE &3 AAAV
ERE 2 A AFska, MNe o8 AF
H NAIE AHgste] AMALE QS o
22 AAAhTE ol =g tAlsky (MIPv6-
Home-Agent-Address AVP7} &x13}x] &
MIPv6 Feature Vector AVP7} £x]3}
35 Fole|dEE ddsty HEA A4
2 F ujeld AA HAR9) Bt 7] AEE
E3gste} Folo|AEHA HOR HAAE A
g} Bel 7] B Folle]AES o]FkE
Alolel| Hol QA #% 71E ASEE 3
7] $1% Hyo|r}

HORE $:41& Follo]dEx 1A Diameter
HAAE M2 F wikld AAE At
FAE AR 2R o]Fr=e Bl AAE
g 715 AAE =3 o|FxEE A5E

fe Rt

Aestel vleld S AAE £33 HOA
WA A& AAAhO|A A3k},
(7) AAAh= A=LH 7] A5} vld S5 wA]A]
£ X33 ARA wAAE AAAVE A3
(8) AAAVERE ARA WARE A3 AAA
client= o} wAAE olFx® AW 7153}
E2 Ay T2 EEZE o] oAX]E WHEg)
o}, a8l oge ARE ETF3 wWARE o
T A,
91Z dlo]e], Embedded Data 4] vjeldy
SH(elFxert & viadd AAE BWAY
A Foo|HE @3S AT A, 7 A
A A=
(9) AAA Client24e &5 WAAE o, of

*

T kEt AAA FElo|dES} B vEY=
AF dlelelE B8] VEYAE AFd} 2
2aL o] 5y} FololdEE A% At
9, F ouleldg $5 §49 4 PR AAE
EolHE FaE FE3l AU} 2=z

;
ki3

2 744 wAAE Embedding 3hdsivid,
AR dleolelE &3 vidld S ARE F
z i}

ke ARE A 71E o] 438t Hekd
A ARE A ofF o] 83te Foo|HE
oA wilg AAl WAAE Bl AL o]
o1 Zojc},

Charles E. Perkins7} AIst8}t "Diameter Mo-
bile [Pv6 Application” 7]€9 E54& AAA #A
29l Embedded data® Aesle] o]F5x=2] AAA
A4 BU, Key A2, Home Address &
%, Home Agent &% 59 MIPv6 Configura-
tion9] AFEES AT 5= I=E &Aoot 18
b Z7lel] o]l Fret AAA Fete]AdEL ] A4t
AAR R oke AbeollA] AAA wlAA]d] BUE Pig-
gybacking 3= ZF, olFxs F Foo|HEY A
Bt 229 4 ole fEAe) lad, ooAal ¥4
A k59 ARE o) 43l AN A AE FAE

A 5 ole Aol EAske LAl AU+

4.2 AAA for Mobile IPv6
Francis Dupont’} A3+ "AAA for Mobile
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f.ocal Domain Home Domain
other
C A F

(O3 6] AAA Al2a8lel M (C : Client, A : Attend-
ant, F : Packet Filter, other : other AAA
clients, AAAL : Local Authority, AAAH :
Home Authority)

IPv6" "ol e AAAE o43led IPsec SAMA 4]
e dEA7 e 24E 233 7S A sy
). olF #7eixe IKE(Internet Key Ex-
change)®] Aol ol 5@ EAYPoZE =)A=
I 9 2 7l2A dAe olzd EAHS AAAY
zZehole] A Fo dlFstual shed, AAA A
A 28 Fof| o]Fkrol Too]HE alo]d FHO
2 SA(Security Association)® AA3EE 3t=
lAYZe] Al<kslglch. slele] @A qx]e] AAA A
289 FAL 18 63 2t}
7 AL AE o3 )
~ Attendant : WHET] EAsle o] T colA
el A9 eyl dAAE 918 AP AT
gloh 22 AAAAMBQ AAALS &4 ol5xT
E dFstm AA 71 TR B g »
224 3zl 2499 F 2 voly sMAE sz
A TG AFE AAI}. o] AdFS

UQZ e o]lERERERE] AAA Q12 94 7
B HAXE A8 AAALE Agsty g€

H AHE o] FxEolA A3t

- Client : Attendantell”] A7 x4 A}&-
< 8351 A2 "o ARE AT} A2

1 A8 23] 42l Fw Attendant® A4

&}, ClientE o]Ex=® By =},

- AAAL (AAA Local Server) : #&2¢] g
Zrlglel] &3l 22 AAA AW EA], el
E2| ASAHRE wlolx ZulolgdEY & Tuql
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