Z52 Ad ko] YA FAHASA LT A 2 73

*
=
[e] ot
i =

2 =RdAe 52 Ad dro A digd FH5 Ad dxoje FHo g s
He UEY e dnHoE Aadd AYstd HE2aRde A$AY zE FaAR
& A7) Wi dA 2a7vre A BAdgore AYAE FH&ed A7 o
o}, ofoll gk sAM o g DeFor Al=H-E AQtdtch o] AAdS AAg ZI1EF AA =
tz3 oluA FA 48 Fotd AYA AAE FHI, AESA WeFoEzA A A
£ FHag¥ F o

Design and Implementation of the Linux Kernel Backdoor

Intruder Tracing-Response System

Wankeun Jeon®

ABSTRACT

This paper is about the method that chases the Linux kernel backdoor intruder and copes with the
kernel backdoor attack. We have a limit to trace the hacker with the current log analysing method
because the hacker generally removes the log file and use the forge IP information. I propose the
solution to solve the problem with the DeFor system. Through the restoration of the deleted log file,
analysis of it and full HDD image, promptly quick response, it is possible to trace hacker spot and
reduce hacking damage.

Key words : Hacker, Intruder, Linux Kernel backdoor
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