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Development of Network Event Audit Module
Using Data Mining”

Seakjae Han** - Wooyoung Soh**

ABSTRACT

Network event analysis gives useful information on the network status that helps protect attacks.
It involves finding sets of frequently used packet information such as IP addresses and requires re-
al-time processing by its nature. Apriori algorithm used for data mining can be applied to find fre-
quent item sets, but is not suitable for analyzing network events on real-time due to the high usage
of CPU and memory and thus low processing speed. This paper develops a network event audit
module by applying association rules to network events using a new algorithm instead of Apriori
algorithm. Test results show that the application of the new algorithm gives drastically low usage
of both CPU and memory for network event analysis compared with existing Apriori algorithm.

Key words : Datamining, Apriori Algorithm, Event Audit Module
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