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Provisions and Obligations in Policy Rules

Suhee Kim*

ABSTRACT

XML is the most common tool for data processing and data transmission in web applications.
Policies are extensively used in all online business solutions and it is recognized that abinary decision
such as “yes/no” for access requests is not enough. In this paper, a method is developed to convert
policy rules with provisions and obligations in logic formula formats into XML formats. The primary
purpose is to enable security policy programmers to write flexible authorization policies in XML and
to implement them easily. General syntaxes are defined to specify information for users, objects and
actions in XML formats and an XML DTD is developed to specify authorization rules with these
three components. To support various security features such as data transcoding and non-repudiation
depending on data in addition to access control based on authorization policies, studies for specifying
them in XML policy rules will be performed in the future

Key words : Provisions, Obligations, Authorization Model, Policy Rules, XML Representation
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<subject>
<uid>James </uid>
<group> Customer</group>
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</subject>
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<IELEMENT object EMPTY>
<IATTLISTobject href CDATA #REQUIRED>

5.3 %M

B L Laction> LHFHEZ HA P} ‘hame’
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<!ELEMENT action EMPTY>

<IATTLIST ACTION name
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olFolA et Z+ 732 head, body, provision
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<IELEMENT ROLE (#PCDATA)>

<!IELEMENT ACTION EMPTY>

<IELEMENT BODY (ATOM)*>

</ELEMENT PROVISIONS (PROVISION)*>

<!ELEMENT OBLIGATIONS (OBLIGATION)*>

<!ELEMENT ATOM (PARAMETERIATOM)*>

<IELEMENT PARAMETER (#PCDATA)>

<!IELEMENT PROVISION (ATOM)*>

<IELEMENT OBLIGATION (ATOM=, FULFILL?,
DEFAULT?)>

<{ELEMENT FULFILL (ATOM)*>

<IELEMENT DEFAULT (ATOM)*>

<IATTLIST OBJECT href CDATA #REQUIRED>

<IATTLIST ACTION name

(read|writelapply|selfApprove) ¥REQUIRED>

<!ATTLIST RULE name CDATA #REQUIRED>

<IATTLIST ATOM name CDATA #REQUIRED>

<IATTLIST ATOM value CDATA #IMPLIED>

<IATTLIST PARAMETER name CDATA
#REQUIRED>

(a3 4) By HWME st XML DTD

(¥ 5E <E 229 JE HHYE FdA A
# R3Z XMLE ZH3F Aot}

<IELEMENT <!ELEMENT POLICY (RULES+)>

<IELEMEN <!ELEMENT RULE (HEAD, BODY?,
PROVISIONS, OBLIGATIONS)>

<!ELEMENT HEAD (OBJECT, SUBJECT,
ACTION)>

<IELEMENT OBJECT EMPTY>

<!ELEMENT SUBJECT (UID?, GROUP*,
ROLES+, CREDIT? )>

<IELEMENT UID (#PCDATA)>

<RULE name=“R3">

<HEAD>

<ATOM name="access”>
<PARAMETER value="user”/>
<PARAMETER value="“easyLoan”/>
<PARAMETER value="selfApprove”/>
</ATOM></HEAD>

<BODY>

<ATOM name="application”>
<PARAMETER value="easylLoanr”/>
<PARAMETER value="user”/>
</ATOM>

<ATOM name="calculate”>
<PARAMETER value="integer”/>
<PARAMETER value="amount”/>
<PARAMETER value=“<="/>
<PARAMETER value=“1000000"/>
</ATOM>

<ATOM name="“computePay”>
<PARAMETER value=“user”/>
<PARAMETER value="monthlyPayment”/>
<PARAMETER value=“12"/>

<!ELEMENT GROUP (#PCDATA)>

</ATOM>
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<ATOM name="computePay”>
<PARAMETER value=“user”/>
<PARAMETER value="monthlyPayment”/>
<PARAMETER value=“12"/>
</ATOM>

<ATOM name="calculate”>
<PARAMETER value="“real”/>
<PARAMETER value="credit”/>
<PARAMETER value=“>="/>
<PARAMETER value=“3.0"/>
</ATOM></BODY>
<PROVISIONS><PROVISION>
<ATOM name="log”>
<PARAMETER value="user”/>
</ATOM>
</PROVISION></PROVISIONS>
<OBLIGATIONS><OBLIGATION>
<ATOM name="“payLoan”> '
<PARAMETER value=“user”/>
<PARAMETER value="easyLoan"/>
<PARAMETER value=“monthlyPayment”/>
<PARAMETER value=“12"/>
</ATOM>
</OBLIGATION></OBLIGATIONS>
</RULE>
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