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Intrusion Prevention Using Harmful Traffic Analysis
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Abstract

The continuous development of computing technique and network technology bring the
explosive growth of the Internet, it accomplished the role which is import changes the base
facility in the social whole and public infra, industrial infrastructure, culture on
society-wide to Internet based environment. Recently the rapid development of information
and technology environment is quick repeated the growth and a development which is
really unexampled in the history. but it has a be latent vulnerability. Therefore the
damage from this vulnerability like worm, hacking increases continually. In this paper, in
order to resolve this problem. implement the analysis system for harmful traffic for
defending new types of attack and analyzing the traffic takes a real-time action against
intrusion and harmful information packet.
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Fig. 1. Conventional Traffic monitoring
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Table 1. Classification of the intrusion detection system
according to the detection model
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Fig. 2. Procedure of the harmful traffic analvsis
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Fig. 3. Functional structure of the proposed system
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Fig. 4. Procedure of the traffic analysis
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Fig. 5. Traffic prevention process
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Table 2. Schema of general traffic table

3 Bz folvle RE EYE gles Efds &
sl 7 e EdE S 2UEY Pt

CoEsol | omesy | ug
psize smalint(5) Tyie} Hxl 2ol
ptype tinyint(3) mzlo| Z2ER
sip varchar(15) x| 4
dip varchar(15) SHx| Fo
sport smalint(5) B4x| ZE S
dport smalint(5) 2Hx| ZE HE
logtime datetime mEl <% AR}
EY dojEd] #AE E doHe ¥ TY port

HolE, Al1A ElolE, DDoS #¥ HeolE, Ed|2E
Hlo] B3t vl thge] H, (29 3)olH ey Z2Ax
F3 EdY @A ZaAA R EQY Ad L2A2d
A E8€r.

9 23 g

V. A%

g

B =2 Ake ¢dxelEe 83 4 Edy &
A Axsle] 5E Bl 3 o 29 A=Y IztE
gk T’xﬂ{‘l vEZ E 34 Z2agoz J4H 1

1& Jtez A3t

aqer@ 37 2 %3 Ed® BN A28 Libpeapdt
Libnet& E3iM AAztez Ef¥S 4380, Snort,
Nmap, NessusE F3lA #HAH & BAE ¥ f3 Edg
A TAAE B4 Aadcl By B4 RUEzge
SNMP cllo]dEE 7|ute2 3o, MRGE °4 E#g &
&S 9 HEAE B4 A9 IEL 3 Aa
Hle] 37 T=3F2& NetBus, Trin00, TFN, 7 2417
& ATt

(19 6)2 48 ¥4 74& Jelich 48 3 74
2 24 Nxd 99, 298 49, 33 Edy 2yl
99, 3 249 B4 Axd 99, §3) By Ag F
ey mUgy ddoz JUeY, 2719 Yl HEE e

ool o=

o sz

(A 'AI"!)

23 6. AY BE 7Y

Fig. 6. Configuration of the experimental environment

34 N2F 4QeMe 3F EdYS 2] 2R8
e iR vENER 34 EdgS 2iie 3RS #9%
o 2H 99X e e ZER FHd we} 2eH

fgsle H2le] egslo] At 2oz fdd

(a)& f31 EAGS Wslel It ezt 3 71E A
2548 AP Fo EdgE 2YE & %S vehink

RON
A.0n
6.0

g.on

Bits per Second

R
182202468 10R2¥YE8BA2O

ARKER © 2ARD
(a) 7IE AMlagy

(b)e At A== Faf By £Y Al2de A%
¥o Edjg s RUHP @ 43L ekt

Bits per Second
K
o
=

1618202 0 2 4 6 8 101214161822 ¢

AlZHErY : 2A12H
(b) Fiot AlAmlo) B2k @R

T8 7. ExfE 2uER) 2t
Fig. 7. Result of the traffic monitoring



178  BE AFEFEHRES HLE(2005. 9.)

(b)olld B wis} o] Faf Eefglo] EA3HA Hobxl
82 ¢ 7 U, £¥ A Y 550 Yo
AHj2s 3 Sloke A= gk 4 gick

A48 275 Fold 71 Al2EF At A2He] f3)
Edg F@AeS vas B (3 8)% Bk AL Alx
HE A28 Agole 83.06%9] BA&o] EAHeH, 7
& AzgleM HgE PgAE2 75.53%00t. ol AL At
Al2=glo] 71E Al2jlEn} gx]& dollM 7.53% € 4
2 7Hgda ¢ 4 Qo

EX%) to
100

0

80

0

€0

50

10 e B

ol &£
A

20 s “ +

N P

v

0 i AR i "
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

ARKENS : )

a8 8. 34 gxig
Fig. 8. Attack detection ratio
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Fig. 9. Attack prevention ratio
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