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A Development Technique for Application Software Based on
Intrusion Tolerant Requirements
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ABSTRACT

An intrusion tolerant technology has been introduced as a solution to prevent intrusion accident for
unknown fragility or attack. However, a systematic modeling technique is not applied into a system design
and development based on intrusion tolerant technology. Especially, elements such as availability,
integrity, reliability, confidentiality, and so on are important requirements in intrusion tolerant system.
Nevertheless, current most of UML-based modeling techniques pass over or don’t provide design
techniques reflecting those requirements. Therefore, we know these weaknesses and propose both profile
and design technique reflecting and applying intrusion tolerant requirements systematically in the
development of application software based on intrusion tolerance. We expect that proposed technique
can extend not only current UML’s limitations but also can improve the quality of application software
based on intrusion tolerance.
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