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Extended GTRBAC Model for Access Control Enforcement in
Enterprise Environments
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ABSTRACT

With the wide acceptance of the Internet and the Web, volumes of information and related users have
increased and companies have become to need security mechanisms to effectively protect important
information for business activities and security problems have become increasingly difficult. This paper
proposes a improved access control model for access control enforcement in enterprise environments
through the integration of the temporal constraint character of the GT-RBAC model and sub-role
hierarchies concept. The proposed model, called Extended GT-RBAC(Extended Generalized Temporal Role
Based Access Control) Model, supports characteristics of GTRBAC model such as of temporal constraint,
various time-constrained cardinality, control flow dependency and separation of duty constraints(SoDs).
Also it supports unconditional inheritance based on the degree of inheritance and business characteristics
by using sub-roles hierarchies in order to allow expressing access control policies at a finer granularity
in corporate enterprise environments.
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E 2. J1E 2U Ao 2del oy ASY B A% (T
#4938 He 9%
Rl R2 R3 RI, R2 R2, R3 RL, R3 RL, R2, B3
(PRD) (PR2) (PR3) (PRI PR) | (PRZPRY | (PRL PR3 | (PRI, PRZ PR3)
S .
| Qé 243 2715 | 843 8715 | RI, RZ R3 g4 b5 | 8438 Eits | 843 Bt | 843 Es
T 4 PR3, RIS, DC3,
A% vd #43 2715 | 43 8715 | CC3, RI2, DC2, | 843 8715 | 848 85 | 848 87ts | 848 &%
€2, DCL, CCI
Q]E R R2 R3 RI, R2 R2, R3 R, R3 R, R2, R3
a PRI, RIl, DCI,
g PRI, RII, DCI, | PR2, RI2, DCZ, | PRI, RIL, DCL, | CCL, PR2, RI2
A% ﬁ'i PRI, 5& DC1,| PR2, ggé DC2,| PR3, glgé DC3 | ¢cil PRY, R, | CC2, PR3, RI3, | CCL PR3, RI3, | DC2, CC2,
= DC2, CC2 DC3, CC3 DC3, CC3 | PR3, RI3, DC3,
cc3
‘73'?'_! Rl R2, RI R3, R2, RI R2, RI R3RLRI | R3RLRI | R3 BRI
% PR3, RI3, DC3, | PR3, RI3, DC3, | b RIL DCL,
48 PR2, RI2, DC2,| PR3, RI3, DC3, | PR2, RIz, D2, | TRa RI3 DC3, | PR3, RI3, DC3, 4 0" ppo pry
A% | Aot |PRI, RIL DCL, CC3, PR2, RI2, | CC3, RI2, DC2,
e | PRYBUL DL, g, per| ces, R, pez, | ccy PRI R, | 6% PR A0 8 B D6 oo,
ol e DCLCCL| e CC1 s Gy | e con | PR R DG

3.3 YAl A HEo HEH HA

A Bde JYHoR HHsY

~919} 21 FoM AHEHE 71ZEL T4 A
g 2}

e BE g p s AT AT =0Y o &
74 & 9gnE bR ol (9, uAhgA, p

(FE), s(MlA), rer(+

roc(FA FF 9), ree(RF FF 9E), per(Z A+
gt dgdd @), pu(E AF S EFH
B, poc(FA 5 Qe &39 83, pec(E3F
TE dgo dgd g3 ot}

a8, ruA

thgo Aol

35 A% 9B),

7 g4l ovle e B

-. assigned() :

-, can_
-, active() :
-. acquires() :

AHERE B
-. can_be_acquired() :
activate() :

£ Aol 429 93
A% S 75

GY 845 15

A gl G 43
AR dellA A g5

[ 9] 1] Unrestricted inheritance only hierarchy
DA o] G x7F Ay A S A dx>"

y) -9& A

3o Oew 2o gne
< yr® WIS EH 94 x

=3
x Bt

i
==

39 992 AYHAYL 3%

1. assigned(p, rer, t) — can_be_acquired({pex,
PRI, PoC, Pec), {rew, IRl I'nc, rech, t)

2. assigned(u, rer, t) — can_activate(u, rer, t)

3. can_activate(u, rpr, t) A can_be_acquired
({per, PRI, DDC, Dcc), {rew, TmI, Ipc, rec), ) —
can_acquire(u, {per, PRI, Poc, Pcct, t)

4. active(u, rer, s, t) A can_be_acquired({per,
pr, DPoc, pect, {rer, Tm, roc, rech, t) —

acquires(u, {per, pr1, Dbc, Pect, 8, t)

¥p, (x='y) A can_be_acquired({pri, ppc, pcc),
{yr, ypc, vee), t) — can_be_acquired(p, Xpr, t)
« oy B GE Y G x Boh 9] 9%
2 AAQHNE A9
Vp, (x=>'y) A can_be_acquired({ppc, pec}, {ync,
yeeh, t) — can_be_acquired(p, Xpg, t)

[ o] 2] Activation hierarchy : A7} toll & & x7}
a5 yol 49 43 A fi(x>'y) A-GE AZe o
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L3t e oulE 7R
Vi, (x>') A can_activate(u, Xpr, t)— can_activate

(u, ypr, t)

[#A 9] 3] General inheritance hierarchy : A} Z} tel]
A% x7t G vy 49 98 @ Jx2y) IA-GF
AL s 2& 9gu|E 7pn

(x2'y) & x='y) A (x>'y)

("9 4] Weakly restricted inheritance only
hierarchy : A17F toll 9& x7 & yo 49 4%
A f(x=>"y) -9 AF L 27 2L v E 7}
At

- yud EI GS HoU 9

49 48R ARFEHAE B

Vp, (x>"'y) A enabled(xpr, t) A can_be_

acquired({pri, Dnc, pec), {ymr, yoc, veeh, ¥ —

x B x B¢

can_be_acquired(p, xeg, t)
< oy W A4S UV 9 x B) Y 4%
2 ARFHIS 2%
Vb, (x=""y) A enabled(xrr, t) A can_be_
acquired({pnc, pcc), {ypc, yec), t) — can_be_

acquired(p, Xer, t)

[ 9} 5] Weakly restricted activation hierarchy
: *lﬂ tol G x7t 9Ty 49 9T A H(x>'y)

-9g AFe oo e 9uE sz

\‘/u, (x>
(u, Xpr, t) — can_activate(u, yeg, t)

") A enabled(yrgr, t} A can_activate

[ 9] 6] Weakly restricted general inheritance
hierarchy : A7t toll 9& x7} 4& yo] 49 4&
d Wx2"y) IA-GE AL LS 2 g
7HRth

(xz"y) = x="y) A (x>"y)

[A2] 7] Strongly restricted inheritance only
hierarchy : Azt toll 9% x7F 9% yo] 49 9%
A x>y -9 AFL O3 22 v E 7}
Eil=

© yre] A S WAV 4 x BEe x B

A9 482 JFHUE B¢

Vp, (x =*y) A enabled(yrg, t) A enabled(xrg,
t) A can_be_acquired({pri, poc, pccl, {yr1, ync, yecl,
t) — can_be_acquired(p, Xrg, t)

« yrid] B AE R G x B &9 4%
2 ARHUAE 45
Vp, (x=*y) A enabled(yrr, t) A enabled(xpg,
t) A can_be_acquired({pnc, pccl, {yoe, vee), t) —
can_be_acquired(p, Xrr, t)

[# 2] 8] Strongly restricted activation hierarchy
tAZEte] 9 x7 ATy A9 98 D x>
V) A-9% AFL S Ze oulE A

Vu, (x>*'y) A enabled(xpr, t) A enabled(yes,
t) A can_activate(u, Xpr, t) — can_activate(u,
VPR, t)

[ 9] 9] Strongly restricted general inheritance
hierarchy : A3t tol] & x7t 94 yo] 49 4T
A m(x>°y) IA-GF AL e gL oguE
7}

(x2%y) = x=%y) A (x>*y)
o, 9 (49 1, 2, 3] A3t Alekg o] &35t AT
o] A} &) G5 E Aot EE Aot

3.4 Extended GTRBAC Z&2| UAS

GTRBAC RH 2 ST AZFAN [ AEAZF ASY
Az -A GEAZ 22 A7tA] 48 A 20| &)
gtk GTRBAC EdolM e I8 AFd0A 4 B
g A= ol HME A FEE 3] 9t 843 rtE
3 A AL AL Stok sted 53 1 98AF,

A dEAE [-A d8AF0) EFHAYES B+ %
A3 Vs 989 JEE Aldtste AL g B3
sich o]# g o8] I A Fo] EE QLA ZAA
ALgRLo A EFE ddef o 2438 2 F e
g9 A-S UAS(uniquely activable set)o] 2
ghet.

UASE 29 MMM ALE-xlo) s &43 2
F e 99 JFS L5tn g AE S 5o
AHgzLe] o3t #4338 E 5 Qe TS ARG
F ARE dFozN A2 A% S A ¢
YEE ToF),

Extended GTRBAC 2 & 19 4,5 63 i 29
A g F AR IA-HTAFNA 71E EdFdE ©
24 A% A 983 ufgdgs A3l A-49F
AZoAel 22 Mol 48 HgPol Ko It o



S B AT 98 YU UASE 71& =
W 23 UASS AL P = A Holok
s,

(Be 1] 98 J% X = (x1, x2, .., x0}7 9%
A% BA <> € (=, >, 29904 2L 48 AF
£ H = (X, <) 34,

o if (<> = =" then UAS(H, t) = Su
o if (<f> = »" then UASH, t) = 2/
e if (<f> = >% then UASWH, t) = 2%/

a9 X. 499
{L:, LHo}2} 84

[(AY 2] L1 = (X4, <f1>), LHe=
A% A2 A2Y o Lh =

» if <fi> = ='then UAS(Lh, t) = UAS(Ly, t)

« if <fi> = »'then UAS(Lh, t) = UAS(L;, t)
Vi (<> = 20

UAS(Liy, t) U UAS(LHy, t) U (UAS(Lw, t)

® UAS(LH:, t) ) @ if (<f> = 29

e« if <fi> = 2" then UAS(Lh, t) = UAS(Ly, t)
Dif (<f> = 2Y

UAS(Liy, t) U UAS(LHg, t) U (UAS(Liy, t)

® UAS(LHp, t) ) @ if (<f> = >

(A2 3] 9x, v,z € X, x <> y) A (x <>
z) °olx, 9 A% H = X, [f) = {LH, Hi} o4
UAS(H, t) = T old},
« I=(UAS(LHy;, t) U UAS(H;, t) U (UAS(LH;,
t/B ® UAS(H,, t) / B)),

«B = (UAS(LH;, t) N UASH, t)) = {X, Y |
X € UAS(LH;, t), Y € UAS(H, t) and X N
Y = o}

38| 8. health care AlAEHe &8 MY Adg ASE

Jlgadel §2RUE fIst #8E GTRBAC 28 221

4. Extended GTRBAC 242 & 0

4. 1 health care A|IAH2| Extended GTRBAC
S8 HE o

o] Ao X+ health care Al 2H oA 9& A=
o] t}& 19 7% 23 & u| Extended GTRBAC
Zdo] olgA HEHERE HAFT

thS ad 82 Y 28 79 health care Al2=H 4
g ASA Y A 9% AZ9 UASE AL
At A4 AFE BT oot

2% 89 Zt AE 4 ASE o83t ol
@7 o} o] UASE A4t & 4= St ol 9] ©hAl 9
X Hiz= L% Lhg, His® L, Lhy, LhsE, Hue Ly,
Lhe, Lhs, Lhs® HisE Li, Lhy, Lhs, Lhs, LhsE Hig
Ly, Lhy, Lhs, Lha, Lhs, Lhe®] &€& AEFES 83
UAS o]t}

HeadDocior
[AAITimg}
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JAAITime)
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1% 8% o] 4% @A UAS A4
w1 : Ly, UAS(L, t) = {{PD})
sk 2 Lhy, UAS(Lh, t) = UAS(L, t} U UAS(Lh, t) U (UAS(Lw, t) ® UAS(Lhy, t)) = {{HD }, {SD }, {DDJ, {HD, DDJ, {SD, DD}, {HD, SD}, {HD, SD,
DD}}
=G 3 : Lhs, UAS(Lh, t) = UAS(Liy, t) U UAS(Lhy, t) U (UAS(Lw, t) ® UAS(Lhy, t)) = {(HD}, {EDJ, (DDj, (HD, ED}, {HD, DD}, {ED, DD}, {HD, ED, DD}}
A 4 Lhy, UAS(Lh, ©) = UAS(Liy, t) U UAS(Lhy, t} U (UAS(Lwy, t) ® UAS(Lhg, v)) = {{HD }, {SD}, {ND}, {HD, NDj, (SD, NDJ, {HD, SD}, {HD, SD, ND}}
s A 5 Lhs, UAS(Lh, t) = UAS(Lwy, t) U UAS(Lhy, t) U (UAS(Ly, t) ® UAS(Lhy, )} = ((HD}, {ED), (NDJ}, (HD, ED}, (HD, ND}, {ED, NDJ, (HD, ED, ND}}
s34 6 Lhg, UAS(Lh, t) = UAS(Liy, t) U UAS(Lhy, t) U (UAS(Lw, t) ® UAS(L, t)) = {(HD}, {ED}, {N}, {HD, ED}, {HD, N}, {ED, N}, {HD, ED, N}}
a oA 7: Lig Lhy, HeE AXSHE,
B = (UAS(Lhy, t) N UAS(Ly, t)) = empty.
(UAS(L1t) / B) ® (UAS(Lhy, t) / B) = {({PD}} ® ({HD }, {SD }, {DD}, (HD, DD}, {SD, DD}, {HD, SD}, (HD, SD, DD}} = {{PD, HD }, {PD, SD }, (PD,
DD }, {PD, HD, DD}, {PD, SD, DD}, {(PD, HD, SD}, {PD, HD, SD, DD}}.
UAS(Hp, t) = 1 = (UAS(Lhy, t) U UAS(Ly, t) U (UAS(Lhe, t¥/B ® UAS(L,, t) / B)) = ({PD), (HDJ, {SD}, {DD}, {HD, DD}, {SD, DD}, (HD, SD}, {HD, SD,
DDJ. {PD, HD}, {PD, SD}, {PD, DD}, {PD, HD, DD}, {PD, SD, DD}, (PD, HD, SD}, {PD, HD, SD, DD}}
st 8 1 Hp9 Lhy, Hed AXshd,
B = (UAS(Lhs, t) 11 UAS(Hy, t)) = .{{HDJ}, {DD}, (HD, ED), (HD, DD}, {ED, DD}, {HD, ED, DD}, {SD, DD}, {HD, SD}, {HD, SD, DD}, {PD, HD}, (PD,
DD}, (PD, HD, DDJ, (PD, SD, DD}, {PD, HD, SD}, (PD, HD, SD, DD}}
(UAS(Hi, t) / B) ® (UAS(Lhs, t) / B) = {{PD}, {SD}, {(PD, SD}} ® {{ED}} = {{PD, EDJ, {SD, ED}, {PD, SD, ED}}
UAS(Hus, t) = 1= (UAS(Lhs, t) U UAS(Hp, t) U (UAS(Lhs, t)/B ® UAS(Hy, t) / B)) = ({PD}, {HD}, {SD}, (DD}, (ED}, {HD, ED}, {ED, DD}, {PD, ED},
{SD, ED}, {PD, SD, ED}, {(HD, ED, DD}, {HD, DDj}, {SD, DDJ, {HD, SD}, (HD, SD, DD}, {PD, HD}, {(PD, SDj, {PD, DD}, {PD, HD, DD}, {PD, SD,
DDJ, {PD, HD, SDJ, {PD, HD, SD, DD}}
it 9 Hi % Lhy, HuE A2,
B = (UAS(Lhy, t) 1 UAS(His, t)) = {{HD}, {SD}, {HD, ED}, {SD, ED}, {PD, SD, ED}, {HD, ED, DD}, {HD, DDJ, {SD, DD}, {(HD, SD}, (HD, ND}, {SD,
NDJ, {HD, SD, DD}, {HD, SD, ND}, {PD, HD}, (PD, SD}, {PD, HD, DD}, {PD, SD, DD}, {PD, HD, SDJ}, (PD, HD, SD, DD}}
(UAS(Hg, t) / BY ® (UAS(Lhy, t) / B) = {{PD}, (DD}, {ED}, {ED, DD}, (PD, ED}, {PD, SD, ED}, {HD, ED, DD}, {PD, DD}} ® {{ND}} = {{PD, NDJ,
{DD, ND}, {ED, ND}, {ED, DD, NDJ, {PD, ED, ND}, (PD, SD, ED, NI}, {HD, ED, DD, ND}, (PD, DD, ND}}

" UAS(H, t) = I = (UAS(Lhy, ) U UAS(Hg, t) U (UAS(Lhy, t)/B © UAS(Hs, t) / BY = ((PDJ, {HD}, {SD}, {DD}, (ED},-(ND}, {HD, EDJ, {ED, DD}, (PD,
EDJ, {SD, ED}, {PD, ND}, {DD, ND}, {ED, ND}, (ED, DD, ND}, (PD, ED, ND}; {PD, SD, ED}, (HD, ED, DD}, (HD; DD}, {SD, DD}, {HD, SD}, (HD,
NDJ, (SD, NDJ, {HD, SD, NDJ, {HD, SD, DD}, {PD, HD, {PD, SD}, (FD, DD}, {PD, HD, DD}, {PD, SD, DD}, {PD, HD, SD}, {PD, HD, SD, DD}{PD,
SD, ED, NDj, {HD, ED, DD, NDj}, {PD, DD, ND}}

s 4 10 © Hudt Lhs, HisE A 4HsHE,
B = (UAS(Lhs, t) 1 UAS(Hw, 1)) = ((HD), {EDJ, (ND}, (HD, ED}, {ED, DD}, (PD, ED}, {SD, ED}, {PD, ND}, {DD, NDJ, (ED, ND}, {ED, DD, ND}, {PD,
ED, NDj, {PD, SD, ED), (HD, ED, DD}, (HD, DD}, {HD, SD}, {HD, ND}, {SD, ND}, (HD, SD, ND}, {HD, SD, DD}, {PD, HD}, {PD, HD, DD}, {PD,
HD, SD), {PD, HD, SD, DDJ, {PD, SD, ED, ND}, {HD, ED, DD, ND}, {FD, DD, ND}}
(UAS(Hy, t) / B) ® (UAS(Lhs, t) / B) = ((PD}, (SD}, {DD}, {SD, DD}, {PD, SD}, {PD, DD}, {PD, SD, DD}} ® {{HD, ED, ND}} = {{PD, HD, ED, ND},
{SD, HD, ED, ND}, {DD, HD, ED, ND), {SD, DD, HD, ED, NDjJ, {PD, SD, HD, ED, ND}, {PD, DD, HD, ED, ND}, {PD, SD, DD, HD, ED, ND}}
UAS(Hss, t) = I = (UAS(Lhs, t) U UAS(Hy, t) U (UAS(Lhs, t)/B ® UAS(Hy, t) / B))Y = ({PD}, {HD}, {SD}, {DD}, (ED}, (ND}, (HD, ED}, (ED, DD}, {PD,
ED), {SD, ED}, {PD, ND}, {DD, ND}, {ED, ND}, {ED, DD, NDj, {HD, ED, ND}, (PD, ED, ND}, {PD, SD, ED}, (HD, ED, DD}, {HD, DD}, (SD, DDj,
{HD, SD}, (HD, ND}, {SD, NDj, (HD, SD, ND}, (HD, SD, DD}, {PD, HD}, (PD, SD}, {PD, DD}, {PD, HD, DD}, {PD, SD, DD}, {PD, HD, SD}, {PD,
HD, SD, DD}, {PD, SD, ED, NDj, {HD, ED, DD, ND}, {PD, DD, ND}, {PD, HD, ED, ND}, {SD, HD, ED, ND}, {SD, DD, HD, ED, NDj, {PD, SD, HD,
ED, ND}, {PD, DD, HD, ED, NDJ, {PD, SD, DD, HD, ED, ND}}

wtA 11 : His9 Lhs, HisS A4S,
B = (UAS(Lh, t) N UAS(Hs, t)) = ({HDJ}, {ED}, (HD, ED}, {ED, DD}, (FD, ED}, {SD, ED}, {ED, ND}, {HD, N}, {ED, N}, (HD, ED, N}, (ED, DD, ND},
{HD, ED, NDJ, {PD, ED, ND}, (PD, SD, ED}, {HD, ED, DD}, {HD, DD}, {HD, SD}, {HD, ND}, {HD, SD, ND}, {HD, SD, DD}, {PD, HD}, {PD, HD, DD},
{PD, HD, SD}, {PD, HD, SD, DD}, (PD, SD, ED, NDj, (HD, ED, DD, ND}, {PD, HD, ED, ND}, {SD, HD, ED, NDj, {SD, DD, HD, ED, ND}, {PD, SD,
HD, ED, ND}, {PD, DD, HD, ED, ND}, {PD, SD, DD, HD, ED, ND}}
(UAS(Hs;, t) / B) ® (UAS(Lhs, t) / B) = {{PD}, {SD}, (DD}, {ND}, {PD, NDj, {DD, NDJ}, {PD, SDJ, (SD, DD}, {SD, NDJ, {PD, SDJ, (PD, DD}, {PD, SD,
DD}, {PD, DD, ND}} ® {{N}} = ({PD, N}, {SD, N}, (DD, N}, {ND, N}, {PD, ND, N}, {DD, ND, N}, {FD, SD, N}, {SD, DD, N}, {SD, ND, N}, {PD, SD,
N}, (PD, DD, N}, {PD, SD, DD, N}, {PD, DD, ND, N}}
UAS(Hss, t) = T = (UAS(Lhs, ©) U UAS(Hss, t) U (UAS(Lh, t/B ® UAS(Hs, t) / B)) = {{NJ, {PDJ, {(HDJ, (SD}, (DD}, (ED}, {ND}, {HD, EDj, (ED, DD},
{PD, ED}, {SD, ED}, {PD, NDj}, {DD, ND}, {ED, ND}, {HD, N}, (ED, N}, {PD, N}, {SD, N}, {DD, N}, (ND, N}, {HD, ED, N}, {PD, ND, N}, {DD, ND,
N}, (PD, SD, N}, {SD, DD, N}, {SD, ND, N}, {PD, SD, N}, {(PD, DD, N}, {PD, SD, DD, N}, {PD, DD, ND, N}, {ED, DD, ND}, {HD, ED, ND}, {PD, ED,
ND), {PD, SD, ED}, {HD, ED, DD}, (HD, DD}, (SD, DD}, {HD, SD), (HD, ND), {SD, NDJ}, {HD, SD, NDj, {HD, SD, DD}, {PD, HD}, {PD, SDj, {PD,
DDJ, {PD, HD, DDj, {PD, SD, DD}, (PD, HD, SDJ, {PD, HD, SD, DD), {PD, SD, ED, ND}, {HD, ED, DD, ND}, {PD, DD, ND}, {PD, HD, ED, ND},
{SD, HD, ED, ND}, {SD, DD, HD, ED, NDj}, {PD, SD, HD, ED, ND), {PD, DD, HD, ED, ND}, {PD, SD, DD, HD, ED, ND}}




2 29 79 health care Al2=F9] H&A FNA
UASE A4t st4d 9] &7 119 UAS(His, £)S Z o}
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4173 9] @4 11914 Extended GTRBAC =4 9
UASE 71& 2Y 2o} © BRade & 5 ok
gebA ARG A E43 B gl whe) ALgR)
45 4t BV AL 2@ 2AHAA HB
2, UAS A4 @32 %3} A48 UASH o2 A%
95 guFe Bas

Algorithm Compute_Permission_Acquire(H, Active_Role)
Permission_set = {Active_RolePR, Active_RoleRl, Active RoleDC, Active_RoleCC}
// JuniorRoles_Exist]); 8388 989 34 989 ZHFA #4
whtle ( JuniorRoles_Exist(H, JuniorRole)) do begin
/92 J394 845 G939 G 989 Efdc §F o
f U ="Thor (f= 1A [/ 98439 BCIAIGF
if ( JuniorRole->RI < Active_Role->RI)
// JwiorRole 9 44 AF G RI} Active Role f 4% 7459 34
// JwiorRole->RI 9 44 W9 Active_Role 7} £3t= 34
Permission_set +={ JuniorRole->RI,
JuniorRole->DC, JuniorRole->CC}
else Permission_set += { JuniorRole->DC, JuniorRole->CC}

if f = "A") break A§EAFAFF
Active_Role = JuriorRole
end
return Permission_set
End Compute_Permission_Acquire
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