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A Study on the Active Traceback Scheme Responding to
a Security Incident
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Abstract

Current security reinforcement systems are passive defense system that only blocks
filter to all traffic from the attacker. So, Those are weak re-attack and Stepping Stones
attack because active response about attacker is lacking. Also, present techniques of
traceback need much time and manpower by log information collection and trace through
the personal inspection and active response is lacking. In this paper, We propose technique
for TCP connection traceback that can apply in present internet and trace to inserted
marking on IP header to correspond re-attack and Stepping Stones attack. Therefore,
Proposed technique is unnecessary correction of existing network component and can
reduce size of marked information and overhead of resources.
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Table. 1 Technique classification of TCP chain Traceback
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26. SWT(Sleepy Watermark Tracing)
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