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ABSTRACT

Recently “Banking IC Card Standard” and EMV Standard by the domestic standard is selected, and it is situation that is developing infra-
structure vigorously to alternate Magnetic Stripe card by IC card. This paper analyzes EMV standard that is selecting public key cipher, and
research wishes to study unexhausted EMV PKI relatively than internet PKI, WAP PKI etc.. This paper propose utilizable EMV base Payment
PKI model in IC card base payment system development, and developed EMV CA system with this. Also, this paper supplemented IC card

Authentication mechanism that is defined in EMV standard, and propose “Efficient smart card Authentication mechanism” to improve perform-
ance of this mechanism, and estimate performance.
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FANNE Yol2th

@ “232 ¢gA EMV 94FA A7
718 ek

@ IC 7t= 37 AFA Y Hol7t EhAte] 7] M-
odulus Hol¢} #&A v wrh

G WA FAINE IC Ft= 37 IFHE FAT E
o Fojg dndEoR B3I 3 Hrecovery) @t 23
3tg diolEl 9] Tailer”} ‘0xBC'St YA vlwgtct.

® 339 d)o)el 9 Header’} ‘0x6A'¢1A vl ge},

@ AFH =L AAFL IC A= FA7] AFAE
‘0x04' o] T},

235339 dlo]g 9 Remainder, Exponent® HZ 3},
IC 7t= F747] diojelE T4t

© 23PA FAA7] dolg W s LuE 4EAR
ANAE A5 dnadss ol gs] /7 dolee |+
®e At

@ AN AH% Ezstd dolge] T Hash
Result#¥ #2232 Blugci(F/H7] AT BEAF
g A2

@ 2339 PANUeftmost 3-8 digits)g Application
PANT} IX3t=x ARG

@ FA7) AdFM e FEVTE AAE FE7L 2=

tjo

gol gy

ol

7

9] gkol EA YA} 2&A EAE vudth A &
ART AUd a7 EE A

®IC 7= FN7] ¢ndEF AEAE I4T F UER
AL,

® RE AAE AZAGE, IC 7t= EMV 9FA A5<
S5 3}

2

24 IC 7t= IBHAHUE

IC7l=9) YHzE wWx|3l7] 98 EMV 732 SDA-
(Static Data Authentication)®} DDA(Dynamic Data Auth-
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ot getd IC = dgAl LA AAT ARAY @
(SSAD)E AZYA IC 71= AFHLZ o AMEHE WA
ojt}.

(0% 3)7 2L SDA AFEAE 227|171 IC 7h=d A
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@ 222 H3A EMV 9F3ME AFT)
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PAl7 IC7HE EMV E717) 1S4 E H33ta, o] & o]
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o} webA IC 7hs}t A e 7\‘1?‘}"1%' el AA IC 1=
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r 2hell Af(Issuer) ] ﬁ CA J
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[]

ICC Terminal

3. Issuer 2247| 2 Cert,,, A5
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® 222 $BA EMV 93AE A8

@ 223 IC 7}1= EMV Q1AM & Azsi)
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25 EMV PKI 24

EMV 2000 Book 2 - Security and Key Management - 7
Aol 3% EMV PKI(Public Key Infrastructure) £4&
23 =2d FAEE 893 g 2

* Root CA/Local CA 3707] vl=9] ofe¥
o CA 377 AFA A g, dwd ¥x7 7t
e 37 s Ags AR
o CA F77) gl tid A5 dAYUFo| §lof Wz

WAL EMV QZA HlE HAYS

2E IC 7l=vic}t #3AH(Issuer) EMV 2l
X

o

r1r X

A 3E7re] A K RF 8Kbyte 32Kbyte)S
ZMT- A= AR A IC Fl=/DdE7] A F @

e HELHQ IC 7= AZMAUZ

o SDA IC 7l= A3 AYUE ES Adwict POS
g27lo] Al EMV QFA HA$

o DDA IC #t= d5WAUEY 3¢ A7ttt POS
gg7)d &AL IC 7t= EMV AEME A%

o IC 7t A&k Ao A AHA £=7
o} 23 Agd A SDA, DDAS %2 IC 7l=
AFHAUE H4A EXAM AL F7 82
22 Z4 ol IC 7tz At AU dA9F

& 29

olgl 22 ZAMEEL #Asl7] S8 B =&A X509 <1
ZA2 2938l “EMV7]%t Payment PKI 249" a9}l
CA N2de Az, +a5+9c) o9 &7 A Pay-
ment PKI 22& %8 7]&9 EMV IC 7I= JFHAYUS
(SDA, DDA)Y] €484 2 45& /Mded ¢+ e “&
2 IC 71= AZHMAYE(SDAx, DDAX) & F33E
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3. EMV 7)gt Payment PKI 2@l

EMV7]3t Payment PKIOl tigt 78 REE A3z,
o] o] &% ‘AL IC 7lE UAFHAUE S Aotst
2} gt

El

R

w
m

MV 7[8F Payment PKI =&
Fo)A Astn 90 EMV 7]¥ Payment PKI +
I3 53 #2oh A 7 FAL A e AR

o i g !

SN
m
k)

X.509 CA

Local Root CA
Issuer CA Acquire CA
| (A l L KA ©h A
Icc
KMS
v
Issuing System Provider
-

(22! 5) EMV 7|4t Payment PKI T*AE

ey

b

3.1.1 24 Root CA/X.509 CA

24 Root CAE AAHoZ F/7|/MIE7] 4E A%
F Aol Eol7t=d], old CA F771 B9 Fel= =A
EMV 3747 74, X509 CA¢t 9538t X500 347 <
FA AL AMEEte Wl Aoz o888 & AR
st

Payment PKIolA A9tz 9+ EZH(Regional) Root
CAY 7% 2 gL 2993w oe 2

Local(Regional) CA9] 7]A71/FN7] 4& BAwch

Local(Regional) CA9] 7Qi7l= IC 7I=E o] &3 <t
AatA B}

X509 CAe 28 E Local(Regional) CA9l X509 &7
7] AFAE St

WAl CAE EMV 3717] AFXE Lt

CA 3771 =& X509 7] A5 = KMA(Key M-
anagement Authority)E 53 &3 AIssuer)$}t vl QA
(Acquirer)o] ¥lExETh AFA HE7t obd CA A7)
£ Zo] HX3E olfE VIE AR S8¥HE #A
at7] Aot}

3.1.2 KMA(Key Management Authority)
e Al (Issuer) CA EMV &747] 154 25 84L& +

A3t Payment Root CARRE F/H7] QAEME
FE do]dE(Agent)o|tt. Payment PKI3Y] ZE &9
CA7} Q24 23 ZIESZS E3] 9424 HR 9.

o WYPAL EMV FAN7 AFAH #F Aujx

o Application Providere} 7l IC 7t=& olZa] Aol <
Z Ayl

* Root CA X509 37/7] AFA, LA EMV F717]

ASA

3.1.3 #3JA}l(Issuer) CA
ICl=E WFate e Al(ssuer)’t 938+ CAY g3
< g 2o

o WPAl(Issuer) CAY MA71/FA7 4& AT
o 27 Root CAZHEH 23Al EMV FA7] AFME
gy W=t

e IC 7t= EMV 3717] 4FAE &gt

3.1.4 ICC KMS

IC 7t= BIWAA IC 7tE A% A A 247
#e ARSE AL BASE7] R IC e HFA LY
(ICC Issuing System)® 9153t IC 71=4& 7|8 A4z
As] P8 BLF FALLolTh

o IC 71=% A7 FAFE BA T EMV 139
A dgrle] 982 Hojsta Qo

o r(Issuer) CAZRE IC 71= EMV 347 A%
A g &g et

e IC 7}= EMV 37471 43X 7NA71E IC 7t= 3
FAIZ2"(ICC Issuing System)oll <HA3sHA H4gch

32 7| mal Alale
(29 O BE wsh Zo] 2 THRA Aol 7] WE
g 3402 ¥ Aveles ¥und tew 2o

O 24 CAE X509 37/17] AFAE Td%o} KMAE
53 vz

@ LYA CAE KMAE 53] EMV 377] QA E 2
F21, 24 CA X509 347 AFAME A2

® Z3PA} CA EMV 3717 AFME KMACIA wjE
o, o]A L wYPALE F3 @ir)el wizrgch

@ KMS¥ IC 7l=4 37718 A4, 23 CAZR
g IC 7= EMV 3/47] dFAE TgLo} IC 7l=
go] Alg3)

® dZ7is WAz e 24 CA® X509 347 A%
A, &PAL EMV FA7) M E AFa dETh

® AA dBE IC Ft=o] AZE IC 7l= EMV 2
A7l AFME ¢l F, 23 CA, %34} IC 71=
AFAMY AHHZE B3I AFAE AZF38A Aot



X500 CA
FocaliRegionahl Root A X509 #7171 215 MXPKCre,
Issuer CAEMV 215 M} Issuer CA Acguire
{PKCise) wway [T KMA el Ab
l Root CA X508 215 A1
cCBA7) U5M | e (XPKCpea)
(PKCyc) Issuer CA EMV 215 M
T (PKCiss)
icc cr]
Issuing System| Issuing System
i icC 325 ABM 1 RootCA 37| 91T M
1cC Hels| (PKC, XPKC,
icc @M1 AEM | ICC <) oS (KPKCre)
(PKC o) Terminal  yoquer CAEMY 2134
{PKCigq)

(32! 6) EMV 7|t Payment PKI 7| &2

27 CAE 7] #8& 938 X509 CAZYH ASAME &
F e o] 2aAlel vigdAle] wiEsE WS B3
23 CA B/47 gtz Wxse #HE 7189 w4e
Baste] tAAE Frgnzt FAYH7-9] 1A G
71% X500 91EME AT & A& 7)50] Frteof 3t
Bro] ok w3 HgAle] EMV IF5AME IC 7l=d A%
gt W2 7129 Wag £35A ol YAE T4

A gwrlo MEAS BL4E FHNTEE S

33 &8¢l IC 7IE ABHAUEF

EMV 7] Payment PKI 228 %8 th&3 2o 2714
F£A9 IC 1= AFAHAYEL 93 Aol 7hesith
olg} & AZE HAUEL LA} EMV I AFA Hf
E A8 uim, IC 7lE 2E3RE FaAPeEA IC
A= A% FE Aasetn, IC s iF TFA 5284
& Z7MN71E Aol JtedAth B¢ A ojH AEH
£ Bl CA A E A$3x Gug o4 A E
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