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Permission-Based Separation of Duty Model
on Role-Based Access Control

Se-Jong Oh'

ABSTRACT

Separation of Duty(SOD), with delegation, is one of important security principles in access control area . The role-based access control model
adopts SOD principle, but it has some problems; SOD concept is inconsistent with role hierarchy, permissions that have no relation with SOD
may be restricted, and delegation may violate SOD. We propose permission-based SOD model on role-based access control. We establishes SOD
as a set of permissions instead of role level SOD. Furthermore we propose a principle of role activation. It solves SOD problems of RBAC and
supports easy implementation of SOD policy.
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o AA ol a)(Static Separation of Duty)

Yu @ user, r, 1j : roles : ri¥rj :
u€role-membership(ri) A u uErole-membership(rj)
= ri€mutually-exclusive-authorization(rj).

o 54 5% (Dynamic Separation of Duty)

V's : subject, mi, 1j : roles : ri#1j :
ri€active-roles(s) A rj€active-roles(s)
= ri€mutually-exclusive-activation(rj).

o G4 R (Operational Separation of Duty)
V's : subject, r : roles : f : function :
“*(function-operations(f) S U reuser-roleswrole-oper—-
ation(r))
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Purchase manager(PM)

Purchase_clerk(PC) Receive_clerk(RC)

a) 98 A%
Role User
PM Tom
PC John, Jane
RC John, Jane

(b) AH&A-9E wjAg

Role Permission

PM approve_purchase

PC purchase_goods

RC receive_goods, update_customer_list

) §2dg-98 A

Role SOD role

PC RC

RC PC
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o U : set of users
® R ! set of roles
® P set of permissions
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® active-permissions(u) : set of total permissions that
is currently activated by u€U

® assigned-permissions(r) : set of permissions that is
assigned to rER

¢ delegate-permissions(u) : set of permissions that user
u delegates to somebody

o DAP(r) : set of permissions that is directly assigned to r

o IAP(r) : set of permissions that is inherited from jun-
ior roles of r

¢ SJ(i) : sensitive job i that requires separation of duty

e SODG) ={ pEP | p is essential permissions for ex-
ecuting SJ{) }

[A) 2] A4EE &9 T3 9529 AF
e VucU : VSODG) :
e = active-permissions(u) = SOD(i)
e A active-permissions(u) 2S0D()
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while (i>0) {
if ( {active-permissions(u}Uassigned-permissions(r)} 2S0D() ) {
assigned-permissions(r) = assigned-permissions(r} - SOD() ;

==
}

active-permissions{u) = active-permissions(u) + assigned-permissions(r)
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while (i>0) {
if ( {active-permissions(u)Udelegate-permissions(u’)}2S0DG) ) {
delegate-permissions(u’) = delegate-permissions(u’) - SOD() ;
}
i--
}

active-permissions(u) = active-permissions(u) + delegate-permissions(u’) ;
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active-permissions(John) = {purchase_goods}
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active-permissions(John)
= {purchase_goods}+ assigned-permissions(RC)
= {purchase_goods}+ {receive_goods, update_customer_list}
= {purchase_goods, receive_goods, update_customer_list}
*. active-permissions(John) 2 SOD(1)
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active—permissions(John)
= {purchase_goods}+ (assigned-permissions(RC) - SOD(1))

= {purchase_goods}+ ({receive_goods, update_customer_list}
—{purchase_goods, receive_goods})

= {purchase_goods}+{update_customer list}

= {purchase_goods, update_customer_list}
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active—permissions(John)
= {purchase_goods, update_customer_list} + {receive_goods}
= {purchase_goods, update_customer_list, receive_goods}

", active-permissions(John) 2 SOD(1)
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active-permissions(John)
= {purchase_goods, update_customer list} +({receive_goods} - SOD(1))
= {purchase_goods, update_customer_list}
+ ({receive_goods - {purchase_goods, receive_goods})
= {purchase_goods, update_customer_list} + { }
= {purchase_goods, update_customer_list}
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= DAP(PM) + DAP(PC) + DAP(RC)
= {approve_purchase} + {purchase_goods}
+ {receive_goods, update_customer_list}

533 o] glvkd HZA o] Al2¥2 DAP(PM), DAP
(PC), DAPRC)E ¢aH3 o2 &4t Uz zlojth. DAP
(PM), DAP(PC)9] &As7AlE #4171 ¢lXI%F DAP(RC)E
243 sya ata gF2E 238 duiss] dE re-
ceive_goodst A 98kl update_customer list?hS @43
Ft}, o] RBAC 229 [Problem 118 REHo 2 g dst



i QAT Tome 84 receive_goodse #43t 8A £3}

= A7 A @717 83 wete 98 Aol

2 AgHchild)S 2zt B2 G(parent) 9&E B4 3 3

E A%t MNado] 4 48 5 oW A& @45 &4
o]

A4d 5 A 715 Fogoez A2 + vk oF
A =8 Tome] PME €43 sl & @ Tome A4 4
& PCe RCHF & BF 52 o= 3d%& #4443 =5 A
Agoasn grEed 48 %HH'E?W ROHA L A A
Hod BE A 4 A 2 cH[Problem
112 RBAC Edo] g3 o= OJﬂ AE BFARM ZEF
2 AEE M E 2 ANE wAsoF stk T-RBAC
2de 283 93 9 shuolnt[9, 15).

oi’u
ta
i)
°{N

4. HictEl 2dlof oid¥yd HE

in )

ojf oA Atd mdo] YFEe AAE Hest
E ow Almd el Hojd & Sl dis =FdTh
Sl A A& uieh o] dF-EE AL AMEATE A
A Fodd qEE 48 sAY e AR e 9
Aot AlFAAM wAET Add ZhANE o] F 7HA
AgelA (4 313 49 49 7Hd g8 H2dagy &
gt R g Adatez 4= [HY 319 [4Y 419 LA
o] Al¢te o] ke AAH (2 2)& [F9 3
(Bl 419 ¢Hde Jaxer Hoed (24 2)9 22
Fefell A AREA} ob AdE X R oW ¥ 7
AsHeE B0, AF CE ¥A4shstuAa std (B9 319
Aol HgH, JF C7F A7 A F7F HAE WE 7
Aata] SOD(1) -+ SOD(m)e] FE AUCH 23 HE7A] o
& #gdnt o] ¥ st THE Aol o™ SOD
& g Aolmz ¥ CAA SODE #utstA st A
AL AAGT o9 F2 FHFoE AH FFHoR H
& Coll & Fodgwho] o SODXE F#HskA &7] WE
of 44dg & 4 gl dodde] g FF DY H2dd
o] fYHE A5l [ 4l osf Z& LHor B3
7b HER AR Y hHd JdFEHRAY 7Y B

Crisg

SOD(1} SOD(2) SOD(3) SOD(n)

(3% 2) HigHE REe| oY o

Qg M0 2E0M Zodst rlue gREe 2" 729

-
Mz
n
ox
B
rlo
re
2ol
2
ra
ok
od
o

N
>
2
2
X
m

THoR

}A 7] A Sas Het d2A
=0l Z3 ] An 71E9 ATeME
dA AFFEE FozK YFEed

22 FAA

Mt om

2
o
1o
g
juin)
>
>
L
=2
M
L3
)
T
u
o
ol
e
Pk
i)

o MY Lo T opoh go

r
2
s
32
T
re
re
-
2
&
rir
o,
e
md
rlo
e
2
A
)
iy
<

2 wo 12 ne 2 2

g 2
stk Atd 2de 4% 43 733 4
ato] QFRele] GG ;P& B, 4T
Z o) JFEes Ao e Hodde Yt HE S
4oz F&A(avalability) s A dFESt 9
AZ N Aelol FEEAE FEH2T 4 Sl
], RBAC 229 &<l ¥Zo] gloj& sjdo] ofHrt
2 drdMe 2de 2est o] fsk 4FEd 3
S Ag o F HIEE Aleld SODE AAsE
7HRstgeh A2dde e Aloldl SODE A4 3
= [39 319 [H9 4]9) g Fo] M=} ¥
Ao Bde 22 mdojgte HE 7 w2} 1
3 JRED] AAE 2P EAY JFg w
AFEE A A LTS B
dFEe ZdE MEde Rl st

=

Rl L oox Oﬁmlomo
Ll_gimlo —10

2 oo af
mr.—“i

LAY

(-

u_h‘u

o dm orr e
2
rl

[1] D. Ferraio, J. Cugini and R. Kuhn, “Role-based Access
Control (RBAC) : Features and motivations,” Proc. of 11th
Annual Computer Security Application Conference, 1995.

{21 S. I. Gavrila and J. F. Barkley, “Formal Specification for
Role Based Access Control User/Role and Role/Role
Relationship Management,” Proc. of the 3rd ACM workshop
on Role-Based Access Control, 1998, pp.81-90.

[3] R. Sandhu, “Rationale for the RBAC9 Family of Access
Control Models,” Proc. of the first ACM workshop on Role-
Based Access Control, 1995.

{4] Rechard Kuhn, “Mutual Exclusion of Roles as a Means of
Implementing Separation of Duty in Role-Based Access
Control Systems,” Proc. of 2nd ACM Workship on
Role-Based Access Control, 1997.

[5] Ravi Sandhu, “Role Activation Hierarchy,” Proc. of 3rd
ACM Workship on Role-Based Access Control, 1998,

[6] M.Bishop, ‘Computer Security, Addison Wesley, 2003.

[7] Ezedin Barka and Ravi Sandhu, “Framework for Role-
Based Delegation Models,” Proc. of 16th Annual Computer
Security Application Conference(ACSAC 2000), 2000.

[8] Aslo, oM A sjgte] HI Ao} N=glN TH % —‘?:
2 HES YT A U, FS AR Jhe gelH



730 EAMZIER=EX C M11-CT X6z=(2004.12)

234, A268 #A)23, 199
[9]1 S. Oh and S. Park, “Task-Role-Based Access Control
Model,” Journal of Information Systems, 2003.

[10] G. J. Ahn, R. Sandhu, “The RSL99 language for role-based
separation of duty constraints,” Proc. of the 4th ACM work-
shop on Role-based access control, 1999.

[11] J. B. D. Joshi, B. Shafiq, A. Ghafoor, E. Bertino, “Depen-
dencies and separation of duty constraints in GTRBAC,”
Proc. of the 8th ACM symposium on Access control models
and technologies, 2003.

[12} Jason Crampton, “Specifying and enforcing constraints in
role-based access control,” Proc. of the 8th ACM sympo-
sium on Access control models and technologies, 2003.

[13] C. P. Pfleger, ‘Security in Computing’, Prentice-Hail
International, 2nd Ed., 1997.

[14] D. Russel and G. T. Gangemi, ‘Computer Security Basics’,
OReilly & Associates, Inc., 1991.

[15] wp &)z, WA, “T-RBAC 7)&3 A47)ve] 53 458,
AR 333 20028 £ATed =S, Vol.29, Nol, 2002.

(16} 2%, A5, “AFEE 4% AF7IN F2BPe 2
4", AEAGE=EAA, A5-AR ATE, 1998

2 M B
e-mail : sejongoh@dankook.ac kr
1980 AZrohsh 7 FE shak(ahap)
19919 AL ek AFE 8

(F8HAAD)
20018 AU st AFE
(shua)

1991'd ~1997d A HA 29 28

2001 ~20031 w]= George Mason University Post Doc.
a4

20039 ~&A doga s AFREAFAT w

HA Rk JEHA2Y HHE T do]Huo]x



