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Software for analyzing documents on the net to detect specific categories of occurrences is in great
demand. In the current world where detecting terrorist threats is critical there is a great need for such systems.
One of the critical application areas of such software is the automatic detection of a national infrastructure
emergency. In this research an agent-based generic architecture for emergency waring systems is proposed
and implemented. This system, called the National Infrastructure Emergency Warning System (NIEWS), is
designed to analyze given documents, to detect threats, and to report possible threats with the necessary
information to the appropriate users autonomously. In addition, a systematic analysis framework to detect
emergencies on the subject of defensive information warfare is designated and implemented through a
knowledge base. The developed system along with the knowledge base is implemented and successfully
deployed to Strategic Crisis Exercise (SCE) at the United State Army War College (USAWC), saving a good
amount of money by replacing human SMEs (subject matter experts) in the SCE.
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1. Introduction

Because of the ubiquitous computer and
Internet access today, more and more information
is available in the form of text on the net.
Obviously some of this information may be ex-
tremely important, for example, evidences about
possible threats to national security are one such
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information. However, analyzing the huge amount
of documents on the net in real time is not only
labor-intensive but also dependent on timing, i.e.
detecting possible threats in an early stage is a
critical requirement. Therefore, an intelligent sys-
tem, which can autonomously analyze, extract,
and report a given specific category of facts from

the electronic documents, is in great demand in
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different application areas. One of the critical ap-
plication areas of such software is the automatic
detection of a national infrastructure emergency.

We propose and develop an agent-based ge-
peric framework for an emergency detection
called National Infrastructure Emergency Warning
System (NIEWS). The proposed system archi-
tecture supports multiple agents so that multiple
subject-specific agents (subject matter experts) can
work simultaneously. NIEWS has a flexible archi-
tecture in the sense that users can generate differ-
ent agents with different beliefs by assigning dif-
ferent expert knowledge bases. To verify the sys-
tem in real situations, we generate a knowledge
base on Defensive Information Warfare (IW-D)
and show the propriety of the proposed system
and the knowledge base.

The following section is devoted to the
background research along with functional re-
quirements for NIEWS. The proposed approaches
for developing NIEWS are represented in Section
3. Sections 4 to 7 describe the details of some of
important design and implementation issues, and
Section 8 summarizes a real-life performance of
NIEWS. Finally, we present conclusions in
Section 9.

2. Background

The U.S. Army War College (USAWC)
oversees the Strategic Crisis Exercise (SCE), a
simulation exercise, every year. During this ex-
ercise, students take the role of different federal
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and non-federal organizations, and they are in-
formed of events that are similar to real-world
events. The objective of this exercise is that the
students must learn to make correct decisions at
critical times as they are required to do in the real
world. In this exercise, students get advice from
more than 120 subject matter experts (SMEs),
bringing some measure of reality to the exercise.
Most of the SMEs are, however, temporally hired
and do not deliver advice unless contracted. For
this reason, the USAWC would like to maintain
the corporate knowledge of the SMEs for use dur-
ing future exercises (USAWC 1998). On the basis
of this necessity, we developed NIEWS, which
can detect and report the possible threats to the
students on behalf of human SMEs, and the IW-D
was chosen as the first target subject to be
implemented.

To develop the NIEWS framework, the fumc-
tional requirements for the system were defined first.
The essential requirements for NIEWS are:
to maintain expert knowledge including the sub-
ject-specific dictionary terms, known facts, and in-
ference rules related to subject areas,
¢ to monitor and parse the electronic documents

called the master scenario event list (MSEL),
which are sent to the students according to the
predefined scenario schedule,

o to analyze the newly parsed and extracted facts
by using the expert knowledge and the current
beliefs, updating these beliefs dynamically, and

¢ to send warning messages along with a brief
analysis result to the appropriate recipients

when a threat is detected.
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3. Approaches

To satisfy the functional requirements men-
tioned above, we adopted the following five ap-
proaches from the perspectives of system archi-
tecture, knowledge representation, reasoning meth-
od, knowledge extraction, and knowledge main-

tenance, respectively.

Intelligent Software Agent Architecture : The ba-
sic system architecture of NIEWS is of an autono-
mous intelligent software agent, which senses the
changes in the real world autonomously, reasons
about a specific subject, and communicates with
human users and/or agent peers. In addition, in or-
der to meet the requirement for multiple subjects
in the future, the system is designed as a mul-
ti-agent system, where the individual agents are in
charge of their own subject matter. All the agents
can work concurrently.

Attribute-based Knowledge Representation : To
map the English sentences of original MSEL
documents to the parameterized internal facts, we
used attributed-based knowledge representation,
where the contents of an MSEL are converted into
a set of facts in parametric form using an editor

offline

Rule-based System : The fundamental three catego-
res of expert knowledge - dictionary terms, facts,
and rules - must have representation schemes that
are compatible with each other. The most ad-
equate approach for this representation is a pro-

duction system, which consists of factual knowl-

edge and compatible conditional knowledge, i.e.
if-then rules (Giarrantano and Riley, 1993). For
the purpose of implementation, the expert knowl-
edge was represented using CLIPS syntax, which
can be processed by the Java Expert System Shell
(Jess) API (Friedman-Hill, 1998).

Semantic Analysis and Knowledge Extraction :
For more efficient management of the knowledge
base, the domain expert knowledge was extracted
and analyzed by constructing hierarchical relation-
ships among concepts and classifying internal fac-
tual knowledge and production rules. These were
done by investigating sample MSEL documents
and by discussing with a domain expert. Finally,
on the basis of the analysis results, we developed
a systematic threat analysis framework.

Knowledge Maintenance using Knowledge Editor
: The knowledge bases are managed through a
software module called Knowledge Editor, which
has the following functions: (1) editing the dic-
tionary terms and their relationships, (2) editing
the factual knowledge, (3) editing the production
rules, and (4) maintaining integrity between dic-
tionary terms, facts, and rules.

4. System Architecture

As mentioned previously, NIEWS adopted
the rule-based production system model for
knowledge representation and reasoning. [Fig. 1]
shows the configuration of the NIEWS archi-
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[Fig. 1] NIEWS system architecture - knowledge based system view

tecture along with its data and process flow from
the rule-based production system’s viewpoint.
Knowledge Editor manages the expert knowledge
base, and stores it as CLIPS-format files. When a
new agent is created, the initialization process
loads these files and converts them into internal
facts and rules, thereby creating the initial belief
set. At the same time the agent starts checking
pre-defined input buffers, and reads in newly ar-
rived MSELs to parse them into internal facts.
These new internal facts are added to the list of
existing internal facts. The inference engine auto-
matically detects the changes in the internal facts
list, and updates the list by applying the rules. If
some rules that detect IW threats are fired, appro-
priate warning messages are generated based on
the facts that cause them and sent to the recipients
listed on a pre-defined mailing list. These proc-
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esses keep running asynchro nously until a user
destroys the agent.

[Fig. 2] shows the multi-agent perspective
of NIEWS system architecture. When creating a

new subject-specific agent, a user can assign: (1)
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[Fig. 2] Multi-agent system view
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the path to the input message buffer where new
MSEL messages arrive, (2) paths to the CLIPS
files containing expert rules, and (3) paths to the
CLIPS files containing expert’s known facts.
Because the agents are allowed to be linked to
multiple CLIPS files, the expert rules and facts
can be managed more systematically, and common
knowledge among agents can be shared without

duplication.

5. Knowledge Representation

As mentioned previously, we used para-
meterized facts represented in the form of an ob-
ject-attribute-value structure. On the basis of the
semantic analysis on sample MSELs and dis-
cussions with a domain expert, we generated the

knowledge representation scheme for NIEWS.

5.1 Building Blocks - Dictionary, Facts
and Rules

In general, the building blocks of a rule-
based knowledge base are dictionary, facts and
rules. The dictionary comprises a set of terms
along with the information on their semantic and
syntactic usage. In NIEWS, we classified the dic-
tionary terms into fypes and tokens, which repre-
sent classes and instances respectively in the ob-
Ject-oriented perspective. Along with predefined
predicates these dictionary terms are used to rep-
resent facts, which are used to represent rules as

shown in [Fig. 3].

1F (<Fact>] rule

THEN [<Fact>]

(<Predicate>
[ (<slot-name><Term>}]})

ct ]

x QUSES 1 |-;|*4uses i l-_

I concept ]

Thesimplest || term | [predicate] |The simplest
|form is a noun form is a verb
type token

[Fig. 3] Knowledge Building Blocks

In NIEWS, every fact and rule is repre-
sented in CLIPS format. In CLIPS syntax, facts
come in two categories, ordered and unordered.
Ordered facts are just lists whose head must be a
literal (neither variable nor expression) like (is a
korea country); Unordered facts are a combination
of a head and following multiple slots, which are
pairs of slot name and value, like (msel (pred
fail)(who hospital)(how out of service)(by what
earth quake)(where memphis) (confidentiality low)).
Ordered facts are used for representing the rela-
tionship between dictionary terms because of their
simple format, while the unordered facts are used
for representing the real world events or status, in-
cluding MSEL facts, because of their flexibility.
Rules in CLIPS consist of a list of patterns and a
list of actions, under the IF-THEN structure. The
patterns are matched against the facts list. When
facts are found that match all the patterns of a
rule, the rule is ready to be fired, like other forward
chaining expert systems (Friedman- Hill, 1998).
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5.2 Predicates and Theirs Semantics

The ordered facts are used for representing
the logical relationships among dictionary terms
and consist of one predicate and two attributes -
i.e. (predicate attribute-1 attribute-2). The NIEWS
dictionary and knowledge base use three predi-
cates for this type of facts including is a, be-
longs_to and uses.

was defined based on the in-depth analysis
of sample MSEL documents. This set of predi-
cates can be extended using the Knowledge Editor
if required. For each predicate, an appropriate set

of attributes and their semantics was also defined.

5.3 Assigning Confidence Factor

Every fact that NIEWS learns from the real
world has its information source and source mode.
Every information source and source mode has its
own confidence level. For example, CNN news
and a high school news paper have obviously
different levels of confidence as sources of
information. Source mode or the way in which the
information was given (for example, confirm or
suspect) is another factor for differentiating the
confidence level of information. Besides the in-
formation source and the source mode, every ex-
pert rule also has different confidence levels.
Hence, for more precise analysis, a confidence
factor (CF) representation scheme is required both
for the facts and for the rules. The following is
the CF representation scheme of NIEWS.
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Initial CF Assignment on Facts: The initial
CF of a fact can be determined based on source
and source mode. We can assume that the CF of
a source and a source mode are independent of
each other. For example, the source mode
‘confirm’ has the same CF value irrespective of its
coupled information source. This assumption lets
us to calculate the CF of a fact by multiplying the
CFs of the source and source mode, ie., (CF of
a fact) = (CF of the source) x (CF of the source
mode). In order to assign a CF on a source or a
source mode, they were clustered based on their
levels of confidence. Each term, which can be
used as a source or source mode, needs to be
mapped into one of predefined clusters, which
have their own CF values. This information can
be represented by a simple CLIPS fact, such as
(is_a nation_wide network cf90 source), which
means every source belonging to nation_wide net-
work has 90 percent confidence as an information

source.

CF Assignment in Production Rules : Each pro-
duction rule must have its own CF value because
most of the rules cannot be proved one hundred
percent true. The facts that match the patterns in
a rule already have their own CF values, so the
problem is how to calculate the CF value of the
consequent fact. The basic idea of the calculation
is that the CF of the consequent fact from con-
junctive conditions must be dominated by the least
reliable pre-condition, while the CF of the con-
sequent fact from disjunctive conditions must be

dominated by the most reliable pre-condition
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(Nagao, 1990). A simple CF calculation method
for the case of the two pre-conditions is as shown
below:

factl = true with CF = cfl
fact2 = true with CF = cf2
rulel: if factl Vv fact2
then fact3, with CF = c¢f3
rule2: if factl A fact2
then fact4, with CF = cf4
=
fact3 = true with CF = min(cfl,cf2) x ¢f3
fact4 = true with CF = max(cfl,cf2) x cf4

6. Expert Knowledge Analysis

Using the fact and rule representation
scheme along with pre-defined predicates, we can
represent the facts describing both the real world
and the expert ‘fact’ knowledge. To represent the
expert ‘rule’ knowledge, however, we need to an-
alyze and extract the expert’s knowledge of how
to decide possible threats. In our application, the
rules are thought of as mapping functions, which
map the existing facts to new facts. For the sys-
tematic analysis and maintenance of the expert
knowledge, the dictionary terms, facts and rules
were classified. The following topics are discussed
in this section: (1) classification of IW-D threats
that we want to detect, (2) classification of facts
and rules for systematic maintenance of expert
knowledge, and (3) some details of decision rules,
which finally decide possible threats. The knowl-

edge explained in the following subsections were

extracted from human experts and corresponding
literature including (Albert, 1996), (Anderson,
1998), (Libiki, 1996, 1997), and (March, 1997).

6.1 IW-D Threats

IW threats are classified as shown in [Fig.
4]. An IW threat can be either a single threat that
intends a short-term effect by itself or a part of in-
terrelated and more strategic IW attacks. In both
cases, a single instance of IW threats that have
been made in a specific time and place are called
single threats. Meanwhile, a set of interrelated TW
threats having a single purpose is called a coordi-
nated threat. In this paper, single threat analysis
framework is mainly discussed.

Threat

T

Single threat Coordinated threat

/N

PSYOP threat Physical threat

AR

Potential Possible Expioited
threat attack attack

[Fig. 4 W-D threat classification

The single threats again fall into two sub-
categories, physical threats and psychological op-
eration (PSYOP). Physical attacks aim at damag-
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ing a physical national infrastructure using IW
weaponry or means; PSYOPs aim at people’s
opinions, for example, causing people to distrust
their government’s capability to protect them
Physical threats can be sub-categorized into three
threat classes according to the level of sig-
nificance of the threat (NJEWS deals with more
detailed classification of threass): potential IW
threat, possible attack, and exploited attack.

6.2 Qlassification of Facts and Rules

To maintain a huge and growing set of facts
and rules, a systematic view of them is required.
Thus, we classified facts and mules for this
purpose. The advantages of the classification is
that we can maintain the facts and rules more sys-
tematically, can reduce the mumber of facts and
mules, and can simplify the rules by reducing the
length of patterns in the rules.

At first, we classified facts into three main
categories: MSEL facts, intermediate facts and
threat facts. MSEL facts are basically para-
meterized-MSEL statements themselves. Among
them, only some facts are related to IW. If some
MSEL facts are found to be IW-related, they are
converted into intermediate facts and used for
generating any meaningful conclusions. The threat
facts describe the possible or exploited IW threat
inferred from intermediate facts. [Fig. 5] shows
the different sets of facts along with rules as map-
ping functions. We also classified the rules into
four main categories: filtering rules, cause-effect

rules, enforcement rules, and decision rules. The
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rules can be thought of as mapping functions de-
fined in the space of facts as shown in [Fig. 5]

The roles of the niles are described as follows.

o Filtering rles are used to filter the MSEL facts
to generate intermediate facts, which hold
meaningful information regarding IW-D. These
filtering rules simply check if an MSEL fact
contains any suspected concept.

» Cause-effect rules are used to derive another in-
termediate fact from one or nmltiple inter-
mediate facts based on commen sense and/or
expert knowledge.

s Enforcement rules control the CF values of in-
termediate facts when redundant and/or repeti-
tive facts are found for a single event. These
rules are also helpful to keep the agents’ work-
ing memory compact by reducing redundant
information.

» Decision rules generate threat facts from inter-
mediate facts by checking the possibility of an
actua] threat in the following points of views:

Enforcement

w

FeMwduT
At MSEL facts =8 v A7
5: Suspected Facts

A Nmse Facts

I Intennediate Facts

L Threat Facts

Cause-effect
. Ruies

[Fig. 5] Classification of facts
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motivation and capability of enablers, im-
portance and vulnerability of targets, and level
of damages.

6.3 Decision Rules for Single Threats

The decision rules for a single threat take
into account the following six criteria - motiva-
tion of enablers, capability of enablers, importance
of targets, vulnerability of targets, level of dam-
ages, and level of confidentiality of the information.
The decision rules have different combinations of
the levels of these factors as preconditions to map
each threat into a specific category of threats. The

levels of each factor are shown in <Table 1>.

<Table 1> Criteria of single threat decision

Factors Criteria Levels for Decision

motivated_enabler

Motivation -~ motivated_enabler

capable_enabler

Capability - capable_enabler

national_infra
— national_infra

vulnerable

Target | Vulnerability _ vulnerable

serious
— serious

I
{
mpornce | |
{
{

Damage

[ High: classified/intelligence
{ Mid: non-classified/private
| Low: publicly known

Information | Confidentiality

The enablers of threats are categorized into
three groups - motivated enabler, capable enabler
and threat enabler. As shown in [Fig. 6] (a), moti-
vated enablers comprise either predefined enemies

or inferred motivated enablers, who are identified

during the analysis. For example, the latter kind of
enabler can be identified if an MSEL says that the
enabler (a country, a group or a person) wammed a
target of concem with IW attacks. The capable en-
ablers are the ones who have IW weaponry and/or
development capability. If a country or a group is
found to be both motivated and capable, it is
called a threat enabler as shown in [Fig. 6] (b).

The following are some of the details of the
decision rules to detect IW-D threats based on the

above criteria.

| motivated_enabler |

(predefined)enemy l I (inferred)enabler

(a)

I threat_enabler l

T

l motivated_enabler ] I capable_enabler I

(b)

{Fig. 6] Logical relationships of enabler
concepts

¢ Decision Rules for Potential Threats : This deci-
sion can be made by detection of simple threats
or warnings aimed at the targets of concern.
Hence, the only necessary pre-condition is that
the actor should be an inferred motiva-
tion_enabler. However, in using additional in-
formation on the enabler’s IW capability, two

different levels in the seriousness of the threat
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can be determined as shown in [Fig. 7]. In the
figure, ME, CE, TE and NI denote motivated
enabler, capable enabler, threat enabler, and na-

tional infrastructure, respectively.

Target Damage

%

Dififerent levels of
seriousness

‘(I) (In) {111)
Potential Possible Exploited
I¥ Threat IW Attack I¥ Attack

Threat

[Fig. 7] Potential threat decision

¢ Decision Rules for Possible IW Attacks : This
decision can be made by detection of physical
damage that is believed to be a result of IW
attacks. Depending on the category of the target
and the seriousness of the damage, different lev-
els of possible IW attacks can be determined as
shown in [Fig. 8]. The possible combinations
are: (1) serious damage to non-national-infra-
structure, (2) non-serious damage to non-infra-
structure, and (3) non-serious damage to na-
tional infrastructure.

® Decision Rules for Actual Physical IW Attacks
: This decision can be made by detection of se-
rious physical damage caused by IW attacks on
national infrastructure, as shown in [Fig. 9]. A
higher confidence value is assigned if the en-
abler can be clearly identified as a threat_

enabler.

20 sEX|SHLPA|AYEE=2X] 10 HM3Z 20044 128

L

I
Potertial
IW Threat

]

{I1)
Possible
IW Attack

(I11)
Exploited
IW Attack

N/

Threat

(a) Level- | possible IW aftack

IW Threat IW Attack IW Attack

(I) (11) (III)
Potential Possible Exploited
Threat

(b) Level-1l possible IW attack

[Fig. 8] Possible IW Attack Decision

Or unknown

183 an (rem
Potential Possible Exploited
IW Threat IW Attack IW Attack

I—— Threat

[Fig. 9] Actual physical IW attack decision

¢ Decision Rules for PSYOP IW Threats : In de-
ciding PSYOP threats, confidentiality of the in-
formation and vulnerability of the target must
be taken into account. [Fig. 10] shows three
typical cases of a PSYOP decision: (1) any na-
tional infrastructure gets seriously damaged by a
natural disaster. In this case, the public might
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believe that their government does not have the
capability to prevent or to recover from the dis-
aster efficiently. Then we can conclude that the
public is susceptible to a PSYOP from moti-
vated enablers, (2) an actual IW attack was ex-
ploited, and it was also known publicly that the
target was vulnerable to that kind of IW attack.
Then it can be interpreted that the enabler in-
tended the PSYOP effect as well as the physical

ME CE Target Damage
=Serioy
Vulnerab
Serious
4
T with low -
or unknown conz lality
Susceptibl {11) (I1I)
to PSYOR Possible Exploited
Tl IW Attack IW Attack
Threat

(a) Susceptible to PSYOP

or unknown

~3
(I) (II) @ PSYOP )
Potential ssible (Possiblg),

IW Threat IW Attack
Threat

(b) Possible PSYOP

ME Cz Target Damage

-~Seriouy

with low

conf;dential;ty confidentiality

(1) (II) \‘ @ PSYOP
Potential Possible {Possiblg)
IW Threat IN Attack —
Threat

{c) Highly possible PSYOP

[Fig. 10] PSYOP W threat decisions

attack (or intended only the PSYOP effect), (3)
a threat enabler threatened the government with
very low confidentiality (for example, through
mass media), and the target is believed to be
vulnerable to that kind of IW attacks. This is
the most direct PSYOP to the public no matter
whether actual IW attacks follow or not.

7. Knowledge Editor

The Knowledge Editor is an offline pro-
gram that maintains the expert knowledge, includ-
ing dictionary terms, expert facts and expert rules,
so it can be considered as a system of three dis-
tinctive sub-modules - dictionary editor, fact edi-
tor, and rule editor. Also another offline knowl-
edge editor, called MSEL editor, was developed to
edit MSEL messages in CLIPS format. The essential
functions of these modules are shown in [Fig. 11].

Knowledge
Editor

| Dictionary | - TCreate/modity & temn definition

i ~Createfimodily. a, predicate definition
Editor “Wiite the. deions, on CLIPS fles
Editor “Write the MSLE ona CLIPS file
|| (Expert) ~Edit expen facts

Fact Editor | ~Update expert fact CUPS files

(Expert) ~Edit expert rules: - :
Rule Editor | - ~Update expert rule CLIPS mes

{Fig. 11] Modules and functions of
knowledge editor

X SHEMAHSS|=2X| M10A H3F 20044 12¢ 21



Yong-Han Lee - Soundar R.T. Kumara

The NIEWS knowledge base is based on sumi)tion, the editors other than the dictionary edi-

“closed world assumption” for the purpose of ref- tor never allow users to key in new terms and
erential integrity. Namely, every fact and rule predicates. Instead, users can select one from the

must be defined by the terms and predicates that list of terms, which the editor proposes based on
are already defined in the knowledge base. In or- the semantic definitions of the input fields. When

der to maintain the data integrity based on this as- a new term is required to describe a fact, dic-
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[Fig. 12] Snapshots of the NIEWS control panel
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tionary editor is automatically spawned for users
to create the new term. The dictionary data struc-
ture, which is a set of interrelated trees and linked
lists, is dynamically updated even in this case,
maintaining data integrity.

8. Implementation and Deployment

NIEWS is implemented using Java and Jess
APL Jess is an expert system shell and a set of
API, which allows other applications to embed
this shell. Because Jess was written in Java, it can
be easily integrated with Java applications like
NIEWS. To allow multiple agents to work simul-
taneously, we implemented the individual agents
as separate threads.(Bigus and Bigus, 1997) [Fig.
12] shows the snapshots of NIEWS main control
panel. As shown in [Fig. 12] (a) each sub-
ject-specific agent’s status can be monitored on
each tab panel in the system. Generated warning
messages are stored temporarily, waiting for the
final decision of NIEWS administrator before
sending to appropriate persons as shown in [Fig.
12] (b). Dynamically-updated beliefs (including
rules and facts) of the agents can be browsed us-
ing pop-up windows as shown in [Fig. 12] (¢)
and (d).

The current version of NIEWS and the
IW-D knowledge base were deployed in the SCE.
The content of the knowledge base are summar-
ized in <Table 2>,

<Table 2> Content of the Knowledge Base in the SCE

Category Size
Expert Facts 283

Filtering Rules 6
Expert Rules| Cause-Effect Rules 18

Decision Rules 12

During the exercise, four IW-D scenarios
were deployed among many other categories of
scenarios. The scenarios consist of multiple MSELSs,
and each MSEL contains multiple statements.

<Table 3> shows the sizes of the scenarios.

<Table 3> Scenarios deployed in the SCE

Scenario | Number of MSELs | Number of facts
A 3 1
B 4 8
C 12 31
D 10 25

NIEWS successfully detected the new
MSEL messages, analyzed the facts of the
MSELs, and generated adequate warning mes-
sages, totaling 19 messages, without any collision
for the randomly amriving MSELs. A typical ex-
ample of the warning messages generated by
NIEWS is shown in [Fig. 13].

The responses from the students who were
advised by the NIEWS with these warming mes-
sages were very positive. Some weaknesses, how-
ever, were pointed out too. The two major issues
from them are (1) lack of an explanation sub-
system, which explains the details of the threat in-
cluding backdrops and related reference in-
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Subject: (NIEWS Warning) Highly Possible IW Attack in Progress by millennial_militia

Threat Type single threat as analyzed so far

Target

pba_computer_network

Location = little_rock
Time = May-19-2009-00

Msel Reference = ms017a.1 ms012a.1

The National Infrastructure Protection Center's National Infrastructure Emergency Warning System (NIPC - NIEWS) has
detected a possible IW attack is preparing/progressing. The detailed information is as follows:

Actor = millennial_militia (who has both motivation and IW-capability)

Action= attacked or tested its capability, but the damage is not severe. (weapon = illegal_penetration)

Please visit hittp://csluintra/nimc/naims/advisor.htm for further information.

[Figure 13] An example of the waming messages

formation, and (2) no feedback mechanism, by
which the students’ reaction to the threats can up-
date the agents’ beliefs.

9. Conclusions

In this research, we developed a complete
solution to support the students on behalf of hu-
man SMEs in SCE at USAWC as follows.
Although the adopted technical approaches are not
unique to this research, they are well organized in
the proposed system architecture, and fulfill the

SCE requirements successfully.

¢ Autonomous Agent Architecture: We developed
an agent based generic emergency warning sys-
tem architecture called NIEWS. The autonomy
of the agents makes this system work truly on
behalf of human SMEs.

o Midti-agent / Mudtiple knowledge bases: NIEWS
architecture allows agents to be linked to multi-
ple CLIPS files so that these knowledge base
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files can be managed in a flexible and robust
way.

o CLIPS based Knowledge Representation: We
adopted the popular language, CLIPS, to repre-
sent knowledge in NIEWS, taking full advant-
age of the rule-based production system.

o Systematic Knowledge Maintenance Mechanism:
The approach for maintaining compact knowl-
edge bases is based on our novel classification
of facts and rules. The proposed knowledge
management framework can be easily applicable
to other subject areas.

o IW Emergency Analysis Framework: We pro-
posed an emergency analysis framework in the
subject of TW-D, and implemented it in the
IW-D knowledge base. We clearly identified the
criteria and the decision rules for deciding IW
threats.

NIEWS was developed for an instructional
purpose for USAWC, but its system architecture
and the emergency analysis framework can be

used in the real world emergency warning system.
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In order for NIEWS to be used in real world sit-
uations in the future, the NLP (Natural Language
Processing) module should be one essential part of
the research, even though this module was ex-
cluded from the current version. By adding the
NLP module, which replaces the MSEL editor, the
system will be a truly autonomous system. In NLP
module development, our work on semantic defi-
nitions of predicates and corresponding attributes
will play an important role.
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