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Abstract

The paper suggests that web-server security management system will be able to detect
the web service attack accurately and swiftly which is keeping on increasing at the
moment and reduce the possibility of the false positive detection. This system gathers the
results of many unit security modules at the real time and enhances the correctness of the
detection through the correlation analysis procedure. The unit security module consists of
Network based Intrusion Detection System module, File Integrity Check module, System
Log Analysis module, and Web Log Analysis and there is the Correlation Analysis module
that analyzes the correlations on the spot as a result of each unit security module
processing. The suggested system provides the feasible framework of the range extension of
correlation analysis and the addition of unit security module, as well as the correctness of
the attack detection. In addition, the attack detection system module among the suggested
systems has the faster detection time by means of restructuring Snort with multi thread
base system. WSM will be improved through shortening the processing time of many unit
security modules with heavy traffic.
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192.168.10.128  (17/Aug/2004:16:23:00
"HEAD /cgi-bin/webdist.cagi HTTP/1.0" 404 0
ZQEXAIAY 27

(**) (1:1163:10) WEB-CGI webdist.cgi access (**)
{Classification: access to a potentially vulnerable web
application) (Priority: 2}

08/17-16:23:00.494309 192.168.10.128:1392 -
192.168.10.24:80

TCP TTL:128 TOS:0x0 1D:31643 Iplen:20 Dgmlen:203
DF

***AP*** Seq: 0xDI870DDC Ack: OxA37BA142 Win:
OxFFFF Tcplen: 20

(Xref =)
http://cgi.nessus.org/plugins/dump.php3?id=10299) (Xref
=)
http://cve.mitre.org/cai-bin/cvename.cgi?name=CVE-199
9-0039) (Xref =) http://www.securityfocus.convbid/374)

+0900)

AFomN #AP| 23

Correlation Alert (A0408 0001)

2004/08/17 16:23:00 “webdist.cgi Scan Detect !1!”
Alert Device | Web, NIDS

Detail Log of Web (Priority 1)

192.168.10.128 2004/08/17 16:23:00 "HEAD
/cgi-bin/webdist.cgi HTTP/1.0” 404 0

Detail Log of NIDS (Priority 2]

192.168.10.128 2004/08/17 16:23.00 “WEB-CGI
webdist.cgi access” TCP Priority: 2

(Classification: access to a potentially vulnerable web
application])

dEZ I AN LY 238k GAw 20k A
of debgol SIg A At WHET F. olfst ol

o] Sl AS- Aoyt AR Y29k AsieR|A
28RE YA|Z2O7) Bolm 1 Tk AEATA BAS B
& ghEolx Axsl st B AMzas) o

AvEe 2) Va7 AL 2oy A7
o] &X|E 1, 1 Azt A|2#l 2] Telnet W& AR
24 ¥7o] BAsigion] 1 Azl i A4 ZEA
g Mulx Fguigde] WE AS- 43ABd B4

ZIERAAL 2T

(**) (1:716:9) TELNET access (**)

(Classification: Not Suspicious Traffic) (Priority: 3)
08/17-19:06:14.298727 192.168.10.24:23 -)
192.168.10.128: 3635

TCP TTL:64 TOS:0x0 1D:18851 IpLen: 20 Dgmlen:52 DF
AP Seq: 0x167010B7 Ack: Ox75AA8FCT Win:
0x7D78 Tcplen: 20

(Xref =)

http://cve. mitre.org/cgi-bin/cvename.cgi?name =CAN-1999-
0619) (Xref =) http://www.whitehats.convinfo/IDS08)

AlAd 27

Aug 17 19:06:08 localhost PAM pwdb(29680): (login}
session opened for user ccuser by (uid=0)

Aug 17 19:06:14 locathost PAM pwdb(29696): (su)
session opened for user root by ccuser (uid=500)

oY fAy =g
2004-08-17 19:06:14 ( File Integrity ] UG 000
/home/root/public_html/index.html 0

Algoipd EMy| 23

Correlation Alert (A0408_0002)

2004/08/17 19:06:14 “Web Sevice Attack Detect !1!”
Alert Device : NIDS, SYSTEM , File Integrity

Detail Log of NIDS (Priority 1)

192.168.10.128 2004/08/17 19:06:14 “TELNET access”
TCP Priority: 3

{Classification: Not Suspicious Traffic)

Detail Log of SYSTEM (Priority 2)

192.168.10.128 2004/08/17 19:06:08 Login, ccuser
192.168.10.128 2004/08/17 13:06:14 User Right change,
ccuser -) root

Detail Log of File Integrity (Priority 3)

192.168.10.128 2004/08/17 19:06:14 UPDATE
"/home/root/public_html/index.htmi”
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