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Design of a Simulation Model for
Integrated Access Control
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Abstract

Rule-based access control can not completely be replaced by identity-based access
control. Neither can role-based access control be a merger of identity-based access control
and rule-based access control, but can be used complementarily for each other.

In this paper, is proposed a simulation model designed for a new integrated access
control method that has been created by means of integrating the existing access control
methods. The integrated access control method is equipped with security, integrity and
flow control and can easily accomodate the requirements for access control from role-based
corporate bodies. The simulation model proposed in this paper can be applied for real

working system designs.
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Figure 2-1. Role-Based Access Control Reference Models
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» U, R, P, S (users, roles, permissions, sessions)
*» PA P x R, many-to-many permission-to-role
assignment relation

UA U x R, many-to-many user-to-role
assignment relation

user : S U, & AA sig sl AMEAL user(si)
o APgeHE g5

RH € R x R & AF A% #A B2ie Rl i@t
partial ordero]c}

Roles : S—2R, 2t MM sig ZAF AE roles(si)ol
rPdehe B4 -
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s, 0, p ! FA, x| M2 st

S Level(a) : BN &3 &%

ILevel(a) : £2M S8 &

permit(role, a) : role?] aol Cist T st M &=
owner(a) . &FAX

get ACI(a) : ACl 27 &=

exist ACI(a) : ACIofl a9l Zxj 0§t &lof &)=

r, w, X, d : read, write, execute, delete operation

(1) &1 H2 ol HE XY

role_acr(s, o, p)
{
if (exist ACKs) and exist ACH{o) ) then
role < get_ACI(s)
if (p == permit(role, o) ) then
return TRUE
else if
return FALSE
endif
else if
return FALSE
endif
}

(2) &2 2 U B ST Ko 2

rule_acr(s, o, p)
{

case p = ¢’
if (S Llevel(s) == S Level(o) and
I_Level(s) == )_Level(o) )
then
return TRUE
endif
casep = r

if ( S_level(s) = S_Level(o) and
I_Level(o) = I_Level(s) )

then

return TRUE
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endif
case p = ‘W
if (s == owner{o) and
S level(s) == S level(o) and
I_Level(s) == | Level(o) )
then
return TRUE
endif
case p = X’
if ( S_Level(s) > S_Level(o) and
| Level(s) == |_Level(o) )
then
return TRUE
endif
case p = 'd’
if (s == owner(o) and
S Level(s) == S levello) and
I_tevel(s) == |_Level(o) )
then
return TRUE
endif
otherwise
return FALSE
}

(3) 7&-3 : 58 Hof

flow_acr(s, o1, 02)
{
if (s == owner(o1) and
S_Level(s) > S Level(o1) and
S Level(s) = S Level(02) and

S_Level(ol) == S Level(o2) and
|_Level(o1) == |_Level(02) )
then
return TRUE
else if
return FALSE
endif
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Figure 4-1. Roles and Role Hierarchies
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Figure 4-2. Mapping between Roles and Role Accounts

44 N2 Az e
2 A% AR desle B2 s sl (23

4-3)3 o] A=} k. @7IN AdE Tz
ARSI 7t AR AL Aol Fed e 2 8l
Azel A% AR ¥9E ddste dag £ U,

{Role Accounts] [Accessible Dir.]

PL PL Dir
PE PE Dir
QE QE Dir
€ = £ D
T3 4-3. A2 ZPgoiM 2nRe) B sPt X1E

Figure 4-3. Assigning Access Permission from Role
Accounts to Objects
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Figure 4-4. Access Control Decision by Access Control
Engine
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Figure 4-5. Applying of Access Control Rules by Access
Control Engine
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Table 4-1. Results by Access Control Engine
XS-E X pr S § H M X} M2
ol M2 RT | H2eF | HZ = xol -‘rH1 N
1 nl
Jye S Cisd R pon s
1 READ pLoir | 120 A ated
rule_acr()
2 WRITE PLDIr role.acr | epted
rule_acr()
3 READ PEDir role.acr ) A cepted
rule_acr()
role_acr()
4 CREATE Edir rule_acr() Denied
flow_acr()
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