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A Design of Encryption System Using XML Signature

in Mobile Environment
Kyung Sung*

ABSTRACT

Electronic commerce that use Mobile Phone according as the radio Internet develops rapidly
and performance of Mobile Phone develops is activated. It is said that electronic commerce that
use these Mobile Phone is M-Commerce. Also, the most important controversial point is data
security or an user certification technology at these electronic commerce, there are research
reactor WPKI and WTLS about this technology. However, when transmit message again after
sign electronic documents in Mobile Phone, if do not encrypt, danger exists to be exposed to
outside. Therefore, in this paper, designed system to encipher document that handle and handles
user certification applying XML electronic sign technigue in Mobile environment. Prevent of
XML electronic sign in Mobile environment through this paper, and can stave off danger from
outside by enciphering electronic sign document.
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Trans_SignatureValue /+ 4/4'& SignatureValue &

{ O& Jug J$87] 9§ doje 72 +/

String Signed_Value;  // A5 H #2 AF
String Signed KeyInfo; // M8 7] FE X3
String Signed URLInfo; // 9154 9% B2 A3
}

main() // ¥ Z22¥

{

String Signinfo_Canonicalization;

/% Mediator 288 H4¥8 Signinfo J173} #& A%
7] Y3 Ha L/

SignInfo_Canonicalization = Trans_SignInfo();

// Mediator 2528 A48 Signinfo 373 4t A%
String KeyInfo_Name
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String Sign_Value;

/ HAABEE Zhe A HT 49 +/

String URL;

/S A FA] HRF oA YA R
Sign_Value=Sign_Cryto_SignInfo(SignInfo_Canonicaliza
tion); // A4 Signinfo F773} #tf HAAE
Trans_SignatureValue.Signed_Value = Sign_Value ;
// Medigtorol &4:317] 913 SignatureValue 3-8 A3
Trans_SignatureValue.Signed_KeyInfo=KeyInfo_Name;
/% Medigtoro F4317] $/3 AFEH Key 3 A3 +/
Trans_SignatureValue Signed URLInfo = URL;
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Trans_Mediator(Trans_SignatureValue);
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}
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String URL;

Reference_Element // Reference ¥2/HE 72

{

String Ref URL; /* Reference ¥2/WE #& URL
FH +/

String Ref_Trans; // XML #4] Transform ¥+
String Ref DigestMethod; // O] 2E 44 Method
String Ref_DigestValue, // 448 tiolA2E g

}
Signinfo_Element
{

// Signinfo dHE F£




String Signlnfo_CM;
String SignInfo_SM
)

Signature_Element

{

/7 FF8F Method
// Signature Method

// Sigrature d2]HE 7%

String Sign_Keyinfo;  // A1FA] AHE-E 7] FH
String Sign_SignatureValue; // A% E #
)

main()
{
String Payment_Doc; // XML £4 A& §j¢ v
String Trans_Result; // Transform¥ £9] gt A3
String Digest_Trans; // foJA2E gt A%
Payment_Doc=get(Payment.xml);
X E BAZ 98 XML 7o ZAE 5 +/
Trans_Result = Trans_XML(Payment_Doc);
/x G5 XML 2A1E Trangform &} +/
Digest_Trans = Function_SHA1(Trans_Result)
/« Transform¥ XML ZME JANE+E §d tfo/42
EE 44 +/
Reference_Element Ref, //Reference de|HE B4
Ref Ref URL = get(string URL);
/+ 3% URLS 539 Reference d/HE AF
*
-/
Ref Ref Trans = get(string Transform);
/% Transform Al AH8-8 MethodS 5319
Reference d2/HES] A% +/
Ref Ref_DigestMethod = get(string DigestMethod);
/x OoJHAEE A8 o AL JufFe 353
o Reference JE/HEN AHF +/
Ref Ref_DigestValue = Digest_Trans;
fx WA E Tlo]HAE zH& Reference de]HES] A +/
SignInfo_Element Signnfo; /Signinfo d2/HE 44 +/
String Canonical XML, /* XML #4 g78E 3
o/
Canonical_XML = F_Canonical(Payment.xml)
/% ALEEH XML ZAE Fi8 +/
SentToMobile(Canonical_XML);
/x B ges)2 J7atEH XML B4 #& d4¢+/
SignInfo.Signinfo_CM = get(CanonicalMethod);
/* ANEE 778 MethodS 85 =/
SignInfo.SignInfo_SM = get(SignatureMethod);
/xAMEE signature MethodE &5 +/
Signature Element Sign; /* Signatue ¥eJHE 44 +/
Sign.Sign_KeyInfo = F_receive_key();
/% Keyinfo #& 35 +/
Sign.Sign_SignatureValue = F_receive_sign();
/* SignatureValue 32 5 +/
String XML_Signature_DOC; /* XML Signature Z41&
Y3t B«
XML_Signature_Doc=Create_XML_Signature(Ref,
Signnfo, Sign); /& 448 FF9 de/HEE o §d}d
XML AR BAE 44 +/
SendToPayment(XML_Signature_Doc,Payment_Doc,
InfoURL) /A XF ZAE H& 58718 dAHT
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