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ABSTRACT

In this paper, we propose a distributed communication model of intrusion detection system(IDS) in which
integrated security management at networks level is possible, model it at a security node and distributed system
levels, design and implement a simulator. At the node level, we evaluate the transfer capability of alert message
based on the analysis of giga-bit security node architecture which performs hardware-based intrusion detection.
At the distributed system level, we perform the evaluation of transfer capability of detection and alert
informations between components of distributed IDS. In the proposed model, we carry out the performance
evaluation considering decision factors of communication mechanism and present the results in order to gain
some quantitative understanding of the system.
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