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Abstract A Sandbox has been widely used to prevent damages caused by running of unknown
malicious codes. It prevents damages by containing running environment of a program. There is a
trade-off in using sandbox, between configurability and ease-of-use. MAPbox, an instance system of
sandbox, had employed sandbox classification technique to satisfy both configurability and ease-of—use
[1]. However, the configurability of MAPbox can be improved further. In this paper, we introduce a
technique to attach dynamic class facility to MAPbox and implement MAPbox-advanced one. Newly
generated class in our system has an access control with proper privileges. We show an example for
improvements which denote our system have increased the configurability of MAPbox. It was
determined as abnormal by MAPbox although is not. Qur system could determine it as normal. We
also show our techniques to overcome obstacles to implement the system.
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class Application
{
private :
int NumOfParams;
int Runned_System_Call;
char Typell;
char AppName/[];
char Parameters[1[);

bool Permissions[1[3]:

public :

Application(char *, char *Name):

char *Get_App_Type();
void Add_Parameters(

char AppNamel1);
void Show_Params();
int Get_Num_Of_Params();
bool Program_Execution();
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class ClassifiedSandbox
{
private :
int NumOfPolicies;
int NumOfChild;
int NodeNumber;
char TypeOfRoot[];
char PolicyList[1[];
bool PermissionList[](3];
class ClassifiedSandbox *Child[];

public :

ClassifiedSandbox(char *RootType);

char *Get_Root_Type();

void Add_Policy(void);

void Add_Policy(char *, bool *);

void Show_Policies();

void Run_App{(Application App);

void Make_New_Class(Application App
,char SelectedParaml[], bool *);

bool Check_Policy(char Policy{]

,bool Permission[1);
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filter ez gE Y 0 E MEA FIZE F 9g, d2EHo F2E F e, ZEA2 4
e 4 Q1S (eg. sed, grep, comm., detex, deroff)
wransformer infile, infile® 2014 outfiled write & 4 &, WIEYR A2 § &, daZdo) ¥ ¢
outfile e, Z2AA A% 4 QL. (egq., compress. gzip, image format converter)
dir/filelist, |dir/filelist®] SL=} libpathlo] JAe YHEZE $& F U, outfiled] & F UL, VE
compiler libpath, gz HE2E 5 1L, "=Edel AZ s, compiler 23 b, (eg., gee, make, tar,
outfile dvips, latex, nroff, bibtex, 1d)
. e dir/fileliste] BEE ¢S & Je, MEHZ HET 5 g8, d2FdHol HS 715, filter/
editor dir/filelist . N . -
transformer 23 715 (eg.. gnu-emacs, vi, pico, xfig, idraw)
. e s dir/filelist?] HLES 942 F UL, WEHI HIE § g, "2FdHo HZ 75,
viewer dir/filelist . e N . . . .
viewer 23 7Vg(e.g., ghostview, pageview, imagetool,xdvi)
download host, port, |port HEZ hostoll F&EE & Ue, dirdl YE FAYol & ¢ Y&, ZEAL 498 5 ¢
dir £ txZdo] H2 F ¢S (eg. finger, whois, rwho, ftp get commands)
host, port, {port HEE hostoll H&EE F+ UL, dird J&E FAELS 9L F+ A5, Z2A2 AP F
upload dir gle. g2Zg o] 428 & 912 (eg. ftp put commands, HTTP file upload)
miler mailbox, |mailboxET FI & & UL, gatewayel port B2 HEH F AL, taFH o A2 75,
gateway |viewer 23 715, (e.g.. pine, elm, mailtool)
hostlist,  |hostlist®] &2E°] port HEE A& § UL, T2EHo) H2E F UL, viewer A3
browser ~ .
port g 4 2. (eg., lynx, hotjava, tm)
info-provider hostlist, hostlist2 €] 2] port WF ol 2% 71;]4?_-% wolEq dird] UE LS Y-S F I, "
port, dir | Zd#e] HET F S Z2AL AP F ¢l (eg., fingerd, rwhod, ftpd)
hostlist, hostlist2F-E 9] port &l 93 &S WolEd, dird] U FUL 9& F YL, "
server port, dir |Zd o] 2T F & transformer AT F AL (eg. httpd)
<hell mapfile, mapfiled $& 4 2, mapfiledl 75]78‘5101 e vloluvd] Z=E A £ AUS, UEY
classlist |2 A2 F gl taZ# o A28 F 5. (eq., ksh, csh, tcsh)
game taZgo] A & AL, VENZ FITE F 9g Z2A2 A9 + g5
taZge] 28 5+ UL, port IR hostol] AL 4 AL, AL dAY £ 4+ 28,
applet - fhost port o s wmE & PR
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