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// VPNSLE-Message 22}~ DID

<IENTITY % attlist.vpnslf "version CDATA #FIXED 1.1 ">
<IELEMENT VPNSLF-Message (

(Connect| Heartbeat | KeyExchange | SAD )*)>
<IATTLIST VPNSLE-Message%attlist.vpnslf; >

// Connect Z2j2 DTD

<IENTITY % attvals.criticaltype

"(unknown | normal | suspicious | warning | critical)">
<IELEMENT Connect (

Device, CreateTime, Source, Target, Action
Classification, AdditionalData* )>

<!ATTLIST Connect ident CDATA "0/

criticality %attvals.criticaltype "unknowny
tunnelname CDATA 0’ >

// Heartbeats F&j-= DTD
<IELEMENT Heartbeat (Device, CreateTime, AdditionalData* )>
<!ATTLIST Heartbeat ident CDATA 0>
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// PASLF-Message &2 DID

<IENTITY % attlist.fwslf "version CDATA #FIXED "1.1">
<!ELEMENT FWSLF-Message ({Connect| Heartbeat)*)>
<IATTLIST FWSLF-Message %attlist.fwslf;>

// Connect &&= DTD

<IENTITY % attvals.criticaltype "(unknown [normaf |
suspicious | waming | critical )">

<IENTITY % attvals.actiontype "(unknown |

pass | block | protect) ">

<IELEMENT Connect (Sensor, CreateTime,

Source, Target, Classification, AdditionalData*)>
<IATTLIST Connect ident CDATA "0f

criticality ~ %attvals.criticaltype "‘unknown’

action %attvals.actiontype "unknown'>

// Heartbeats S~ DTD

<IELEMENT Heartbeat (Sensor, CreateTime, AdditionalData*)>
<IATTLIST Heartbeat ident CDATA 0>
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// IDSLF-Message 22~ DTD

<IENTITY % attlist.idslf "version CDATA #FIXED "1.1">
<IELEMENT [DSLF-Message ((Alert | Heartbeat)*)>
<IATTLIST IDSLF-Message %attlist.idslf;>

// Alter & DID

<IELEMENT Alert(Analyzer, CreateTime, DetectTime?,
AnalyzerTime?, Source®, Target*, Classificationt,
Assessment?, (ToolAlert | OverflowAlert | CorrelationAlert)?,
AdditionalData* )>

<!ATTUIST Alert ident CDATA ‘0 >

/] Analyzer &j2> DTD
<IELEMENT Analyzer (Node?, Process? )>
<IATTLIST Analyzer analyzerid CDATA '0f

manufacturer CDATA  #IMPLIED
model CDATA  #IMPLIED
version CDATA  #IMPLIED
class CDATA  #IMPLIED
ostype CDATA  #IMPLIED
osversion  CDATA  #IMPLIED>
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