Journal of Korea Multimedia Society Vol. 7, No. 9, September 2004(pp. 1282-1293)

307 71wt FEE o]-§F vl A HEn}T]

rHt
3

1o,
N

x
0

2 o
B =EdMe FA7 79 728 ol 83 vt dEintA e Ao Akstke hHe 54
Mz Zold &5 Jled JEnE M1eg 7 Ve e BAd VREy A% 7R AAR Holt
A ez A4Yshs Aertae AR JRE B4 £ AZAA Y QI G tiAEA
FAEE FAED OAE 220 U3 &F7 3d A AF Ve AFHEY 2AF A O

Hzo dgojg] 724 HAelH wrEdte B9-9 OFA] g F4E FEHY AFAS Bd

e dAE ez A4 AErtaE FE33 AEvtas Ak ¢sstd AdH RS
Zujatel FAH7E B3 8iete] B3st © AE YR ARGAS A GE A JRE M HRFGoR
afFdE B G2 E5s YRS AHEet, 29 B dAE 2N 23 AE0)
258 29 ¢zshe AA FE o} AL A A S dEntaz e 2ed ¢5dE AGA ZH
e fAIEE Made s 2FEE WP T Al WL HEH R ¢33 E e AU A A S
= AEERH HHAY S AT

Asymmetric Watermarking Using Public Key Infrastructure

Young-Min Jun*, Sun-Ouk Yang”, Gye-Young Kim'™"

ABSTRACT

This paper proposes an asymmetric watermarking system using Public Key Infrastructure. The
distinguishing characteristic of the proposed method connects between the two different techniques,
cryptography technique and watermarking technique, by using the authentication technique. The connection
between the two techniques are established based on the special qualities of each technique. Watermarks
that are inserted into the digital contents consist of a digital signature described as an encrypted copyright
information with the private key of a distributor or a copyright holder, and an authentication code. In
the situation where the ownership of the digital contents has to be decided, authentication technique
examines the data integrity of the digital contents based on an authentication and decides the ownership
of the digital contents by examining whether it satisfies or not satisfies the integrity test. The formal
case uses decryption method which compares the user defined copyright information, and the decrypted
copyright information extracted from the watermark in the digital contents that are decrypted by
distributors’ public key. The latter case determines the ownership by comparing the similarity between
encrypted copyright information separated from the watermark that are extracted from the digital
contents, and the user defined encrypted copyright information that are separated from the watermark.
The proposed method provides protection from the assault which attempts to identify or erase the encoding
key.
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