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Analyses of Security Frame Structture for Broadband Communication
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ABSTRACT

Information transfer technology using Internet is basic means today. Therefore, we have to consider the
information through intermet. The main key is Information security against attacker. We have proposed the
method employing security mechanism under ubiquitous environment. To realize the Information security for
optical communication, we need requirement for a variety of consideration and propose the method..
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| . INTRODUCTION

Video on deman, broadcasting, and high-speed
transfer require a wideband communication. To
reduce the high costs of laying individual cables
for each user and install costly optical terminals
to both ends of them, passive optical
networks(PON) are being developed in the
recent years, in which the longer part of the
network is common to and shared by many
terminals, while only networks are used in
combination with new fiber optic cables

ARHT

constituting hybrid fiber coax(HFC) networks. All
these networks work in ATM mode. The data
arriving at the central station, which are destined
for its terminals, are time pultiplexed to form a
single bit stream which is

broadcast to all terminals. Each terminals
selects the data destined to it, either by the aid
of the identification field contained in the
overhead of the downstream cell, or, most
usually, by the Virtual Connection Identifier(VCI)
field contained in the ATM «cell. The
configuration is shown in figure 1.

SHNHD o3 YEARNIYSAT

HodXt : 2004 10. 29



FoF5ATE A3 Be T 72 B4

Overhoad Payload

[Lve: [

Overhead Payload

[Tve [vol--]

ATM Coli

O
/
4
4
£
f}B[ ~~ - -]
N~

A= = = [rominar« ]

A

Figure 1. Time multiplexing of downstream cells
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I1. CONVENTIONAL ENCRYPTION

Conventional encryption is generally carried
out by using some ciphering code according to
which every bit of the original text is replaced
by another bit, so that the resulting text has no
meaning to any one except for the user to whom
it is destined, who has the proper code to
encrypt it and recover the original text. Several
methods for encryption have been developed
and proposed using both block cipher and
streamn cipher. Most problems in the conventional
encryption arise exactly in common method.
More problems arise when we wish to encrypt
also the headers of the downstream cells in
order to aviod speculation on ones traffic
parameters. If we encrypt, for example, the field
of the downstream cell which contains the
identification number of the addressed terminal,
or the virtual Connection Identifier(VCI) field of
the ATM cell., then all terminals should have to
decrypt these fields in all received cells in order
to find out which cells are addressed to them.
This poses a very heavy and time consuming
work on the terminals, which, even of it would
be possible to be executed in the necessary
speed, leads to expensive terminals.

So, with conventional encryption, we usually
encrypted only the payload of the downstream
cells and cannot avoid speculation on the traffic
data of the users. The encryption can be done,
either in each incoming stream before the time
mu;tiplexing as shown in fufure, or in the
common downstream, after the time multplexing.
In the first case we need many encryption
machines working at a relative lower speed
which can be achieved. In the second case we

need one encryption machine, which work in
very high speed, which do not seem likely that
will be feasible.

lil. THE PROPOSED SCHEME

The proposed method utilizes the same
characteristics of the network architecture that
causes the problem, that is the broadcasting
nature of the downstream data, in order to
secure the lost privacy and individuality.
Multiplexing is usually done in cell level, that is
each ATM cell contains data of one connection
only, and, by means of the VCI number
contained in the corresponding field of the
header, it is destined to the terminal serving that
connection. Sometimes however for reason of
maintaining low delay or delay variation it is
necessary that multiplexing is done in byte level,
in which case composite cells are formed with
bytes from more than one connection destined
for more than one users. In the later case the
termainal understnads which bytes of the cell are
destined to it either by information contained in
front of the bytes, or by the fix places within the
ATM cells in which the bytes destined to it are
placed. The proposed method uses always
composite cells for the connections to be
encrypted, but the bits in the cells are
multiplexed in a different random way for every
connection, which we call multiplexing pattern,
and this pattern is known only to the central
station and to the terminal serving that
connection. This pattern plays the role of the
session key of the conventional encryption and is
changed in every new connection.

All downstream cells, which usually have 54
bytes, have a characteristic bit in their header. If
the bit is 1 then the cell is a composite
"encrypted" cell. If the bit is 0 the cell is not
encrypted cells have their ID or VCI number the
encrypted cells have an identification number
ranging from 0 to (Tn-1). The number Tn is the
basic period, further called basic module, of the
downstream for encrypted cells and is depended
on the capacity of the downstream data flow and
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desired granularity of the services offered.

Here we will describe the case of a super
PON with a downstream capacity of 2.54Gbps.
For reasons which will be understood later, Tn
has been chosen to be 211. So the same
identification number of a cell will appear 211
encrypted cells. Given that every downstream
cell has 200 payload bits, the basic module
contains about 400*211 = 8192000 bits of
information. Every bit place of the payloads of
the downstream cells is enumerated from 1 to
400. So with 9 bits we can enumerate all the
places of a cell and the last 9 to the place inside
the cell.

Overhead .
| e 400 biits payload ————————— |
1
11 bit 110030000 | 110001111 | 000000010| 000000001
Cell rumber | (400 bit) | (399" bit) (2 bit) (1% bit)

Figure 2. Enumeration of the bit places inside the
downstream cell

When a new 16 Kbps connection is to
established the cenral station selects randomly 8
out of the 819200 possible places for that
connection, taking care that they are free from
other conncetion. This constrain do not influence
the randomness of the choice because the
occupied places have also been chosen randomly.
The selected places are the multiplexing pattern
of the connection. For the description of the
pattern we simply write down, one directly after
the other, the eight numbers indicating the
places where the bits of that connection are put.
So for the description of the whole pattern we
need 8 x 20 = 160bits. We need also 3 extr bits
to indicate that this pattern refers to the basic
module.
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The multiplexing pattern, which play the role
of the session key of the conventional
encryption, is communicated to the
corresponding terminal through one of the OAM
(Operation and Maintenance) cells interchanged
between headed and terminal station during the
establishment of the connection. The payload of
the OAM cell is encrypted by one of the public
key encryption method. The only thing that the
corresponding terminal has to do in order to
reassembke the bits of the connection is to select
and place one after the other the bits contained
in the places indicated by the multiplexing
pattern, in the same order as the places are
written in the later. When a connection is
terminated the places are free again to be ised
for the formation of multiplexing patterns for
other connections. The connections that do not
need protection are put in uncrypted cells, which
intervene between the encrypted ones and are
not counted for the multiplexing pattern. The
methos is presented in figure 3.

When a 64Kbps connection is established, which
needs 32 bits per basic period, it is not necessary
to use a pattern extended in the whole period.
Instead of it we use a subperiod consisting of the
first 29 cells of the basic module, in which we
choose a pattern of 8 bits. This pattern is repeated
4 times in the basic module. For the description of
each place of this subperiod we need 18 bits(9 for
the cells inside the subperiod and 9 for the places
insides the cells). We need also some bits to
indicated that we use a s subperiod consisting of
the 1/4 of the basic period. For 1 128Kbps
connection, the same 1/4 subperiod is used. In
this case we need a 16 bit pattern, which requires
291 bits for description and has about 1084
possible multiplexing patterns. For a 256Kbps
connection we use a 1/8 sub period with 16 bit
pattern, which has about 1080 possible
multiplexing patterns. For connections of 512, 1024
and 2048 Kbps we use correspondingly 1/16, 1/32
and 1/64 sub periods, always with a 16 bit
pattern, which have about 1075, 1070 and 1060
possible  multiplexing  patterns. For  their
description we need correspondingly 275, 259 and
243 bits. For intermediate values of bitrates we use
either the longer subperiod with more bits pattern,
or the shorter subperiod with fewer bits per
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pattern. The scope is always to have the more
possible combinations, while for the description of
the multiplexing pattern and the rest information
which will be communicated to the terminal
during the connection, we will not need more than
386 bits which is the payload of one ATM cell.

-« " call >
2" cells {

Basic
module 8 bit pattern 16 Kbps
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Figure 4. Overview of the different multiplexing patterns

I.I.l 2048 Kbps

This number is also smaller than the numbers
used in the public key exchange procedures, so
that the initial notification of the multiplexing
pattern to the terminal poses no difficulty. For
largerer than 2 Mbps bitrates, we use 1/64 sub
period with up to 24 bits per pattern, which
corresponds to a capacity of 3Mbps. For still
higher bitrates we can use an 1/128 sub-period,
but it seems very unlikely that such bitrates will
be needed, since with modern compression
methods 2 Mbps are sufficient even for video on
demand services.

IV. FUTURE WORK

All optical network is network where the user
network interface is optical and the data does
not undergo optical-to-electrical conversion
within the network. All optical network is
attractive because they promise very high rates,
flexible switching, and broad application support.
The emergence of these networks coincides with
a burgeoning use of networked information for
education, commerce, health care, national
defense, and many other endeavors that promise
continued growth for decades. Assured access to
these networks, in a private and reliable manner
and with appropriate service guarantees, is
clearly very important and has motivated for the
security of all optical network.

V. CONCLUSIONS

In some kind of networks such as PON and
HFC networks, the inforamtion from the central
station to the terminals is broadcast to all of
them. Under these conditions privacy and
confidentiality do not exist. The usual way to
overcome this drawback is conventional
encryption of the data between headend and
terminals. The proposed scheme is to wuse
different multiplexing patterns for each
connection so that each terminal can demultiplex
only its own data. The proposed method is
suited for the high speed data of the PON
networks and maybe preferable to conventional
encryption.
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