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Puzzle Model and Application for Flooding of
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ABSTRACT

Today's Commercial security server system which provide secrecy, integrity and availability may still be
vulnerable to denial-of-service attacks. Authentication system which use a public key cryptography and process
RSA encryption is relatively slow and the slowness has become a major security threat specifically in service
flooding attacks caused by authentication requests. The service flooding attacks render the server incapable of
providing its service to legitimitive clients. Therefore the importance of implementing systems that prevent
denial of service attacks and provide service to legitimitive users cannot be overemphasized. In this paper, we
propose a puzzle protocol which applies to authentication model. our gradually strengthening authentication
model improves the availability and continuity of services and prevent denial of service attacks and we
implement flooding of service tolerance system to verify the efficiency of our model. This system is expected to
be ensure in the promotion of reliability.
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Fig. 2 The security model of access control system
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Fig. 4 The authentication model of cryptosystem
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Fig. 5 The puzzle model of hash based authentication
method
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