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ABSTRACT

Under a large-scale client-server service environment, e.g., online games, encrypting data for acquiring information security
often causes overload to the server and hence degradation of the service itself. Therefore, for reducing encryption payload, it
is necessary to use adequately an efficient encryption scheme with respect to the security requirements of transmission data.
In this paper, we propose a packet encryption scheme using multiple cryptosystems to realize such capability, which assigns
a different cryptosystem according to the security requirements level. The proposed encryption scheme is applicable to
intemet services with heavy traffic ratios in which different kinds of data packets are incessantly transmitted between clients
and servers. To show its effectiveness and superiority, the performance of the proposed encryption scheme is verified by
experiments.
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